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| 517 HelloWorldi&FH9iE1T

FPMCESEFRRIHFESE, NIHE— M ERFHelloWorld, ERAABIIT:

O 0 N oA W

[
o

1. #include <stdio.h>

2. int main(int argc, char *argv[])
3. {

4, puts ("hello world");

5. return 0;

6. }

7R HelloWorldiEFFia1THIIIRET, BRIFRFTEMSN 7 LA

RS FRIERSHA Thellol2 /5
BRIFRGHEIZER, WEHER
WEREFERS, FEIESMFEUEIIHIE
ARG RN B — D HEIR
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R FR GBI T IR R HE A
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" EHMECPU: B HERE — MR AIEIACPU

// File: Chapterl/Virtualization/cpu.c ij:?ZO. int main(int argc, char **argv)
Y21,

1. #include <stdio.h> 22. if (argc !'= 2)
2. #include <stdlib.h> 23. {
3. #include <assert.h> 24 . fprintf (stderr, "usage: cpu <string>\n");
4. #include <sys/time.h> 25. exit (1) ;

26. }
5. double GetTime () 27.
6. { 28. char *str = argv[1l];
7. struct timeval t; 29. while (1)
8. double time; 30. {
9. int rc = gettimeofday(&t, NULL); 31. Spin (1) ;
10. assert (rc == 0); 32. printf ("%$s\n", str);
11. time = (double) (t.tv_sec) + 33. } ] N
12. (double) (t.tv_usec) / leb; 34. 1} gz:igz:;i{ngﬁtiifmameﬂfwnumuaUOn
13. return time; GuestOS>./cpuA & ./cpuB & ./cpuC & ./cpuD &
14. } [1] 207

[2] 208
15. void Spin(int howlong) [31209
16. | [4] 210
17. double t = GetTime () ;
18. while ((GetTime() - t) < (double) (howlong));
19. 1}
L
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" EUCAE . BT EERE— MR AYRE IS A

// File: Chapterl/Virtualization/mem.c ij:?ZO. int main(int argc, char **argv)

Y21,
1. #include <stdio.h> 22. int *p = malloc(sizeof (int));
2. #include <stdlib.h> 23. assert(p != NULL);
3. #include <assert.h> 24. printf (" (%d) memory address of p: %08x\n",
4. #include <sys/time.h> 25. getpid(), (unsigned) (p)):;

26. *p = 0;
5. double GetTime () 27. while (1)
6. { 28. {
7. struct timeval t; 29. Spin (1) ;
8. double time; 30. *p = *p + 1;
9. int rc = gettimeofday(&t, NULL); 31. printf (" (%d) p: %d\n", getpid(), *p);
10. assert (rc == 0); 32. }
11. time = (double) (t.tv_sec) + 33. '} ] N
12, (double) (t.tv usec) / 1e6; gz::‘:g:z;Sc/'_t;nra/es:qa::éﬂipterlNlnuaIlzatlon
13. return time; GuestOS > echo 0 > /proc/sys/kernel/randomize_va_space
14. 1} GuestOS>./mem & ./mem &
[1] 213
15. void Spin(int howlong) [2]214
16. | (214) Memory address of p: 00405160
(213) Memory address of p: 00405160

17. double t = GetTime () ; (214) p: 1
18. while ((GetTime() - t) < (double) (howlong)); (213)p: 1
19. } (213) p: 2

| (214)p: 2

‘_L' (213) p:3
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" 2T Z

*35/2%% ﬁj\Ej-/ =T -I_/‘é/ml)?

(// File: Chapterl/Concurrency/thread.c ij:?ll. int main(int argc, char **argv)
¢ Y12, {
#include <stdio.h> 13. pthread t pl, p2;
#include <stdlib.h>
#include <pthread.h> 14. if (argc != 2)
15. {
volatile int counter = 0; l6. fprintf (stderr, "usage: threads <value>\n");
5. int loops; exit (1),
17. }
6. void * worker (void *arg) {
7. int 1i; 18. loops = atoi(argv[l]);
8. for (i = 0; i < loops; 1i++) counter++; 19. printf ("Initial value: %d\n", counter);
9. return NULL;
10. } 20. pthread create(&pl, NULL, worker, NULL);
21. pthread create(&p2, NULL, worker, NULL);
22. pthread join(pl, NULL);
GuestOS > cd /tmp/share/Chapterl/Concurrency 23. pthread join(p2, NULL);
GuestOS > gcc -o thread thread.c -Ipthread
Gljuj:-stOS>./thread1000 24. printf ("Final value: %d\n", counter);
Initial value: 0
Final value: 2000 25. }
prompt> ./thread 100000
Initial value: 0
Final value: 112448
prompt>./thread 100000
Initial value: 0 o=
Final value: 138413 L_‘_J
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11.
12.
13.
14.

#include
#include
#include
#include

#include

<stdio.h>
<unistd.h>
<assert.h>
<fcntl.h>
<sys/types.h>

int main(int argc, char **argv)

{

int fd = open("/tmp/file", O WRONLY
assert (fd > -1);
int rc = write(fd, "hello world\n",
assert (rc == 13);

close (fd) ;

return

0;

| O_CREAT

13);

0_TRUNC,

S_IRWXU) ;




1.4 1R{HEARSS

p
1. #include <stdio.h>
2. #include <unistd.h>
3. 4#include <signal.h>
4. #include <sys/time.h>
N =
| . EF@ER, ASRRSS RGN

5. unsigned int counte

. . L\b \E;';IL'
. void sig_ ATAE A
7 {
8. count \\\\\\\\\\\\\
9. printf ("current counter: %d, current value: %d\n", counter, 1/counter);
10. }

11. int main(int argc, char **argv)

12. 1 /O, FRETACIEGIFENE N
scanf ("sd", &counter);////////// =

14. signal (SIGALRM, sig handler);
15. while (1)

: AYEpehlt, FRRTRIEGIFZIm AL
; { alarm (1) ; ’////////// : =

18. sleep(2);
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2.1 ZESERPE
" W TTERS, BZFRPFHNAE=E (RNiZ=ZE, Kernel
Space) FiFlaRE AR EIE
» WAREFETTRRPES, RESIFheER{ERZEINAERE
(FHF=8], User Space) FIEPDREFRIR, FBEEEG0)E4

Application 1 Application 2 Application 3
user-space
T

mmmmmmmmmmmmmm

| - kemel-space
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" R ATERIRZACREERRImIE A — IS, FrEHIRZ
BEEITE— AN A&z E 2
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2.2 ISR

" M IBEMERFE DS MR AITIRERIR, SRERILIEE
HFPRAZ (M%) £, HEElseiiEita—SIniitiz,
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|  Windowsptz (#m#%)

System support Environment
processes Service processes Applications subsystems
Service Control
Manager Svchost.exe
lsass M | Winmgmtexe Task Manager 0S/2
. Windows
Winlogon | Spooler Explorer POSIX
. - , ] Use
Session Services.exe appﬁcar(ion
Manager “Subsystom DULs Win32
v v vl vy
Ntdil.dll
System
threads User mode

Kernel mode
\ System service dispatcher
(Kernel-mode callable interfaces) |

2 W
I/O manager — o | & 2| s R § ~ GDI

2| %5 |s5| §|:8| Z|;8|28| &

5 2 185| 2 |82| 2 |38|25]ex .
Device s | 2 |82| 2 |2:c| 2 [24|=2€|85 || Graphis
Seyl e s | 2 |e=| 2 |%5| 3 [¢?2|8¢8 g TR
system 3 Q 2| 2 s ki 2| &8 -
drivers 3 R - 2 3 5

Kernel

Hardware abstraction layer (HAL)

Hardware interfaces
(Buses, VO devices, interrupts, interval timers, DMA, memory cache control, and so on)
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» FEMZERAARS: https://www.kernel.org/

[tarball] [pgp] [patch] [inc.
[tarball] [pgp] [patch] [inc.
[tarball] [pgp] [patch] [inc.
[tarball] [pgp] [patch] [inc.
[tarball] [pgp] [patch] [inc.
[tarball] [pgp] [patch] [inc.

Protocol  Location

HTTP https://www.kernel.org/pub/

GIT https://git.kernel.org/

RSYNC rsync://rsync.kernel.org/pub/
mainline: 6.2-rc3 2023-01-08 [tarball]
stable: 6.1.4 2023-01-07
stable: 6.0.18 2023-01-07
longterm: 5.15.86 2022-12-31
longterm: 5.10.162 2023-01-04
longterm: 5.4.228 2022-12-19
longterm: 4.19.269 2022-12-14
longterm: 4.14.302 2022-12-14
longterm: 4.9.337 [EOL] 2023-01-07
linux-next: next-20230M2 2023-01-12

[patch] [inc.
[tarball] [pgp] [patch] [inc.
[tarball] [pgp] [patch] [inc.

patch]
patch]
patch]
patch]
patch]
patch]
patch]
patch]
patch]

Latest Release

614®

[view diff]
[view diff]
[view diff]
[view diff]
[view diff]
[view diff]
[view diff]
[view diff]
[view diff]

[browse]
[browse]
[browse]
[browse]
[browse]
[browse]
[browse]
[browse]
[browse]
[browse]

[changeloq]
[changeloq]
[changeloq]
[changelog]
[changeloq]
[changeloq]
[changelog]
[changeloqg]
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s SERZEAS: https://elixirbootlin.com/linux/latest/source

v6.1.3
v6.1.2
v6.1.1
v6.1
v6.1-rc8
v6.1-rc/
v6.1-rcé
v6.1-rc5
v6.1-rc4
v6.1-rc3

https://elixir.bootlin.com/linux/latest/source/include/linux/atomic

/ include / linux

amba
atomic
avf

bcma
byteorder
can

ceph

clk
comedi
crush
decompress
device
dma

dsa
linux ® v6.7.4

All ssv  task struct

include/linux/sched.h, line 737 (as a struct)
tools/testing/selftests/bpf/progs/strobemeta.h, line 14 (as a struct)
tools/testing/selftests/bpf/progs/test_core_reloc_kernel.c, line 27 (as a

struct)

tools/testing/selftests/bpf/progs/test_core _retro.c, line 7 (as a struct)

737 struct task struct |
738 #ifdef CONFIG_THREAD INFO IN TASK
S’l\l'lln‘l thread info thread info;
#endif
| unsigned int __state;
#ifdef CONFIG PREEMPT RT i
Un‘siénea" in’t | l s;'ivé(;lfstate:

#endif

powered by Elixir 2.1
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| 3.1 JERREERA

" NIZARAS: B3N8 Em: AB.C
s A IZERAS, XERDEETMY, REYEEEATHIELIBM

NizREA=RE
"B ARRNRAS, BiE—EEXENHINZ, BEFETIRERD, 5
HERTIT A PRRAS

= C: IZIRTIRAS, ZIEEMETTIINZ. XITHFIELEH
T .buglgE, FHHINeEEIKENIEF, WIZESEZN

" RIThHRAS: major.minor.patch-build.desc
= major | FIRAS, BERNTHUTLTE
= minor IRIRAS, FTBINEERT 4 A LT
= patch : NI BEEORIRANEHECSOREL
= puild : fmiFE (SfesE) BOIXE
s desc | ZRIMRARVIFHEESR



| 3.1 ERBBRA
= 5l40: FAdp<$uname -aBEERNZIRAES

Linux localhost 3.2.0-67-generic #101-Ubuntu SMP Tue Jul 15 17:46:11 UTC 2014 x86_64 xB86_64 x86_64 GNU/Linux
#HME3.2.0-67-generic-pae

BBAN T

FHET: 3, ERAEAS

FBONEHET: 2, RIRAS, HEiARRERAE

FE=AHETF: 0, BITHMAS

EUUNHET: 67, HETHZRA (3.2.0) BISB67ikFHApatch

generic: HATWIZMAANBRAKRAE, BEESRAFEG LHserver (BXTARE S%) « 1386 (£HATZRFERF KAL)

pae (Physical Address Extension) : #JHRHHEY &, AN T Rkh32fi b fEPCAR 28 N A BRI B HEH, FRRI32467 R4t al LA RFE T
x86_64: K H HIZ64f7fICPU

SMP: XIARZAERL, RN LRFEZZ. ZAEEE

Tue Jul 15 17:46:11 UTC 2014: WZAIZR1ERTE] (build date) N 2014/07/15 17:46:11



| 3.1 JERREERA

" NIZWRA D3
= mainline: FZehk A, EAEFFAEBIMRAS
s stable: F2ERAS, HMainlineER AT AT, RERSEERARA
SHFL FRHbugiBEMNTEth T, BREZEXALEBR, FHitEgE
ARAS(= 1R, AR IEOLENd of Life) IR ANERABSIHI0RA
= longterm: <HASZIFR, KEASZIFIRIIAZABSIFTSRICEOL
= linux-next, snapshot: UIBIRACEIHAZE R < BIAEAHYIRAR A48 Linux
AVEGEE= (Y
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Linux Kernel Source

Sh/shb4

Documensation

T(ativTar ) &

—|  sounid
crypto
lih o hlock usr drivers
Include arch init xernel sevurity net (s
ipx deep
- xfrm 802

ntfs

1ffa?

net atm _{iffs2
%2 -

1s0ts

PR : ‘ _ appletalk nf
Sparg/spare h-'D
( bluetocth )

— —-"a—&.—_‘

—relserls )

devfs

oroc

sysfs

ramfs

Fx12/extd

% — hﬁ--’—'—.né._-
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= arch: BE&5HRREIERAVEE

= BRRFENN—EFR 2MUPCHEXAIUBFRA380ER T, ARMES
BEXRB B FREarmERT)

s AN FEERPEE—ETFER, WREENGEkemnel (WZZD) .
mm (RFEE) . lib (BHEXTERE) fMboot (5151EF) &

" crypto: ERIIENEGIEE A —LERENCRCEEGE A
= Documentation: XFW%=HERDHIIEFEEEALER
® drivers: REFWER, P ARENEEISA—TFEZR
' fs: J[RSFFHOSGZRSE, Wext, fat, ntfsZ

® include: LS4
= include/linux: WIZEARRISLIEF
s include/asm-*/: (AREMEXAILE (FFRRREIAIETR)
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" init: RIZGESEOAWIBHARE (EEAER%5|SHE)
" ipc: HHEEEEHYCE

" lib: SFFESHCED

= mm: REFEED

" net: MKHERMAAE, SCILTEMELRIRSENY

= scripts: FITECERZSUFRIBIA ST

= security: SLHINZZEMH

= sound: FHAEMIRSBKNIEFZF
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" LinuxPtzhRas: v5.0

" ERHQEMUZRSRI S TUETTLINUXAIZ
« STHFETMAREN (x86. ARM.....)
= BJLATER—EH88 LT PoiziEint

1/0 &EEHl

RS (%86 3249)




| 4 Linuxpaizscieinis

" BHR%5f (Host)

= ${HOME}/Kernel: W%
« compile: RMIZImIEMRIZ
- git: AZBRIBGE
- image: fERREE (X72i386f0x86 64, 7iFZUbuntuhias)
» share: Host5GuestiIRZI 4 (Hostis)
« v5.0: LinuxPW#zv5. OJR(CIBAIAT I TIZR (X72i386F0x86 64)

= ${HOME}/QEMU: 12#135
e run, debug. script: BfFFNEILHIZAS
« SCp. ssh: IABEEIIE X HERBIZAR (Host5GuestEiE, BEXH)
« compile, src. build, exe: QEMUZmERIA, JRAHD. RIEISHFIATHA T

" HRZM (Guest)
= /tmp/linux: RIZERAES (MHostimRRETEIGuestim)
= /tmp/share: Host5Guesti9HEZ= S EsE (Guestif)
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" RIEARTZ
= cd ${HOME}/Kernel
= /compile v5.0 1386 #4m15v5.0A % (1386 3211, x86 64: 64{)

" E1TAR%
= cd ${HOME}/Qemu
= /run v5.0 1386 buster #7EUbuntu busterfwZAiz17v5.041%

" B
= cd ${HOME}/Qemu
= ./run v5.0 1386 buster -dbg 20000 #f5wE &Nl i1 920000
= /debug v5.0 1386 20000 vmlinux_script #1819 200001 C1EIT Iz THI
= source module_script # 5FEZ2EIXIIARZIERENG, TodbHITIZm<



5 182 N ERiE
. SHUNAE: BRGNS 174

= EPsLElo R
RIEFNERRRR (REEHRENR)
s FFRATRENZIRR (ERENREAR)

" B=RANR:
= Linuxiz{sEAtask_structiSRaA AR HEIEHIIR, task_structfSia{AHY
oI FRUHTES, commIBEES1TE
o Linux RS E EiEatask structZSMYAZB LR — PN @sEZEInit task,
aJ g for_each_processzaigEh R ZHHIF AHE
s WY O PEERAVTERRIZRIE : list del. list del rcu




# AT LAE R EBRAIIHN T M 45erk "D ECR SRS Ml "RERARSHIRE " #(F

HostOS > cd SHOME/Kernel/v5.0/i386
HostOS > patch -p1 < SHOME/Kernel/share/Chapter1/ListProcessSyscall/syscall.patch

1 WINFTRI R FE FE

» SERFERS
= for 1386

- FRIBRGFEAZE: arch/x86/entry/syscalls/syscall 32.tbl
« IBIN—17: 451386 list_process sys list process

= for x86 64

- IRIERAIERZE: arch/x86/entry/syscalls/syscall 64.tbl
« NII—1T: 45164 list_ process sys_list_ process

" RS RGIRSHIRE

// File: kernel/sys.c

1 SYSCALL DEFINEI (list process, int, pid)

2 {

3 struct task struct *task;

4. for each process(task)

5. {

[ if (task->pid == pid) printk("[this] pid: %d name: %s\n", task->pid, task->comm) ;
7 else printk("pid: %d name: %s\n", task->pid, task->comm);

8 }

9

return 0;

10. '}




5.1 iR NNFTHYZRSEVE A

M RS RFPSIER ﬂﬁﬁwﬁiE’J?f}Eﬂﬁ%

// File: Chapterl/ListProcessSyscall/userappl.c (BIIEERE) / / File: Chapterl/ListProcessSyscall/userapp?2.c (ﬁiﬁmﬁf,[éﬁ)\
1. #include <stdio.h> 1. #include <stdio.h>
2. #include <unistd.h> 2. #include <unistd.h>
3. #include <sys/syscall.h> 3. #define  NR list process 451
4. #define NR list process 451
4 int main() {
5. int main () 5 int pid = getpid():;
6. { 6. syscall(_NR list process, pid);
7. int pid = getpid(); 7 if (sizeof (void*) == 4) { // 32-bit system
8. syscall( NR list process, pid); 8 asm volatile (
9. } 9. "mov %0, %%ebx\n\t" // 1lst parameter (pid)
10. "mov %1, %%eax\n\t" // syscall number
- °|11. "int $0x80\n\t" // 1386: using int 0x80
GuestOS > cd /tmp/share/Chapterl/ListProcessSyscall 12.
GuestOS > gcc -0 userappl userappl.c 13. :"m" (pid),"1i" (_ NR list process)
GuestOS > ./userappl 14, ) - -
p@:lnameﬁyﬁemd 15. } else if (sizeof (void*) == 8) { // 64-bit system
pid: 2 name: kthreadd
16. asm volatile (
[this] pid: 237 name: userappl 17. "movg %0, $%rdi\n\t" // 1lst parameter (pid)
18. "movg %1, %$%rax\n\t" // syscall number
GuestOS > cd /tmp/share/Chapterl/ListProcessSyscall 19. "syscall\n\t" // %86 64: using syscall
GuestOS > gcc -0 userapp2 userapp2.c 20. :
GuestOS > ./userapp2 21. :"m" (pid), "1i" (__NR list process)
pid: 1 name: systemd 292 ) ;
pid: 2 name: kthreadd 23, }
. . 24. '}
[this] pid: 238 name: userapp2




5.2

a3 12

LIESS

ZIRIR

( ( )
// File: Chapterl/ListProcessLKM/Makefile // File: Chapterl/ListProce .C
obj-m := list.o 1. #include <linux/init.h>
CURRENT_ PATH := $(shell pwd) 2. #include <linux/module.h>
3.  KERNEL_PATH := $ (HOME)/Kernel/$ (VERSION) /$ (ARCH) 3. #include <linux/sched/signal.h>
4. #include <linux/pid.h>
4. all:
5. make -C $ (KERNEL PATH) M=$ (CURRENT PATH) modules 5. MODULE LICENSE ("Dual BSD/GPL") ;
6. clean:
7. make -C $ (KERNEL PATH) M=$ (CURRENT PATH) clean 6. static int list init (void)
L 7. {
8. struct task struct *task;
HostOS > cd SHOME/Kernel/share/Chapterd/ListProcessLKM 9. printk (KERN_ALERT "list enter\n");
HostOS > make VERSION=v5.0 ARCH=i386 10. for_each_process (task)
11. {
GuestOS > cd /tmp/share/Chapterl/ListProcessLKM L2 printk("pid: %d name: #s\n", task->pid, task->comm);
GuestOS > insmod list.ko 13. J
pid: 1 name: systemd 1< return 0;
pid: 2 name: kthreadd 15. 1}
16. static void list exit (void)
17. |
18. printk (KERN_ALERT "list exit\n");
19. 1}
20. module init(list init);
21. module exit(list exit);
22. MODULE AUTHOR ("UV") ;
23. MODULE DESCRIPTION("A simple module to list procsses");

J




5.3 HhfE

" [SENHIE (BBmHER task structEFaRMinit taskiERiEiR)

HostOS > cd SHOME/Kernel/share/Chapterl/HideProcess
HostOS > make VERSION=v5.0 ARCH=i386

GuestOS > cd /tmp/share/Chapterl/ListProcessSyscall
GuestOS > ./userappl

pid: 1 name: systemd

pid: 2 name: kthreadd

pid: 3 name: rcu_gp

pid: 4 name: rcu_par_gp

GuestOS > cd /tmp/share/Chapterl/HideProcess
GuestOS > insmod hide.ko pid=2

hide enter

pid to be hidden: 2

GuestOS > cd /tmp/share/Chapterl/ListProcessSyscall
GuestOS > ./userappl
pid: 1 name: systemd

pid: 3 name: rcu_gp
pid: 4 name: rcu_par_gp

File: Chapterl/HideProcess/hide
#include <linux/init.h>
2. #include <linux/module.h>

#include <linux/sched/signal.h>

4. static int pid;

5. static int hide init(void) {

6. struct task struct *task;

7. printk (KERN_ALERT "hide enter\n");
8. printk (KERN_ALERT "pid to be hidden: %d\n", pid);
9. for each process (task) {

10. if (pid && task->pid == pid) {
11. list del rcu(&(task->tasks));
12. break;

13. }

14. }

15. return 0;

le. }

17. module init (hide init);
18. module param(pid, int,

19. MODULE AUTHOR ("UV") ;

S_IRUGO) ;

20. MODULE DESCRIPTION("A simple module to hide a procss");
. J
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(7// File: Chapterl/DetectProcess/detect.c 25. static int detect init(void)
26 {
1. #include <linux/init.h> 27. void *p;
2. #include <linux/module.h> 28. struct task struct *presumed task, *presumed parent;
3. #include <linux/sched/signal.h>
4, #include <linux/types.h> 29. printk (KERN_ALERT "detect init\n");
5. #define START 0xC0000000 30. for (p = (void*) (START); p <= (void*) (END); p += 0x80)
6 #define END 0xC4000000 31. {
32. presumed task = (struct task struct *) (p);
7. static int is valid_addr(void *p) { 33. presumed parent = presumed task->parent;
8. return ((void*) (START) <= p && p <= (void*) (END)) ;
9. } 34. if (!is_valid pid(presumed task->pid) ||
35. !is_valid addr (presumed_ task->comm)) continue;
10. static int is valid pid(pid_t pid) {
11. return (0 < pid && pid <= PID_MAX DEFAULT) ; 36. if (!is_valid addr (presumed task->parent) ||
12. } 37. !is valid addr (presumed_task->real parent)) continue;
13. static int is valid ppid(pid_t pid) { 38. if (!is_valid ppid(presumed parent->pid) ||
14. return (is_valid pid(pid) || pid == 0); 39. !is valid addr (presumed parent->comm)) continue;
15. }
40. if (!is_child parent (presumed task, presumed parent))
16. static int is in list(struct task struct *target) { 41. continue;
17. struct task_ struct *task; 42.
18. for each process(task) if (task == target) return 1; 43. if (!is_in list (presumed task))
19. return O; 44 . printk ("Hidden process: $%$pK %d %s\n", presumed task,
20. } 45, presumed task->pid, presumed task->comm);
46. }
21. static int is child parent (struct task struct *child,
22. struct task struct *parent) { 47. return 0;
23. // place your implementation here. ¢ 7 48, }
24. } C-i-j




