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/ ITFEX{H: CMakelLists.txt
add_executable (Decompress main archive)

add library (main OBJECT "main.cpp" "main.h")
add library

add library

/

1

2

3. add library
4

5

6 libRar "rar.cpp" "rar.h")
7

(
(
add library (libTar "tar.cpp" "tar.h")
(
(

add library (libProtect SHARED "protect.cpp"

O

target link libraries (Decompress libTar)

10. target link libraries (Decompress libRar)

target link libraries (Decompress libRegister)

archive OBJECT "archive.cpp" "archive.h")

libRegister SHARED "register.cpp" "register.h")

"protect.h")

B
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Decompress

main.cpp

main.h

archive.cpp
archive

archive.h

register.cpp

register.h

tar.cpp

tar.h

rar.cpp

rar.h

protect.cpp

ANV ANV ANVAN

protect.h



main

RERPENNINS, RETHEEN.

HEBRRPENNFS, RENSHHEREE
HEBRBENHHS, S TRaSHEEIAEE

(VS
(VS

Vs

1SN
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12.

13.
14.
15.
le.
17.
18.

19.
20.
21.
22.
23.
24.
25.

extern "C" bool try register (char *, char *,

extern "C" void (void) ;

int before register (char *email, char *name)

int code;

printf ("Please input your email: ");
scanf ("%s", email);

printf ("Please input your name: ");

scanf ("%s", name);
printf ("Please input serial code: ");
scanf ("%d", &code);

return code;

void before_ extract(void) {

printf ("Please input the archive file path:

scanf ("%s", ) ;
printf ("Please input the destination path:

scanf ("%$s", ) ;

void do_update (void) {
HMODULE dlib; FUNCPTR func;
lib = LoadLibraryA("libProtect.dll");
func = GetProcAddress (dlib,
if (func)
Freelibrary(dlib) ;

func () ;

"try protect");

int) ;

{

")

")

s

=

26.
27.
28.

29

30.
31.

32.

33.

34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.

46.
47.

48.
49.

extern "C" bool is registered;

extern "C" char [MAXLEN] ;
extern "C" char [MAXLEN] ;
.int main(int argc, char **argv) {

char email [MAXLEN],
int code;

name [MAXLEN] ;

do_update () ;

code = before_register(email, name);

if (try register (email, code) )

{

is registered =

name,

true;
printf ("Successfully registered!

You can use full fuctionalities.\n")

}
else
{
is registered = false;

printf ("Failed to register! You can extract

at most 3 files from an archive.\n")

before_extract();

07

return 0;

}

J

-




archive

(>1. class Archive { c‘l‘j 32. Archive: :Archive (const char *path) {

2. public: l:_J__:.33. printf ("Archive constructor\n");
3. static bool is tar(const char *); 34, FILE *fp;
4. static bool is rar(const char *); 35. fp = fopen(path, "rb");
5. Archive (const char *); 36. fseek (fp, 0, SEEK END);
6. virtual ~Archive (void) ; 37. size = ftell (fp);
7. void target (const char *, const char *); 38. fclose (fp);
8. void target (const char *); 39. 1}
9. void info (void) ;
10. virtual void extract (void); 40. Archive: :~Archive (void) {
11. private: 41. printf ("Archive destructor\n");
12. int size; 42.}
13.1};

43.void Archive::target (const char *base path,
14. class TarArchive : public Archive { const char *relative path) {
15. public: 44, char path[MAXLEN];
16. TarArchive (const char *); 45, sprintf (path, "%s%s", base path, relative path);
17. virtual ~TarArchive (void); 46. target (path) ;
18. void info (void) ; 47.}
19. virtual void extract (void) ;
20. private: 48.void Archive::target (const char *absolute path) {
21. FILE* fp; 49, _mkdir (absolute path);
22.}; 50. _chdir (absolute path);

51.}
23. class RarArchive : public Archive {
24 .public: 52.void Archive::info (void) {
25. RarArchive (const char *); 53. printf ("size: %d\n", size);
26. virtual ~RarArchive (void); 54.}
27. void info (void);
28. virtual void extract (void):; 55.void Archive::extract (void) {
29. private: O™ 56. printf("No implementation\n");
30. dmc unrar archive archive; t‘l'ﬂ 57.}

\_31.};
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11

le.
17.
18.
19.

20.
21.
22.

23.
24.
25.

.RarArchive: :RarArchive (const char *path): Archive (path)
A

12.
13.
14.
15.

TarArchive: :TarArchive (const char *path): Archive(path)c_L_j26.

{

printf ("Tar constructor\n");

T

fp = fopen(path, "rb");

TarArchive: :~TarArchive (void) {
printf ("Tar destructor\n");

fclose (fp) ;

printf ("Rar constructor\n");
dmc_unrar archive init (&archive);
dmc_unrar_ archive open path (&archive, path);

RarArchive: :~RarArchive (void) {
printf ("Rar destructor\n");

dmc_unrar_ archive close (&archive);

volid TarArchive::info (void) {
printf ("tar file\n");

void RarArchive::info (void) {

printf ("rar file\n");

27
28

32
33

37.
38.
39.

40.
41.
42.
43.
44,

45.
46.

47.
48.

char src[MAXLEN], dest[MAXLEN];

.void TarArchive::extract (void)
A

29.
30.
31.

set tar registration state(is registered);

untar (fp, "");

.void RarArchive::extract (void)
A

34.
35.
36.

set rar registration state(is registered);

unrar (&archive) ;

void do_extract (void)
{

Archive *archive;

if (Archive::is tar(src))
archive = new TarArchive (src);

else if (Archive::is rar(src))
archive = new RarArchive (src);

else archive = new Archive (src);

if (strchr(dest, ':')) archive->target (dest);
else archive->target ("C:\\", dest);

archive->info () ;

archive->extract () ;

} oy 49 )




libTar5libRar

( (
// libTar // libRar
1. void untar (FILE *a, const char *path) { 1. void unrar (dmc_unrar archive *archive) {
2. char buff[512]; 2. const char *name;
3. FILE *f = NULL; 3. const char *filename;
4. size t bytes read; 4. const dmc unrar file *file;
5. int filesize; 5. int i, count = 0;
6. int count = 0;
6. for (i = dmc_unrar get file count (archive) - 1;
7. for (;;) | 7. i >=0; i--) {
8. bytes read = fread(buff, 1, 512, a); 8. name = get filename (archive, 1i);
9. . 9. file = dmc_unrar get file stat(archive, 1i);
10. filesize = parseoct (buff + 124, 12); 10. filename = get filename no directory (name);
11. switch (buff[156]) {
2. 11. if (filename) {
13. default: 12. if (dmc _unrar file is directory(archive, 1)) {
14. if ('is_registered && count >= 3) return; 13. _mkdir (name) ;
15. else count++; 14. } else {
16. printf (" Extracting file %s\n", buff); 15. if ('is_registered && count >= 3) {
17. f = create file(buff, ... )) 16. free ((void*) (name)) ;
18. break; 17. return;
19. } 18. } else count++;
20. 9. L.
21. } 20. }
220 21. L
23. 1} 22. }
23.
24. '}
g g
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r

// libRegister

r

// libProtect

1. bool is registered; 1. void CALLBACK TimeProc (HWND hwnd, UINT message,
2. UINT idTimer, DWORD dwTime)
2. bool try register(char *email, char *name, int code) 3. {
3. { 4. anti debugging() ;
4. int email len, name len, min len, i; 5. anti modification();
5. int computed code = 0; 6. }
6. email len = strlen(email); 7. void ThreadFunc (PVOID param)
name len = strlen(name); 8. {
9. MSG msg;
min len = (email len <= name len ? 10. SetTimer (NULL, O, 1000, TimeProc);
email len name len); 11. while (GetMessage (&msg, NULL, NULL, NULL))
12. {
10. for (i = 0; 1 < min len; i++) 13. if (msg.message == WM TIMER)
11. computed code += (email[i] ”~ name[i]); 14. {
15. TranslateMessage (&msqg) ;
12. if (computed code == code) return true; 16. DispatchMessage (&msqg) ;
13. else return false; 17. }
14. 1} 18. }
19. 1}
20. void try protect(void)
21. |
22. _beginthread(ThreadFunc, 0, NULL);
L \?3. }
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BEfrXffmain
.text$mn:00000220 < ; void _ cdecl do_update ()
.text$mn:00000220 public ?do update@@YAXXZ
.textSmn:00000220 ?do_update@@YAXXZ proc near ; CODE XREF: main+9,p
.textSmn:00000220
.textSmn:00000220 func = dword ptr -8
.text$mn:00000220 dlib = dword ptr -4
.textSmn:00000220
.text$mn:00000220 55 push ebp
.text$mn:00000221 8B EC mov ebp, esp
.textSmn:00000223 83 EC 08 sub esp, 8
.textSmn:00000280 ; int  cdecl main(int argc, const char **argv, const char **envp)
.textSmn:00000280 public main
.text$mn:00000280 _main proc near
.textSmn:00000280 Opcode Instruction Op/ 64-bit Compat/ Description
.text$mn:00000280 email = byte ptr -104h En  Mode  LegMode
.textSmn: 00000280 name = byte ptr -84h E8 cd CALL rel32 B Valid Valid Call near, relative,
displacement relative to
.textSmn:00000280 code = dword ptr -4 next instruction. 32-bit
.text$mn:00000280 argc = dword ptr 8 displscement sign extended
.text$mn: 00000280 argv = dword ptr O0Ch 10 64-bits in 64-bit mode.
.text$mn:00000280 envp = aword ptr 10h  (0x00000220 - 0X0000028E = (OXFFFFFF92):za
.textSmn:00000280
.text$mn:00000280 55 push ebp
.text$mn:00000281 8B EC mov ebp, esp
.textSmn:00000283 81 EC 04 01 00 00 sub esp, 104h
.text$mn:00000289 ES8 call ?do_update@QRYAXXZ ; do update (void)
.text$mn:0000028E 8D 85| 7C FF FF EF ebp-0x84 | lea eax, [ebp+name] ; name
.text$mn:00000294 50 push eax
.text$mn:00000295 8D 8D| FC FE FF FF ebp-0x104 | lea ecx, [ebpt+email] ; email
.textSmn:0000029B 51 push ecx
.text$mn:0000029C E8 BF FE FF FF call ?before register@@YAHPADORZ; before register (char *,char *)
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; BirX4main

.text$mn:000001D0
.textSmn:000001D0
.text$mn:000001D0

| e B2l = [ e

"'EAEﬁZ

=X

; void _ cdecl before_extract()

public ?before extract(@

?before extract@QRYAXXZ proc near

QYAXXZ
; CODE XREF: main:loc 2F6.p

.text$mn:000001D0 55 push ebp
.text$mn:000001D1 8B EC mov ebp, esp
.text$mn:000001D3 68 60 00 00 0O push offset $SG95577 ; "Please input the archive file path: "
.textSmn:000001D8 E8 9B 01 00 00 call _printf
.textSmn:000001DD 83 C4 04 add esp, 4
.textSmn:000001E0 68 24 04 00 00
.textSmn:000001E5 68 88 00 00 00 push offset $SG95578 ; "%s"
.textSmn:000001EA E8 C5 01 00 0O call _scanf
.textSmn:000001EF 83 C4 08 add esp, 8
.textSmn:000001F2 68 8C 00 00 00 push offset $SG95579 ; "Please input the destination path: "
.text$mn:000001F7 E8 7C 01 00 00 call _printf
.textSmn:000001FC 83 C4 04 add esp, 4
.textSmn:000001FF 68 28 04 00 00
.text$Smn:00000204 68 BO 00 00 0O push offset $3G95580 ; "%s"
.text$mn:00000209 E8 A6 01 00 00 call __scanf
.text$mn:00000280 ; int  cdecl main(int argc, const char **argv, const char **envp)
.textSmn:00000280 public main
.text$mn:00000280 main proc near _
- 0x0000041C - 0x00000300 = (0x0000011C);4g
.textSmn:000002FB E8 [1C 01 00 00 call _do_extract
.text$Smn: 00000300 33 CO XOr eax, eax
UNDEF:00000400 ; Segment type: Externs
UNDEF:00000400 ; UNDEF
UNBE#:0000041C 01 00 00 0O extrn do extract:near ; CODE XREF: main+7B1tp
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; AIIT{4Decompress
.text:00401070 ; void _ cdecl before_ extract ()
.text:00401070 ?before extract@QRYAXXZ proc near ; CODE XREF: main:loc 401196,p
.text:00401070 55 push ebp
.text:00401071 8B EC mov ebp, esp
.text:00401073 68 18 A2 41 00 push offset aPleaselInputThe ; "Please input the archive file path: "
.text:00401078 E8 B3 01 00 00 call _printf
.text:0040107D 83 C4 04 add esp, 4
.text:00401080 68
.text:00401085 68 40 A2 41 00 push offset as 1 ;o "ss"
.text:0040108A E8 E1 01 00 00 call _scanf
.text:0040108F 83 C4 08 add esp, 8
.text:00401092 68 44 A2 41 00 push offset aPleaseInputThe O ; "Please input the destination path: "
.text:00401097 E8 94 01 00 00 call _printf
.text:0040109C 83 C4 04 add esp, 4
.text:0040109F 68
.text:004010A4 68 68 A2 41 0O push offset as 2 ; "%s"
.text:004010A9 E8 C2 01 00 00 call __scanf
.text:00401120 ; int  cdecl main(int argc, const char **argv, const char **envp)
.text:00401120 main roc near
- P 0x004012B0 - 0x004011A0 = (0x00000110);4g
.text:0040119B ES8 call _do_extract
.text:004011A0 33 CO XOr eax, eax
.text:004012B0 _do_extract proc near ; CODE XREF: main+7Btp

.text:004012B0
.text:004012B0 var 28 = dword ptr -28h
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; AIPfT (4Decompress

K

.text:00401120 g
.text:00401120

int
_main

00401147
0040114A
0040114B
00401151
00401152
00401158
00401159
0040115F
00401162
00401165
00401167
00401169
0040116E

8B
52
8D
50
8D
51
FF
83
OF
85 D2
74 17

A1l 98 A0 41 00

Cé6 00 01

.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

55 EC

85 7C FE FF FEF

8D FC FE FFE EF

loc 20 41 00—

0c
DO

15
c4
B6

Imported
Address Table

2071 DF 64

EB 10 DF 64

=y ae
y ':L:1LL

HEERRPENNFS, RERNSHEHEREE L,

__cdecl main(int argc, const char **argv, const char **envp)
proc near ; CODE XREF: invoke main+2E|p
mov edx, [ebptcode]
push edx
lea eax, [ebptname]
push eax
lea ecx, [ebptemail]
push ecx
call ds: imp try register
add esp, 0Ch
movzx edx, al
test edx, edx
jz short loc 401180
mov eax, ds: 1imp 1s registered
mov byte ptr [eax], 1

Opcode Instruction Op/ 64-bit Compat/ Description
En Mode Leg Mode
FF/2 CALL /m372 B N.E. Valid Call near, absolute indirect,
address qgiven in /m32.
call DWORD PTR ds:0x41a09c
64-Bit Compat/
Opcode Instruction Mode Leg Mode Description
Al MoV Valid Valid Move doubleword at
EAX,moffs32* (seg:offset) to EAX.

mov eax,ds:0x41a098
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. void do_updgfe (void) {

DecompressHNNTERR

HMODULE dlib = LoadLibraryA ("libUpdate.dll");

FUNCPTR func = GetProcAddress (dlib, "try update");
func () ;
FreelLibrary (dlib) ;

vertbase. dIBY R FE&

LGSR

libRegister.dIIFYANTFE& ==
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libUpdate.dIIBYARTFER
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; int __sdecl main(int arge, const char **argv, <onst char **envp)
_main proc near

email= byte ptr -184h
name= byte ptr —n4h
code= dword ptr

argc= dword ptr 5
dword ptr  ©Ch
dword ptr  1@h

ebp
ebp, esp
esp, 1@4h

Fdo_update@EyAxeZ ; d date

eax,
28X
K,
ecx

[ebp+name]

3 name
[ebp+email]

; email

Pbefore_register@@YAHPADBEZ ; before_register(cha .

esp,

B

[ebp+code], eax
edx, [ebp+code]
edx

eax, [ebp+name]

ecx, [ebp+emaill]
e

ds:_ imp_
add e:p, ach
movix  edx, al
tast edx, edlx

jz short lec_4@11E8

w»

e T M=
oW eax, da:_ imp_ is registered
mov byte ptr [eax], 1 loc_as1188:

puzh offzet as;ccersfullyne 5 fully 4 fu™. s ecx, ds:_ img
call _printf Moy by te ptr [ecx]J é
add esp, 4 push oF

et aFalledToRegist

jmp short loc_481196 call
add esp, 4

L . iﬂiﬁ)ﬁ%ﬁﬁﬂ = 7&% | E)i'i%@iﬂiﬁ@

lec_481196: \

call *before_extract@@yaxyz ; \ |

call _do_extract /<Il_l E / /
xar eax, eax

noW esp, ebp

G WRETBR R E@’?‘Q%o
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LM/ R 4miEtry _registerpdzy

1peol __cdecl try_register{char *email, char *name, int code)

2i{

3| int wd; ff [esp+dh] [ebp-14h]

4| int mname_len; S/ :e::-EWf [ebp-18h]

5 int email_len; // [esp+Ch] [ebp-Ch]

6 int computed_ code; ff [esp+18h] [ebp-8h]
int iy f/ [esp+lah] [ebp-4h]

8| computed_code = 8;

18| email len = strlen{email);
11| name_len = 5tr1&n( ame);

12 if |: email _‘:' > name_Llen :l'

13 v = Name_len;
14 E]EE
15 vl = & _;L_L-.-"'

16 Fnr [ 1=8; 1« wdy #+1 ]
o sz“ 17 smputed_code += nese[i] ~ esmail[i];

oy Jle o (oo ) 18 rtturn computed_code s= code)

[obpevar 14), #ce ]. ; }

« TEIDAPro® ] FFlibRegister.dl|
— o BEtry registertREEIS LIRS

K e - .dm o IZFSiE, BERtry_registerlREAIR D

K R am—

o

[loc_Leee1)cD:

v esp, ebp
atp

*tn
try_register eodp
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DllyDbg - Decompress.exe - [CPL - main thread, module Decompre] - O b4
*
Bl File View Debug Options Window Help

PeFB1158 || | 51 PUSH ECX

. 83C4
PBFB1196|| » EB DSFEFFFF CALL Decompre.before_extract LastErr ERROR_SUCCE
oorBiiAe|[ : 33ca 0% |%OR EAX EAR < do-extract 00000246 (NO.NB.E. BE

BOFB11AZ || . MOV ESP,EBP N
PBFB11A4 || . POP EBP ::[P:E ; g- g
POFB11AS (L. empty 9.8
PDOFB11AG empty 9.8
PBFB11A7 empty 9.0
PBFB11A8 empty 9.0
PBFB11A9 .|empty 9.8
- empty 8.8

)
-

PBaSBF 7JEC

POFD3000 |90 42 FB 00 AQ 42 F st 4
corboselBe 4 rh @ S0 9 poaLez
@eFD3018 F E 72406965
0OFD3920 - 9 652E6375
@OFD3028 |90 42 F 2 632E 7564
R 9010 4¢ £628006E |

Paused

POFB1159 CALL DHORD PTR DS:[<&libRegister.tr Plus

OFB6DO MOVZX EDX, AL Decrement Minus
POFB1165|| . 85D2 TEST EDX,EDX Setto 1
GoFB11€9|| (A1 58AGFCR@ | MOV EAX. DUORD PTR DS:C<2libRegister. e e

H eglster.1s_1 i -
GOrBI1cE || - Cod 87 MOV BYTE PTR DS:LEAX e
PeFB1171|| . 68 m PUSH Decompre.@@FCAZ94 Copy all registers to clipboard
POFB1176|| . E8 CALL Decompre.printf @OFBL1SF o\ avix registers
POFB117B|| . 83C4 04 ADD ESP, 4 ES @02E .. 0w oo
©POFB117E|| ..EB 16 JMP SHORT Decompre.@@FB1196 CS 09Z: fow registers
PPFB1180 || > 8BBD 98AGFCO® | MOV ECX,DHWORD PTR DS:[<&libRegister.is_i | 66 @@2f View debug registers
PAFB1186|| . C601 @@  |MOV BYTE PTR DS:L[ECX1,0@ DS @02
Scraiicy | © £8 B3AG683 |ECH Beconere: DX CAOd & SE=eom
- ecompre.prin

POFB1193 3C4 94 ADD ESP, 4 . AR RREE
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{InstructionAddress}:

R {Value} <-

HE=" IRERuntar/unrargf&z{
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[ {MemoryAddress} |

{InstructionAddress}: W {Value} -> [{MemoryAddress}]

BERBE1I X ENTarE BIEEE2 49 Tar g BIESB 3 HNTarE BIEEE 4N 4Tar BIESE5 149 Tar
401a89: R 0 <- [0x19fd80]||401a89: R 0 <- [0x19fd80]| [401a89: R 0 <- [0x19fd80]| [401a89: R 0 <- [0x19fd80]||401a89: R 0 <- [0x19£fd80]
401a9c: W 1 -> [0x19£d80]| |401a9c: W 1 -> [0x19£fd80]| [401a9c: W 1 -> [0x19fd80]| [401a9¢c: W 1 -> [0x19£d80]| |401a9%c: W 1 -> [0x19£d80]

401a89: R 1 <- [0x19fd80]| (401a89: R 1 <- [0x19£d80]| |401a89: R 1 <- [0x19fd80]| [401a89: R 1 <- [0x19£d80]
401a9c: W 2 -> [0x19£d80]| [401a9c: W 2 -> [0x19£d80]| |401a9c: W 2 -> [0x19fd80]| [401a9¢c: W 2 -> [0x19£d80]
401a89: R 2 <- [0x19fd80]| (401a89: R 2 <- [0x19£fd80]| |401a89: R 2 <- [0x19fd80]

401a9c: W 3 -> [0x19£d80]| [401a9c: W 3 -> [0x19£d80]| |401a9c: W 3 -> [0x19£d80]

401a89: R 3 <- [0x19£d80] 401a89: R 3 <- [0x19£d80]




// MemoryTrace.cpp c__g}.VOID Instruction (INS ins, VOID *v) {

32. IMG img = IMG FindByAddress (INS Address(ins));
1. map<UINT32, string> img name; N 33. UINT32 img_id = IMG Id(img);
2. FILE * trace; 34 UINT32 memOperands = INS MemoryOperandCount (ins) ;
3. VOID ImagelLoad (IMG img, VOID *v) { 35. for (UINT32 memOp = 0; memOp < memOperands; memOp++)
4. string fullname = IMG Name (img) ; 36. if (INS MemoryOperandIsRead (ins, memOp)) {
5. string iname = fullname.substr (fullname.rfind ('\\"')+1); 37. INS InsertCall(ins, IPOINT BEFORE,
6. img name[IMG Id(img)] = iname; 38. (AFUNPTR) RecordMemRead, IARG INST PTR,
7.} 39. IARG MEMORYOP EA, memOp,

40. IARG MEMORYOP SIZE, memOp,
8. VOID Fini (INT32 code, VOID *v) { 41. IARG UINT32, img id,
9. fclose(trace); 42, IARG_END) ;
10.} 43. }

44, if (INS MemoryOperandIsWritten (ins, memOp) &&
11.VOID RecordMemRead (UINT32 ip, VOID * addr, UINT32 size, 45, INS IsValidForIpointAfter (ins)) {
12. UINT32 img_id) | 46. INS InsertCall(ins, IPOINT AFTER,
13. string iname = img namel[img id]; 47 . (AFUNPTR) RecordMemWrite, IARG INST PTR,
14. UINT64 value = 0; 48. IARG MEMORYOP EA, memOp,
15. 49. IARG MEMORYOP SIZE, memOp,
16. if (iname.find("Decompress.exe") != string::npos) { 50. IARG UINT32, img id,
17. PIN SafeCopy (&value, addr, size); 51. IARG_END) ;
18. fprintf (trace, "%x: R %$11x <- [%pl\n", 52. }
19. ip, value, addr); 53. }
20. '} 54.}
21.}

55.int main(int argc, char *argv[]) {
22.VOID RecordMemWrite (UINT32 ip, VOID * addr, UINT32 size, 56. trace = fopen ("trace.out", "w");
23. UINT32 img_id) {
24. string iname = img name[img id]; 57. IMG_AddInstrumentFunction (ImageLoad, 0);
25. UINT64 value = 0; 58. INS AddInstrumentFunction (Instruction, O0);

59. PIN AddFiniFunction (Fini, 0);
26. 1f (iname.find("Decompress.exe") != string::npos) {
27. PIN SafeCopy (&value, addr, size); 60. PIN StartProgram();
28. fprintf (trace, "%$x: W %$11lx -> [%pl\n", ip, val, addr);

L

29. } c_i_gl. return 0;

Qo.} ‘62.}




// MemoryHook.cpp 29.VOID Instruction (INS ins, VOID *v)

L —
31.

1. KNOB<UINT32> KnobInsnAddress IMG img = IMG FindByAddress (INS Address(ins));
2. ( 32. UINT32 img id = IMG Id(img);
3. KNOB_MODE WRITEONCE, 33. UINT32 memOperands = INS MemoryOperandCount (ins) ;
4. "pintool", "iaddr", "O",
5. "the memory addresss (at hexadecimal format) 34. // Iterate over each memory operand of the instruction.
6. at which the memory read value should be changed“ 35. for (UINT32 memOp = 0; memOp < memOperands; memOp++)
7. ); 36. {
37. if (INS MemoryOperandIsRead(ins, memOp) &&
8. map<UINT32, string> img name; 38. INS Address(ins) == KnobInsnAddress.Value())
39. {
9. VOID Imageload(IMG img, VOID *v) 40. INS InsertCall(ins, IPOINT BEFORE,
10. { 41. (AFUNPTR) RecordMemRead,
11. string fullname = IMG Name (img) ; 42, IARG INST PTR,
12. string iname = fullname.substr (fullname.rfind ('\\"')+1); 43. IARG_MEMORYOP EA, memOp,
13. img name[IMG Id(img)] = iname; 44 . IARG_MEMORYOP SIZE, memOp,
14.} 45, IARG UINT32, img id,
46. IARG END) ;
15.VOID Fini (INT32 code, VOID *v) 47. }
16. 48. }
17.} 49.}
18.VOID RecordMemRead (UINT32 ip, VOID * addr, UINT32 size, 50.int main(int argc, char *argv([])
19. UINT32 img_id) 51. ¢
20. { 52. trace = fopen("trace.out", "w");
21. string iname = img name[img id];
22. UINT64 value = 0; 53. IMG_AddInstrumentFunction (ImageLoad, O0);
23. 54. INS AddInstrumentFunction (Instruction, O0);
24. 1if (iname.find("Decompress.exe") != string::npos) 55. PIN AddFiniFunction (Fini, 0);
25. |
26. PIN SafeCopy (addr, &value, size); 56. PIN StartProgram();
27. '}
28.} 57. return 0;
;——‘38'}
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SATLEANKES (DynamicCodelnjection)

ptr to TarArchive::~TarArchive()

TarArchive::extract()
{/* ori implementation */ }

Fixed Memory Address FakeArchive::my_tar_extract()

{
ptr to fopen() /* my implementation - begin */
fopen();
ptr to fclose() fwrite();

fclose();

ptr to fwrite() /* my implementation - end */

ptr to TarArchive::extract()

ptr to data

DecompressHI A R ZS 8]

TarArchive::extract();

Stepl: SRISKIHFERRAZMIL (get function_address)
Step2: DECARFFHEANIBFOEIE (alloc_and_inject)
Step3: ERREEREIFRAIFRIN (vmt_hook)

Fixed Memory Address FakeArchive::my_tar_extract()

{
ptr to fopen() /* my implementation - begin */
fopen();
ptr to fclose() fwrite();
fclose();

ptr to fwrite() /* my implementation - end */

ptr to TarArchive::extract() TarArchive::extract();

ptr to data

DynamicCodelnjectionfY A {Fi#BEZS 8]




o)
|

(1. #define MAX SIZE 0x5000 | 31.int main()
2. #define OFFSET 0 0x0 t_£:§2.{
3. #define OFFSET 1 0x1000 - 33. HANDLE hProcess; HMODULE hModuleExe, hModuleDll;
4. #define OFFSET 2 0x2000 34. LPVOID vtable entry;
5. #define OFFSET 3 0x3000 35. FUNCPTRS func ptrs;
6. #define OFFSET 4 0x4000
36. vtable entry = (LPVOID) (TAR VTABLE EXTRACT ADDR) ;
7. #define AREA ADDR 0x00A00000
8. #define TAR VTABLE EXTRACT ADDR 0x0041A388 37. hProcess = get target process (TARGET PROCESS) ;
9. #define FOPEN ADDR 0x100CE4DO 38. func ptrs = get function address (hProcess,vtable entry)
10. #define FCLOSE ADDR 0x100CA670 39. alloc_and inject (hProcess, func_ptrs);
11. #define FWRITE ADDR 0x100D25F0 40.
41. vmt hook (hProcess, vtable entry,
12. #define TARGET_ PROCESS "Decompress.exe" 42 (LPVOID) (AREA ADDR + OFFSET 4));
13.typedef FILE * (*FOPENPTR) (const char *, const char *); 43. return 0;
14.typedef int (*FCLOSEPTR) (FILE *); 44 .
15. typedef int (*FWRITEPTR) (void *, size t, size t, FILE *);
16. typedef void (__ thiscall *EXTRACTPTR) (void *); 45.void FakeArchive::my tar extract (void)
46. {
17.typedef struct 47. FUNCPTRS *func ptrs;
18.{ 48. char *fname, *attribute, *content;
19. FOPENPTR fopen; FCLOSEPTR fclose; FWRITEPTR fwrite; 49, FILE *fp;
20. EXTRACTPTR ori tar extract; 50. EXTRACTPTR extract;
21.} FUNCPTRS;
51. fname = (char*) (AREA ADDR + OFFSET 0);
22.class FakeArchive 52. attribute = (char*) (AREA ADDR + OFFSET 1);
23. 1 53. content = (char*) (AREA ADDR + OFFSET 2);
24 .public: void my tar extract (void); 54. func ptrs = (FUNCPTRS*) (AREA ADDR + OFFSET 3);
25.1%};
55. extract = func ptrs->ori tar extract;
26.template<typename dst type, typename src type> 56. extract(this);
27.dst _type pointer cast(src_type src)
28. 1 57. fp = func ptrs->fopen (fname, attribute);
29. return 58. func ptrs->fwrite(content, 1, 16, fp);
*static cast<dst type*>(static cast<void*>(&src)); c ﬁ9. func ptrs->fclose (fp);
30.1}




(1. void vmt hook (HANDLE hProcess, LPVOID vmte, LPVOID func) | 34. FUNCPTRS get function address (HANDLE hProcess,
2. | t_i:}5. LPVOID vtable entry) {
3. DWORD protect; ULONG value; * 36 HMODULE hModule; LPVOID proc addr; FUNCPTRS func ptrs;
4. ReadProcessMemory (hProcess, vmte, &value, 37. ReadProcessMemory (hProcess, vtable entry,
5. sizeof (ULONG), NULL); 38. & (func _ptrs.ori tar extract),
6. VirtualProtectEx (hProcess, vmte, sizeof (ULONG), 39. sizeof (ULONG), NULL);
7. PAGE READWRITE, é&protect); 40. func ptrs.fopen = (FOPENPTR) (FOPEN ADDR) ;
8. printf (" [before hook] addr: %$x value: %x protect: %x\n", 41. func ptrs.fclose = (FCLOSEPTR) (FCLOSE ADDR) ;
9. vmte, value, protect); 42 func ptrs.fwrite = (FWRITEPTR) (FWRITE ADDR);
10. WriteProcessMemory (hProcess, vmte, &func, 43. return func ptrs;
11. sizeof (ULONG), NULL); 44 .}
12. VirtualProtectEx (hProcess, vmte, sizeof (ULONG),
13. protect, &protect); 45.void alloc and inject (HANDLE hProcess, FUNCPTRS func ptrs) {
14. ReadProcessMemory (hProcess, vmte, &value, 46. SIZE T size, bytes; char string[MAX SIZE];
15. sizeof (ULONG), NULL); 47 . LPVOID tar extract;
16. printf (" [after hook] addr: %x value: %$x protect: %x\n",
17. vmte, value, protect); 48. sprintf (string + OFFSET_ 0, "README");
18.} 49, sprintf (string + OFFSET 1, "w+");
50. sprintf(string + OFFSET 2, "Developed by UV.");
19. HANDLE get target process(char *target)
20. { 51. VirtualAllocEx (hProcess, (LPVOID) (AREA ADDR), MAX SIZE,
21. HANDLE hSnapshot, hProcess; 52. MEM RESERVE | MEM COMMIT, PAGE_EXECUTE_READWRITE);
22. PROCESSENTRY32 pe32; BOOL check;
53. size = sizeof (string);
23. hSnapshot = CreateToolhelp32Snapshot (TH32CS SNAPPROCESS, 0); 54. WriteProcessMemory (hProcess, (LPVOID) (AREA ADDR + OFFSET O0),
24. check = Process32First (hSnapshot, &pe32); 55. string, size, &bytes);
25. while (check) 56. size = sizeof (func ptrs);
26. { 57. WriteProcessMemory (hProcess, (LPVOID) (AREA ADDR + OFFSET 3),
27. hProcess = OpenProcess (PROCESS ALL ACCESS, FALSE, 58. &func ptrs, size, &bytes);
28. pe32.th32ProcessID) ;
29. if (strcmp(pe32.szExeFile, target) == 0) return hProcess; 59. tar extract =
30. check = Process32Next (hSnapshot, &pe32); 60. pointer cast<LPVOID>(&FakeArchive::my tar extract);
31. } ol. size = (ULONG) (vmt hook) - (ULONG) (tar extract);
62. WriteProcessMemory (hProcess, (LPVOID) (AREA ADDR + OFFSET 4),
32. return NULL; c ﬁ3. tar extract, size, &bytes);
33.) a5 )
N\ il

J




Jtext:88481588

5

void thiscall TarArchive::TarArchive{TarArchive *this, const char *path)

.text:08481588 ??eTarArchive@@QAEQPEDEZ proc near ; CODE XREF: _do_extract+35Tp
Jext 88481588

.text:00481588 this = dword ptr -4

text: 88481588 path = dword ptr 8

Ltext:o8481588

.text:204815B8 push ebp

.text:92481581 moy ebp, esp

Jtextead4a1583 push ecx

.text:884815B4 mowv [ebp+this], ecx

.text:@8481587 mowv eax, [ebp+path]

Ltext :Be481584 push eax ; path

.text:00408158B mowv ecx, [ebp+this] ; this

Jtext:8848158E call ?20Archive@@QAERPEDEZ : Archive::Archive(char const *)
Jtext 88481503 mow ecx, [ebp+this]

.text:@@40815C6 mow dword ptr [ecx], offset ??_7TarArchive@@éB@ ; const TarArchive:: wftable'
Ltext:884815CC push offset aRb_© ; "rb"

LJtextead4e1501 mow edx, [ebp+path]

.text: 88481504 push edx ; FileName

.text:884815D05 call ds:__imp__ fopen

.text : 98481508 add esp, B

.text:804815DE mov ecx, [ebp+this]

.text:G64815E1 mov [ecx+8], eax

Ltext:884815E4 mov eax, [ebp+this]

.text:@@4815E7 mow esp, ebp

text:884915E9 pop ebp

Jdextieedal5E4 retn -

.text:8e4815EA ?PETarArchive@@QAE@PBDEZ endp

.rdata: 8414384 ; void (_ cdecl *const TarArchive:: vftable'[3])()
.rdata:es41a384 ??_FTarArchive@@eB@ dd offset ??_GTarArchive@@UAEPAXIEZ

.rdata: 88414384 ; DATA XREF: TarArchiwve::TarArchive(char const *)+leTo
.rdata:ee41A384 ; TarArchive: :~TarArchive(wvoid)+ATo

.rdata:8841A384 ; TarArchive:: scalar deleting destructor'(uint)
.rdata:8841A388 dd offset ?extract@TarArchive@@UAEXXZ : TarArchive::extract({void)

MERE R EGRAIFRIUMIE (Decompress.exe)



text:e@481648 ; void
.text:00401648 Yextract@TarArchive@dUAEXXZ proc near

LJtext:eed4alc48
Ltext:e8481648
Jtext:aadaledsd
Jtext 8481648
text:ead4aledl
Jtext:eeddleds
Ltext:ee48le44
text:eed48l647
Jtext:asdaladc
Jtext 0848164 F
text:ea481658
Jtext:asdalass
Ltext 08481658
Jtext:eed4alssD
Jtext:aadalonsd
Ltext 08481663
Jtext:epdalesd
Jtext:aadalons
Ltext 08481660
Jtext:eedd8166E
Jtext:aadalosF
Ltext:0848166F

text:180CE4DE

Jtext:leaCE4De
LJtext 188CEADE
text:18@CE4DE

_fopen

thiscall TarArchive::extract(TarArchive *this)

; DATA XREF: .rdata:ee4lA388lo
this = dword ptr -4
push ebp
mow ebp, esp
push ecx
mow [ebp+this], ecx
mowv eax, ds:__imp__is_registered
movzx  ecx, byte ptr [eax]
push srx ; state
call Pset_tar_registration_state@@YAX_N@Z ; set_tar_registration_state(bool)
add esp, 4
push affset path 3 path
mow edx, [ebp+this]
mow eax, [edx+8]
push s2ax !
call Puntar@@yAXPAU_iocbuf@@PBD@Z ; untar(_icbuf *,char const *)
add esp, B
mow esp, =bp
pop ebp
retn

rextract@Tardrchive@@UAEXXZ endp

FATERR 2 TarArchive::extractAUH#BILE (Decompress.exe)

iocbuf * _ cdecl fopen{const char *file, const char *mode)
public _fopen
proc near ; DATA XREF: text:18885E42To

; o_fopen+DTo ...

LJext108CABTE ; int _ cdecl fclose(_iocbuf *public_stream)

Ltext:l1eBCAeTa
Jtext:leacasia
Jtext 188CAGTE
Ltext:l1eBCA&TE

Jext:188025F8 ; unsigned int _ cdecl fwrite(const void *buffer, unsigned int size, unsigned int count, _iobuf *stream)

Ctext:188D25F8
Jtext:leaD25Fa
Ltext:188D25F8
.text:188D25F8

_feclose

_fwrite

public _fclose
proc near
; _pclosesF2Tp ...

public _fwrite
proc near ; DATA XREF: .text:186885EECTo

; o fwrite+l5To

HATE R A fopen/fclose/fwriteAYtHE (ucrtbased.dll)

; CODE XREF: _anonymous_namespace stream_traits__close+9Tp



S ATUEARES (StaticCodelnjection)

(1. void FakeArchive: :ori rar extract (void) {} o
Decompress B #1473 {4
2. void FakeArchive::my rar extract (void) { )
- - # Name Virtual Size  Virtual Offset  Raw Size Raw Offset  Permission
FILE *fp;
- 1 .text 00018C94 00001000 00018E00 00000400 RE
4 fp = fopen ("README", "w+"); 2 rdata 00008CBO  0001A000 O000SEQO 00019200 R Section
. fwrite ("Developed by UV.", 1, 16, fp); ~ Table
6. fclose (£p) ; 3 .data 000005C4 00023000 00000200 00022000 RW —
4 rsrc 000001F8 00024000 00000200 00022200 R
7 ori rar extract();
8 } 5 .new 00001000 00026000 00000200 00022800 RWE B
10. FakeArchive archive;
11. archive.my rar extract(); RarArchive::extract() -
12. return 0; {/* ori implementation */ } text
StaticCodelnjectionB] H4 734 >
X ptr to RarArchive::~RarArchive()
Stepl: FE— P To.new, ZD.rdataDAYAN — rdata
— . N —— . N
Step2: fE.new T ENLES, fE.rdata T EANEIE
v > N o= A =
Step3: XIFMLEANBMUIESHI TS EENM
Step4: BB B RE BREIFRAIZRIN >
FakeArchive::my_rar_extract()
comm T -
/* my implementation */
RarArchive::extract(); iﬁ{ﬁg?&iﬁ@%&ﬂgﬁ%
1




; AIPIT I (StaticCodeInjection)

.text:00401000 <« ; void  thiscall FakeArchive::ori rar extract (FakeArchive *this)
.text:0040100A C3 retn

.text:0040100A ?ori rar extract@FakeArchive@RQAEXXZ endp

.text:00401010 ; void _ thiscall FakeArchive::my rar extract (FakeArchive *this)
.text:00401010 this = dword ptr -8

.text:00401010 fp = dword ptr -4

.text:00401010 55 push ebp

.text:00401011 8B EC mov ebp, esp

.text:00401013 83 EC 08 sub esp, 8

.text:00401016 89 4D F8 mov [ebpt+this], ecx

.text F004046140—68-408 31 40 00 push offset Mode "wt"
.text}004p6FE—66-0C 31 40 00 push offset FileName ; "README"
.text}004901023 FF 15 BC 30 40 00 call ds: imp fopen

.text|00401037—6s-{14 3T 40 00| push offset aDevelopedByUv ; "Developed by UV."
.text}0040103¢ FF 15|B8 30 40 00 call ds: imp fwrite

.text 00401042 83 C4 10 add esp, 10h

.text}00401045 8B 4D FC mov ecx, [ebptfp]

.text 00401048 51 push ecx ; Stream

.text}0040104p FF 15|/CO 30 40 00 call ds: imp fclose

.text|0040104F 83 C4 04 add esp, 4

.text} 00401052 8B 4D F8 mov ecx, [ebp+this] ; this

.text}0040105p ES8 EE:EE:EE:EE}__ call ?0ri rar extract@FakeArchiveQEQAEXXZ ;
.text|0040105A 8B E5 mov esp, ebp

.text|0040105€C 5D pop ebp

.text}0040105D C3 retn

.text}0040105D ?my rar extract@FakeArchive@RRQAEXXZ endp

.idat#:0040308B8 ; size U cdecl fwrite(const void *Buffer, size t ElementSize, size t ElementCount, FILE *Stream)
.1dat#:004030BC ;~FILE * —cdecl fopen(const char *FileName, const char *Mode)

.1data:004030C0 ;—int——cdeecl fclose(FILE *Stream)

.rdat¥:004031p8 77 2B 00 Mode db 'w+',0

.rdata:00%0310C 52 45 41 44 4D 45 00 FileName db 'README', O

.rdata:004031Y4 44 65 76 65 6C 6F 70 65+aDevelopedByUv db 'Developed by UV.',0 ;




; ESUERIETHITIS (Decompress_patched)

.text:00401710 <

.text:0040173A C3
.text:0040173A

; void _ thiscall RarArchive::extract (RarArchive *this)

retn

?extract@RarArchive@@UAEXXZ endp

.new:00425000 00 00 00 00 00 00|00 00+dword 425000 dd 4 dup (0) ; CODE XREF: .new:00425055,p
.new:00425010 I e
.new:00425010 55 push ebp

.new:00425011 8B EC mov ebp, esp

.new:00425013 83 EC 08 sub esp, 8

.new:00425016 89 4D F8 mov [ebp-8], ecx

.new ce—amoon BO 2C 42 00 push 403108h

.new} 004 p56+E—6- [PV push offset loc 40310C

.new; 00425023 FF 15 call dword ptr ds:loc 4030BA+2

.newf00425035 6A 01 push 1

.newf004 5037 push offset loc 403114

.new{0042503C| FF 15 call dword ptr ds:loc 4030B7+1

.newf00425042|83 C4 10 add esp, 10h

.new{00425045| 8B 4D FC mov ecx, [ebp-4]

.newf00425048| 51 push ecx

.new{00425049| FF 15 call dword ptr ds:loc 4030BF+1

.newf0042504F| 83 C4 04 add esp, 4

.new{00425052| 8B 4D F8 mov ecx, [ebp-8]

.new}00425055|E8 call near ptr dword 425000

.new{0042505A| 8B E5 mov esp, ebp

.new;0042505C| 5D pop ebp

.new0042505D| C3 retn

.idata:0041A0RA8 ;7 size U cdecl fwrite(const void *Buffer, size t ElementSize, size t ElementCount, FILE *Stream)
.idata:0041A1p4 ; FILE ™ —cdecl fopen(const char *FileName, const char *Mode)

.idata:0p041A1pF8 ;7 imtcdecl fclose(FILE *Stream)

.rdata:0041A3p0 ; void (__cdecl *const RarArchive:: vftable'[3]) ()

.rdata:0041A3p0 ; RarArchive::~RarArchive (void)+At0
.rdata:0041A3p4 dd offset ?extract@RarArchive@@UAEXXZ ; RarArchive::extract (void)
.rda¥a:00422CB0 77 2B 00 aw db 'wt',0

.rdata:00422C€0 52 45 41 44 4D 45 00 aReadme db 'README', O

.rdata:00422cD0 44 65 76 65 6C 6F 70 65+aDevelopedByUv db 'Developed by UV.',O0




.text:000011ED ; printFloat(int)

.text:000011ED public _ZlOprintFloati

.text:000011ED _Z10printFloati proc near ; CODE XREF: main+2F|p

.text:000011ED

.text:000011ED var_ 28 = gword ptr -28h

.text:000011ED

.text:000011ED rep nop ebx

.text:000011F1 push ebp

.text:000011F2 mov ebp, esp

.text:000011F4 push ebx

.text:000011F5 sub esp, 1l4h

.text:000011F8 call __x86_get_pc_thunk_ax ;AT ErIc, RS N BT —HRIESHEIF N eaxF
.text:000011FD add eax, 2DD7h

.text:00001202 £ild dword ptr [ebp+8] ; numFEIENVFEEEEAST (0)
.text:00001205 fstp dword ptr [ebp-0Ch] ;f=(float) num
.text:00001208 £1d dword ptr [ebp-0Ch] S EENST (0)
.text:0000120B sub esp, 4

.text:0000120E lea esp, [esp-8]

.text:00001212 fstp [esp+28h+var 28] BH2:f N\
.text:00001215 lea edx, (unk_2008 - 3FD4h) [eax] JIREUETUER 7 s £ B BE
.text:0000121B push edx ; B sE7 N
.text:0000121C mov ebx, eax

.text:0000121E call sub_1080 ;VEMprintf
.text:00001223 add esp, 10h ;R
.text:00001226 nop

.text:00001227 mov ebx, [ebp-4]

.text:0000122A leave

.text:0000122B retn

.text:0000122B _ZlO0printFloati endp



[=| Sections Editor

Sections Informations [HEX]
# Mame Virtual Size
1 et
2 rams  Cooooecad]
3 .data DO0005C4
4 FsrC 000001F8

E Prevent changing non-standard sections names

Virtual Offset
00001000

00023000
00024000

o
Raw Size Raw Offset  Characteristics
(001BEDQD Q0000400 60000020
(O00OBEDND Q0015200 40000040
Q000200 Q0022000 CO0000440
00000200 00022200 40000040
Closa

Add Mew Section

Section Header [HEX] Section Data
Section Name Load from binary file ...
e Fill with OO
Size of Raw Data COO00200 Add header only
Modify Section Value [« |

Sections Infarmations [HEX]
Mame rdata ~ | Raw Size O00BEDD
Virtual Size Raw Offset 00019200

Virtual Offset

0001A000 | Characteristics

40000040

[ o || oo

{Zol.rdataTy, EBNEERREIFRAIZRIN

—++ N = AA = S /— —
1Eofl.rdataTs, NIIKEFRER (Bl new s, HITETENM

@ HEXEditorvid - 0 X || @nHexeditorvia - o X
BHY A DD =, W e BRHY £D0, W e

O00Z1ERD: 72 6D &9 6E 61 74 €5 50 72 6F €3 €5 73 73 00 00 rminateProcess.. 000224003 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... .eeeeaeneanes A
DO0Z1EEBD: 77 ZB 00 00 00 00 00 00 Q0 OQ QO 00 00 Q0 00 00 wWHieweersorennes 00022410: 55 8B EC 83 EC 08 89 4D F8 68 BO 2C 42 00 €8 0 U<ifi.wMzh®,B.hA
00021ECO: 52 45 41 44 4D 45 00 00 00 00 00 00 00 Q0 00 00 EREADME.....oev.. 00022420  2C 42 00 FF 15 &4 Al 41 00 83 C4 0B B9 45 FC 8B ,B.¢.dA.fA.%Et«
000Z21EDO: 44 &5 Te &5 6C &F 70 &5 64 20 &2 79 20 55 56 2ZE Developed by UV. 00022430 45 FC 50 A 10 6A 01 &8 DO 2C 42 00 FF 15 A8 A0 E0Pj.j.hd,B.v.~
O00Z1EEOQ: 00 00 00 00 00 OO0 00 00 00 QO 00 00 00 Q0 00 00 .evcessvssnsssna 00022440: 41 00 83 C4 10 8B 4D FC 51 FF 15 &8 Al 41 00 83 RA.fA.«MUQYy.hjA.f
000Z1EFO: 00 00 00 00 00 00 00 0O 00 00 00 00 00 OO0 00 00 @ ...ceeeecnennsaa 00022450: €4 04 8B 4D FE8 E8 Be C& FD FF 8B ES 5D C3 00 00 ﬁ.<MzéE£§y<&]ﬁ..
000Z1F00: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .. issssassansaa 00022460 00 Q0 OO0 00 00 Q0 OO0 00 00 Q0 00 00 00 Q0 00 00  weseeseesereeres
O00Z1F10: 00 Q0 00 00 00 00 00 00 0D 00 00 00 00 QD 00 00 ..veececeseannan 00022470: 00 Q0 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 ... .eeeeeennenn-
00021F20: 00 00 00 00 00 OO0 OO0 00 00 OO0 00 00 00 OO0 00 00 ... cesceesnnnsaa 00022480 00 OO0 Q0D 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 wevesasssanasnas
000Z1F30: 00 Q0 00 00 00 00 0D 00 00 00 QD 00 00 00 00 00  ..vesssnsvsvnnen 000224%0: 00 Q0 00 00 00 00 00 00 Q0 OO0 00 00 00 00 00 00 ..iiceeeensvarans
00021F40: 00 QD 00 00 00 00 00 00 OO0 OO0 00 00 00 Q0 00 00 ..veieevwennannnn 000224R0: 00 OO0 OO0 00 Q0 OO OO0 OO0 OO0 OO0 OO0 00 00 00 00 00  «v.seeees e
00021F50: 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ .&...eeeeenanncans 00022480 00 O0 Q0 00 Q0 QOQ QO 00 00 00 OO0 00 00 00 00 00 4.y eeeesssseness
00021F60: 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 ..vevvevevennons 000z24ch: 00 Q0 00 00 00 00 00 00 00 OO0 00 00 00 0D 00 00 .....i.eeueennnnns
00021F70: 00 OO0 00 00 00 OO0 00 00 0O OO0 OO0 00 00 00 00 00 @ ....ceeeecoannnns 00022400 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 o ecssscsssesss
- .. fh A e S0 0B A e 00 0B A Pd AR BB R r TR 0002Z4E0: 00 Q0 00 00 00 Q0 00 00 Q0 OO0 00 00 00 Q0 00 00 .oveveevoovarans
QHEX Editor v1.4 - O hd 000224F0: 00 OO0 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 @ ....ceeecenannns
- - 3 00022500 00 Q00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... .eeeeseneanas
BRH2 X000 e 00022510: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 weueeseeesnensn. .
0D019590¢: 42 00 43 6F 75 6C &4 20 6E 6F p.R@..FE.Could no a
000195A0: 65 20 64 6% 72 65 €3 74 6F t create directo Offset: 0x00022499 Size: 140800 bytes  Value: 00 Memory Buffer - [RW]
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 BLES

NEEESRARBABARECREHRICHESER

LRI gmesETSgimp code_startOiE< /g,

SEENT—

200013d9:c3
\

ret

1. bool try_register(charx email, char* name, int code)

o OX33FHABHTHRNT, TIOX33FcalligSHIEIATT, M

5. TTMP code_starts RCREATIMOX33TFIARIS N A—Sxor $8S, MITILE

7 code starto: REE T RIS SRR,

g: 1% (computed_code == code) return true;

10. el return fatse; BEARRUESTS /) BAHEES

L :

s 2 e

A2 BlobjdumpfE R : ?EA%?%é\Eobjdmwé%%=

200013b3:33 c2 XOr %edx, seax : xor %edx, %eax

200013b5: 03 45 £8 add -0x8 (%ebp) , $eax £8 add -0x8(%ebp), %eax

200013b8:89 45 £8 mov %eax,-0x8 (%ebp) £8 mov %eax,-0x8 (%ebp)

200013bb:eb d3 Jmp 0x20001390 Jmp 0x20001393

200013bd:8b 45 f£8 mov -0x8 (%ebp) , $seax Jmp  0x200013c3

200013c0:3b 45 10 cmp 0x10 (%ebp) , $eax 200013c2: 45 £8 3b 45 [xor 0x453bf845 (%ebx), $ecx

200013c3:75 06 jne 0x200013cb 200013¢c8:10 75 06 adc %dh, 0x6 (%ebp)

200013c5:b0 01 mov $0x1, %al 200013cb:b0 01 mov $0x1,%al

200013c7:eb 04 Jmp 0x200013cd 200013cd:eb 04 Jmp 0x200013d3

200013c9:eb 02 Jmp 0x200013cd 200013cf:eb 02 Jjmp 0x200013d3

200013cb:32 c0 XOor %al, %al 200013d1:32 c0 xor %al,%al

200013cd: 8b e5 mov %ebp, $esp 200013d3:5 %i%ﬂg)ii[gﬁ{ﬁ@p $edi

200013ct: BRFAAO Cm{CiBpop  %ebp 200013d4: 5e pop %esi

200013d0:c3 ret J 200013d5:5b pop %ebx

200013d6:8b e5 mov %$ebp, %esp

FENEIESE, try_registerfREUREHETTREEMELADHT! [200013d8: 5d pop %ebp
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1. int IsDebuggerPresent (void)

2. {

3. #ifdef WIN64

4. __asm

5. {

6. mov rax, dword ptr gs [0x60]

7. movzx rax, byte ptr ds [rax + 0x2]
8. }

9. #else

10. __asm

11. {

12. mov eax, dword ptr fs [0x30]

13. movzx eax, byte ptr ds [eax + 0x2]
14. }

15. 4#endif

16. 1}

17. wvoid anti debugging(void)

18. |

19. if (IsDebuggerPresent())

20. {

21. printf ("Err: Under debugging.\n");
22. exit(1l);

23. }

24. return 0;

25. '}

fs/gs

BRIGERT

e

\ 4

TEB (ZFEIAIER)

ProcessEnvironment

Block

PEB (PHEMIRLR)

offset
0x30/0x60

offset
OXZ_{:

BeingDebugged




HIEZ0

(>l. void anti modification(void) c_l_j 29. pOptHeader = (IMAGE OPTIONAL HEADER*) ( (BYTE*)
2. { ¢ 30. (pNTHeader) + sizeof (pNTHeader->Signature) +
3. DWORD PEHeaderChecksum, PEComputedChecksum; 31. sizeof (pNTHeader->FileHeader)) ;
4. DWORD MemComputedChecksum; 32. pSecHeader = (IMAGE SECTION HEADER*) ((LPBYTE) (pOptHeader)
5. HMODULE hMod; 33. + pFileHeader->SizeOfOptionalHeader) ;
6. IMAGE DOS HEADER* pDosHeader;
7. IMAGE NT HEADERS* pNTHeader; 34. for (1 = 0; i < pFileHeader->NumberOfSections; i++)
8. IMAGE FILE HEADER* pFileHeader; 35. {
9. IMAGE OPTIONAL HEADER* pOptHeader; 36. if (!strcmp((const char*) (pSecHeader->Name), ".rdata"))
10. IMAGE SECTION HEADER* pSecHeader; 37. {
11. char path[MAXLEN]; 38. MemComputedChecksum = 0;
12. int i; byte *b;
39. for (b = (byte*) (hMod) +pSecHeader->VirtualAddress;
13. PEHeaderChecksum = 0, PEComputedChecksum = 0; 40. b < (byte*) (hMod) +pSecHeader->VirtualAddress +
41. pSecHeader->Misc.VirtualSize; b++)
14. GetModuleFileName (NULL, path, MAXLEN) ; 42 {
15. MapFileAndCheckSum(path, &PEHeaderChecksum, 43. MemComputedChecksum += *b;
16. &PEComputedChecksum) ; 44 }
17. if (PEHeaderChecksum != PEComputedChecksum) 45. if (SavedMemComputedChecksum &&
18. { 46. MemComputedChecksum != SavedMemComputedChecksum)
19. printf ("Err: PE file has been modified. %$x vs %x\n", 47. {
20. PEHeaderChecksum, PEComputedChecksum) ; 48. printf ("Err: memory has been modified. %$x vs %x\n",
21. exit (1) ; 49. SavedMemComputedChecksum, MemComputedChecksum) ;
22. } 50. exit (1) ;
51. }
23. hMod = GetModuleHandle (NULL) ;
24. pDosHeader = (IMAGE DOS HEADER*) (hMod) ; 52. SavedMemComputedChecksum = MemComputedChecksum;
25. pNTHeader = (IMAGE NT HEADERS*) ((BYTE*) (hMod) + 53. }
26. pDosHeader->e lfanew); 54. pSecHeader++;
27. pFileHeader = (IMAGE FILE HEADERY*) ( (BYTE*) (hMod) + < 4 55. }
28. pDosHeader->e lfanew + 4); C‘J'U 56.

l




el

" R AERMEAIRGITRE
" /ERIA, LW "ESHTRFEEE, MEXEITEEERIIE"

s FAISCIBIEATIAN, F=&RarArchive:extract()ERZEL;
FERRFSHIEEATIN, =& TarArchive:extract()ERZL;
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