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Android . B JE A )i

«  Android FH i 22 340 JE APK# =X (Android Application Package) , & —Fzip/&4its
3, AE I RS (nT-zip)

o —/MNAPKIEH HLEHE

® ® app-debug.apk
D0 O €
17 fiRIE REME PDE
B PR 5 g= %3
res X
AndroidManifest.xml 2.36 KB 1979411 H30H 00:00 XML X7
resources.arsc 208.38 KB 1979411 H30H 00:00 =]
META-INF XK
classes2.dex 143.44 KB 1979411 H30H 00:00 A
classes.dex 1.93MB 1979411 H30H 00:00 il=|
lib XK

lib
arm64-v8a
armeabi-v7a
x86
libnative-lib.so

Xx86_64
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o Activity: AN T —AN0] DUE I 5 2 A R 5E i Se A i S
W HE KU, Activity Z2Android . H o s B E R H A . ST RKZ EN R
i, S5 PR E & R AT TR

 Service: AJDITEfE & KB EIE4T, HARMEH A, nE-Mail 5T
o 2 Ak 4%

 Broadcast Receiver: FEEIX S RS W @A HA:, ReievE
WK E. B BHER. W5 8 S DL HoAh N R 7
& S

« Content Provider: LAZEHEHIE S ALEEE, v LA T 5 HAh N L=
¥dE . B BContent Provider{#i F content://JT Sk Ak A& LA TURIL,
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« HP M. BH . & ENHFE
¥, N B — > Activity SE 41 7E
A AR (lifecycle) thASFEDR
PN EIEEE S

o R giam kA A Bl R A fE
Activity JITE R A

o TEAS[F]) B R B LA,
HH Activity N AZ AT A4 #A4E

AN

+
I:L

H[J

v
onStart()
* n

User navigates
1o the activity

| App process |
killed

|

Apps with higher priority

need memory

|
The activity is
no longer visible
onStop() I

/ \‘/q
- Activity
launched

v

onCreate()

- onRestart()

onResume() -

v

Activity
running
: — y
Another activity comes
nto the foreground

User returns
+ 1o the activity

onPause() J

User navigates
to the activity

The activity is finishing or

being destroyved by the system

v

onDestroy()

s

Activity |
shut down
i

https://developer.android.com/guide/components/activities/activity-lifecycle 8



l

ApplicationZHf4

* Androidf#JApplication:

- Application/2 AndroidHEZE 1 — N KRG, HANH BN, RGEHS0I#—
~Application X %

 Android R4 & N H R 12 17 I 1) 2 1 Application XU — Ay, Ho A= i i BA R
NEEA N AR B A e B, A T HAET A Rz AT, I —BEAEE S
J FH 3R 25 TR

* ApplicationfE M 27 T I FE A4, MActivity. Service S5 #f il BEANT
FR7E B i FN4E 5%, (B FEREDActivity. Services Xt % P #1 3 BU 2 Hi Application
72 [F]—A>

« ApplicationX} R & FERE [F N HHERE, &AL E 2R, WG H TR RS

« Applicationf [7] 1 % % 2 F5onCreate(), onConfigurationChanged()Z5

o JFREBEHAFEIRE —MApplication, RE4AEE SN BN B 3h 62

« 5% X Application 2 7E AndroidManifest.xml =73 it



Android Intent

Android {1 sl F 2 Bl AnfAiEE (g s KIHED 2

Android$2 £l ntentmﬁ%’J%TJ}Hﬁ I FH BY2H A4 TR B G E
IntentiX M IE BIR AR 2 “HI. BER. 2R

it Intent, A FE ¥ AI u 1] Android 5% 18 25 5 K B B R
Android 2R 45 5 8 I A A e PR 2 1 A AR i bz
o Intentf 53X R H R —IREAE I BIE . SR B8R . BN E AT #iA
 Android AR 45 b Intent (18, A ST BIRS NFJHA, ¥ IntentfL #2518 FH I AH
4, IE5E B A I
— /N Intenty§ E T LR & 2 N7 B (81D
« ZHf4Component
« ZN{EAction
« ¥¥5Data
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Intentfi# At

Android R G B — N intentiB B 2 5, TP aSrER, F4
A 1 B B S SR R

&3 Intent

« J#idsetComponent. setClass% /5 i2: i A ifs BHYH B0, Android R4t H#% A
BN TN AR P B AR, FFK Intentyd B AL 5 25 B AR T 1244

« Hbr R R P IEAF S 5 22 7E AndroidManifest xml 75 BRSO R B, R 7R ZEREDS
U7 19 B AT

f& = Intent

« j#itsetAction. setDataZ ﬁﬁﬁlntentﬁ?ﬁﬂﬁu, Android 2 4L 1E BT A 2y E M AHE
N SR TR DA IR e E B, B M, FintentyH BA%
1B A A B A

o HFrH M7 EAE AndroidManifest.xml 7 B G898 B2 Ui N 1 V8 B 2R 8Y, Wk e 1Y)
action =gk

<activity
android:name=".SndActivity"
android:permission="android.permission.SEND_SMS">
<intent-filter>
<action android:name="com.example.huang.ama2.snd" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>

</activity> 11



AndroidManifest.xml

AndroidManifestSC {4 75 B] 7 —> Android N FH B 75 AR . 2H44 (Activity
ServiceZs)

C SndActivity.java c++ Native-lib.cpp < AndroidManifest.xml € MainActivity.java a5y actiy

<?xml version="1.0" encoding="utf-8"7>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="com.example.huang.ama2" > — —
— ( H € X ApplicationfE

<application S n _
android:allowBackup="true" <appI|ca:[!on>fmeJ:
android:icon="@mipmap/ic_launcher" \ M

android:label="@string/app_name"
android: roundIcon="@mipmap/ic_launcher_round"
android:supportsRtl="true"
android:theme="@style/AppTheme" >
<activity android:name=".MainActivity" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
<activity android:name=".SndActivity" >
<intent-filter>
<action android:name="com.example.huang.ama2.snd" />
<category android:name="android.i .category.DEFAULT" />
</intent-filter>

</activity>

</application>
application KB HEUOH B Intent 2R, 40 yH B 10
</manifest> actionXﬁle?ﬁi '%l' ’ %éﬁ/zr\.’lﬂ {ﬁ A ﬁQASndACthItY
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o XML& A /S

= (Layout XML)

Clayout) FHT-Hr&E XH P St . NHFEF

ARBE N A = SO 25, AR GTTE e 2E i . Y F T

* res/layout/activity _main.xml

&5 activity_main.xml € MainActivity.java aAndroidManifest.xml

1

NV A WN

O

11
12
13
14
15
16
17
18
19
20
21
22
23

<?xml version="1.0" encoding="utf-8"7>

<LinearLayout xmlns:android="http://schemas.android
xmlns:app="http://schemas.android.com/apk/res-a
xmlns:tools="http://schemas.android.com/tools"
android:layout_width="match_parent"
android:layout_height="match_parent"
android:gravity="center_horizontal|center_verti
android:orientation="vertical"
tools:context=".MainActivity">

<TextView
android:id="@+id/sample_text"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android: text="Hello World!" />

<Button
android:id="@+id/click_me"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:text="Click Me!" />

</LinearLayouts|

€ SndActivity.java € MainActivity.java <5 activity_main.xml
Palette Q#-1 €+ Ov [ONexus6~ =27~ @© AppTheme ~ :
Common Ab TextView m:
Text @8 Button
M ImageView
Buttons

:= RecyclerView
Widgets <> <fragment>
Layouts I ScrollView

Containers =® Switch

¥ s:00
Google AMA2

Legacy

Component Tree < 2 A

Hello Weorld!
= LinearLayout(vertical) CLICK M2
Ab sample_text- "Hello Wor...
@ click_me- "Click Me!"

» @27% @ ®
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Javaftig

public class MainActivity extends AppCompatActivity implements View.OnClickListener{

/ protected void onCreate(Bundle savedInstanceState) { *\\

super.onCreate(savedInstanceState);
setContentView(R. layout.activity_main);

TSI

1

TextView tv = (TextView) findViewById(R.id.sample_text);
Button btn = (Button) findViewById(R.id.click_me);

btn.setOnClickListener(this):

\U REUSTEITE.
WEEMFKITEE

public void onClick(View view) {

Intent intent = new Intent();
intent.setAction("com.example.huang.ama2.snd");

startActivity(intent); l ﬁi?élntent‘}l%,%
} R G T
)18 N BYActivity

— A Activity 2270 W% SEE A i i I BonCreate 7772, 7E A0
FYFFTE Gt NI S TRAR &) ST AR B A 5 T

14
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AHb (Native) ftHG

o fFHCICH+H K BIARHALAS ey Android N FH iy SR ReFe H (AHLEL
ﬂ:’ff }Eﬁ J&V&’fﬁﬁ%if'}l ﬁ ﬁé E]/‘] Ij] ﬁ% © APK size: 1.7 MB, Download Size: 1.5 MB
o 23 Javal HH K H FIINIER 5 File

« https://en.wikipedia.org/wiki/Java_Native_Interface o classes.dex

lib
* https://developer.android.com/ndk/samples/sample_hellojni 86
- — — _ , libnative-lib.so
public class SndActivity extends AppCompatActivity { ’
X86_64
@verride > libnative-lib.so
protected void onCreate (Bundle savedInstanceState) [ arm64-v8a

super. onCreate (savedInstanceState) ; : : :
De: ( : > libnative-lib.so
setContentView (R. layout. activity snd ; ' -
armeabi-v7a

Example of a call to a native method > libnative-lib.so

TextView tv = (TextView) findViewById(R. id. snd sample text); res

tv. setText (stringFromNI()) ;
L |

Hinclude <jni. >
#include <string>

extern "C” JNIEXPORT jstring JNICALL
Java_com_example huang ama? SndActivity_stringFrom]NI(

JNIEnv#® env,

Used to load the 'native-Iib" Iibrary on application startup. . . L .
ic | jobject /* this #7) {
static 1|
System. JoadLibrary( libname: “native-1ib”): std::string hello = "Hello from C++;
! return env—>NewStringUTF (hello.c_str());

15
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BT 45

o EFFIEE (Emulator: Pixel 3 APl 28/Android 9.0/x86) _biz4T45

9:18 &

AMA2

Hello World!

CLICK ME!

A\l |

e

9:20 & A Pl |

AMA2

Hello from C++
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« Android4k 7K T Linuxi) L], FHxEH TR (Permission) #1
Hl, RGHEZHLEDEEE T ZYLH AL

o BUBR AT ARR 25 he e BEAE AR e R 1, B AT ELRR 1) &1 URIBLUIR
X RE Bk B 1)

o AndroidZZ 2R IRZ. O B BRI R BT, AT N AL A AR AT
H Al R %%&mfkﬁ&k el a9 RAE, BLREIRE H P R R
Jg (R NBRFI) « B HABN SO Din M es. KL
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o T & #& f£ AndroidManifest.xmlH B i I 75 LR

<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.example.permissiondemo">
<1 ERMLEATR >

<uses-permission android:name="android.permission.INTERNET” />

<application android:allowBackup="true" android:icon="@mipmap/ic_launcher"

android:label="@string/app_name" android:supportsRtl="true”
android:theme="@style/AppTheme">
</application>
</manifest>

18




N EBLR

o OV BCERRR,  FTLLPRHAA A BASRR A At B P R R U 1]
JEBZ A (AT N A R ZBUR, W] PLU; iR) FL A B A BR 4
ORI EI AT

NService & &
PR R4

<service android:name=".MyService"
android:permissionk"android.permission.INTERNET">
<intent-filter>
<action android:name="just.a.test.action" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</service>

19
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22 I BUPR 1 3K

* Android 5.1 BEARIIARCA AT, MR H
1 AR tn 5 6, & Dangerous AL PR, 75 32
TE AR A R SR

o PR B ZE IR 5398 Z R AH < TR
o i FH AR 18 A2 DangerousAi fR

« FPARR, MJEik e n F R

S Microphone v

o N HFE R B SE BT A an SRR A FIBUR ooy
g%%ﬁﬁﬂ‘ﬁﬁ)ﬁ%ﬂii@ 7] A& 75 [ =BT AL R 7S
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* MAndroid 6.0/F%5, AndroidfB e 1 e B AR A SREZABUR AL . v T L ZIAE
{8 FH U BEAT HRIR . I ) DL E #2154

o WIRIBLR, NMHBAZHB (ARBEARHZ) , REHPLEMH
FA L ZhfE

E Allow Awesome
— Notes to access your
contacts?

22



V— S v . —
14T A PR 15 2K -7~ 41
o EPATH BN AR BB 277, A 25 S S A AR, R
wA, WHERIZAR CT AN

if (ContextCompat.checkSelfPermission( context: MainActivity.this,
permission: "android.permission.READ_SMS") != PackageManager.PERMISSION_GRANTED) {
ActivityCompat.requestPermissions ( activity: MainActivity.this,
new String[]{"android.permission.READ_SMS"}, requestCode: 1);
} else {
/] SBFRBELRURS BERATHIENE
}

. ia?iﬁ%ﬁﬁ)ﬁﬁ‘]@ﬂ%@i&ﬁmﬁ FESL AR AW, SR SRR n] B AT
H b

public void onRequestPermissionsResult(int requestCode,
String permissions[], int[] grantResults) {
switch (requestCode) {

case 1:
if (grantResults.length > 0
&& grantResults[0] == PackageManager.PERMISSION_GRANTED) {
/) LR B G R R BERATHIEE
} ) Allow DevProvider to
break; send and view SMS
default: messages?
break;
} DENY ALLOW

} | 23




Android Studio F VLB

Android Studios2Google'E J5 7€ fiill [\JAndroid . T %« i IDE
A NE M E R Rk (BB 80 SDKIFI A
DL 2B IH B RS 20 %2

Windows 64-bit: https://dl.ecoogle.com/dl/android/studio/install/3.5.2.0/android-
studio-1de-191.5977832-windows.exe

Mac 64-bit : https://dl.google.com/dl/android/studio/install/3.5.2.0/android-
studio-ide-191.5977832-mac.dmg

Linux 64-bit : https://dl.google.com/dl/android/studio/ide-zips/3.5.2.0/android-
studio-ide-191.5977832-linux.tar.gz

24
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https://dl.google.com/dl/android/studio/ide-zips/3.5.2.0/android-studio-ide-191.5977832-linux.tar.gz

| & Welcome to Android Studio

Victim
D:\Workspace\ln..signments\Victim

Attacker
D:\Workspace\In..gnments\Attacker

DevActivityOne
D:\Workspace\DevExamples

DevReceiver
D:\Workspace\DevReceiver

AMA2
D:\Workspace\J...idSecDemo\AMAZ2

My Application
D:\Workspace\MyApplication2

My Application
D:\Workspace\MyApplication5

AMA3
D:\Workspace\J...idSecDemo\AMAS3

My Application
D:\Workspace\MyApplication3

My Application
D:\Workspace\MyApplication4

hAdnhilabwvnarinaantd

Android Studio

Version 4.1.3

-+ Create New Project

& Open an Existing Project

« Get from Version Control

I Profile or Debug APK

¥ Import Project (Gradle, Eclipse ADT, etc.)

¥ Import an Android Code Sample

1 Configure v Get Help «

My Application
D:\Workspace\MyApplication3

My Application
D:\Workspace\MyApplication4

AVD Manager
| Settings
Plugins
Default Project Structure...

dio

4 SDK Manager

Run Configuration Templates for New Projects...

Import Settings

Export Settings

Settings Repository...
Restore Default Settings...

Compress Logs and Show in File Manager

Edit Custom Properties...
Edit Custom VM Options...
Check for Updates



Settings for New Projects X
Appearance & Behavior > System Settings > Android SDK

Appearance & Behavior Manager for the Android SDK and Tools used by Android Studio

Appearance Android SDK Location: = C\Users\HUANG\AppData\Local\Android\Sdk Edit Optimize disk space
Menus and Toolbars SDK Platforms [5DK Tools SDK Update Sites

System Settings
K Platform package includes the Android platform and sources pertaining to an API

Passwords level by default. Once installed, Android Studio will automatically check for updates. Check "show

HTTP Proxy package details” to display individual SDK components.

Data Sharing Name API Level Revision Status

Date Formats Android 11.0 (R) 30 3 Installed

Updates Android 10.0 (Q 29 5 Installed

Android 9.0 (Pie) 28 6 Installed

Android SDK Android 8.1 (Oreo) 27 3 Installed

Memory Settings Android 8.0 (Oreo) 26 2 Installed
Notifications Android 7.1.1 (Nougat) 25 3 Installed
Quick Lists Android 4.4 (KitKat) 19 4 Installed

Path Variables
Keymap
Editor
Plugins
Build, Execution, Deployment
Kotlin

Tools

Hide Obsolete Packages Show Package Details



SDK Platforms SDK Tools SDK Update Sites

Each Android SDK Platform package includes the Android platform and sources pertaining to an APl
level by default. Once installed, Android Studio will automatically check for updates. Check "show

package details” to display individual SDK components.

Name

Android 10.0 (Q)
Android SDK Platform 29
Android 9.0 (Pie)
Android SDK Platform 28
Intel x86 Atom System Image

Google APIs ARM 64 v8a System Image

Android 8.1 (Oreo)
Android SDK Platform 27
Android 8.0 (Oreo)

_n Android SDK Platform 26
Android 7.1.1 (Nougat
Android SDK Platform 25
Intel x86 Atom System Image

Android 6.0 (Marshmallow)
Intel x86 Atom System Image
Android 4.4 (KitKat)
Android SDK Platform 19, rev 4
Intel x86 Atom System Image

API Level Rev « HUANG > AppData > Local > Android » SDK > platforms » v
& B R s
29 5 android-19 2019/6/18 22:48 praliso
)8 6 android-25 2019/12/319:37 proliss
android-26 2019/6/19 9:52 praliso
28 4
o8 1 android-27 2019/12/1 16:48 prete s
android-28 2019/6/19 9:21 prali=>cy
27 3 android-29 2021/3/27 13:52 s
android-30 2021/9/1 8:27 prgli=o
26 2 Installed
« HUANG » AppData > Local > Android » SDK > system-images > v
25 3 ~
25 1 =L fem FIEA sem
android-19 2019/6/19 9:18 St
23 10 android-23 2021/3/17 15:44 Xt
android-25 2020/2/1 15:04 M fHE
19 4 android-28 2022/12/1321:32 R
19 6 Installed

Hide Obsolete Packages Show Package Details

Apply

27




SDK Platforfhs SDK Tools SDK Update Sites

Below are t " veloper tools. Once installed, Android Studio will automatically check for
updates. Check "show package details" to display available versions of an SDK Tool.

I\Ie.&nndroid SDK Build-Tools <R HUANG > Appbata > focal > Andretd » DK B
30.0.2 oo h fexEE s
;g:g:g ~ temp 2022/12/13 2133 S0ffk
2803 © add-ons 2018/10/11 7:59 XK

M:_ ::1 11459  build-tools 2021/9/1 8:27 Xfk
Android Emulator © cmake 2019/12/1 16:56 it

Android SDK Platform-Tools

oanansaias

Android Support Library, rev 23.2.1

Google USB Driver _ emulator.backup 2022/12/13 21:33 prgl="
Intel x86 Emulator Accelerator (HAXM installer) ~ extras 2019/6/18 22:45 prg ==
~ fonts 2019/7/18 12:33 LSS
_ licenses 2022/12/13 21:34 g
~ ndk-bundle 2021/3/27 13:38 A
_ patcher 2019/6/18 23:10 PSS
_ platforms 2021/9/1 8:27 N
_ platform-tools 2021/3/27 13:52 N
~ skins 2021/12/7 8:13 e
_ system-images 2021/3/17 15:44 poglis
_ tools 2019/6/18 23:10 e

28



& Android Virtual Device Manager

Your Virtual Devices

Android Studio

Type Name Play Store = Resolution = API Target
L Pixel2A. 1080 x 1.. 23 Android ...
ED Pixel 2 A... 1080 x 1. 25 Android ...
ED Pixel 3 A... 1440 x 2. 28 Android ...

<+ Create Virtual Device...

CPU/ABI

x86

x86

x86

Size on Disk Actions

5.1 GB >
3.6 GB >
3.5GB >

S

29



A% Virtual Device Lonfiguration X

System Image

Select a system image

Recommended x86 Images Other Images

R
Release Name APl Level + ABI Target
A Download 36 x86 Android 11.0 (Google Play) APl Level
¢ Download 26 x86 Android 10.0 (Google Play) 30
Pie Download 28 x86 Android 9.0 (Google Play)
Android
Oreo Download 27 x86 Android 8.1 (Google Play) 11.0
Oreo Download 26 x86 Android 8.0 (Google Play)
Google Inc.
Nougat Download 25 x86 Android 7.1.7 (Google Flay)
Nougat Download 24 x86 Android 7.0 (Google Play) System Image
x86

We recommend these Google Play images because this
device is compatible with Google Play.

@ A system image must be selected to continue.

? Previous Next Cancel Finish

30
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(I 3% 7~ 8 33 Android Studio ) 2 — {7 B N FH AR )
o Wit

o WNIMGUIZHA:
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adbffi

(I i 7radbr 2 1870 Dy e
shell
root
pull
uninstall
install

4
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ApkTool

W IAPK S i 1 TR, ] LUK G 3 5 IO XMLSCAE (k] 38 i
ANATERE I OS5I FPRES—20 , #4985 FDEX Y
Y S g 129 — Fsmalidg 2L ARG

X TCVE AL B so A S IR FF S FE

B H B XMLE smalifCig 2 J5, ApkTool 8484 it A S04 2 2 %%
NAPKAY

B M
e https://ibotpeaches.qgithub.io0/Apktool

o JAR &l

https://bitbucket.org/iBotPeaches/apktool/downloads/
. Wrapper Script | #HhE:

https://raw.githubusercontent.com/iBotPeaches/Apktool/master/scripts/windows/apktool.bat
 https://raw.githubusercontent.com/iBotPeaches/Apktool/master/scripts/linux/apktool
+ https://raw.githubusercontent.com/iBotPeaches/Apktool/master/scripts/osx/apktool

» Wrapper scripts are not needed, but helpful so you don t have to type java -jar apktool.jar
over and over.

33


https://ibotpeaches.github.io/Apktool
https://bitbucket.org/iBotPeaches/apktool/downloads/

ApkTool )5z 2w 1%

« F4THTS: apktool d app-debug.apk
« apktoo i & (i 117 A5 AR X TR

: Using Apktool 2.3.4 on app—debug. apk

: Loading resource table..

: Decoding AndroidManifest. xml with resources..
: Loading resource table from file: C:\Users\HUANG\AppData\Local\apktool\framework\1l. apk
: Regular manifest package..

: Decoding file-resources..

: Decoding values

: Baksmaling classes.

: Baksmaling classes2. dex...

: Copying assets and libs...

: Copying unknown files...

: Copying original files..

I
I
I
I
I
I
I:
I
I
I
I
I




o YuTH R T4 kapp-debug H & (5APK# & —%) , HAEE W
P JE ismalifCas . xmlsCf: CAndroidManifest. layout%s) , PR
H T JE APK & A R 8 oo my S CJR aa i = ik i 4% =0 i)
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 Android JF & Z#F Wut:  https://developer.android.google.cn/reference/packages
 Java APl XC#% 10 ¥4 (BrvE APl 5 Android AT K564 —FE) -

* https://docs.oracle.com/javase/8/docs/api/javal/io/package-summary.htmi
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