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Abstract

Forced execution is an effective technique for exposing hidden
payloads in malware by systematically enforcing the outcomes
of conditional transfer instructions. However, modern malware
increasingly employs commercial virtualization obfuscators (e.g.,
VMProtect, Themida, Enigma, Obsidium) to protect their code body.
In particular, native instructions are transformed to customized
virtual bytecode instructions, which are decoded and interpreted
at runtime. As a result, native control transfers become obscure
from forced execution tools, rendering conventional approaches
largely ineffective. In this paper, we propose a novel forced execu-
tion technique specifically designed to address virtualization-based
obfuscation. The technique does not require comprehensive de-
obfucation. Instead, it only identifies the instructions responsible
for the virtualized conditional transfer instructions, leveraging a
critical observation that the virtualization needs to follow specific
data/control-flow to preserve the original semantics of conditional
transfer. Once identified, these instructions are manipulated to
simulate the effect of enforcing branch outcomes in the original
plaintext code. Evaluations on the benchmarks with ground truth
show that our technique achieves 100% recall and nearly 100% preci-
sion in identifying virtualized conditional transfers, and generalizes
well across a variety of popular commercial virtualization obfus-
cators. Evaluations on real-world malware samples show that the
number of behaviors exposed by our technique is 10.97 times of
plain execution, and 1.89 times of native forced execution.
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1 Introduction

Malware poses a significant threat to the security of computing
systems. Statistics indicate that malware is responsible for 80%
of cyber-attacks worldwide [22]. According to Acronis [21], the
ALPHV ransomware gang, wanted by the FBI, has breached over
1,000 entities, demanded more than $500 million, and received over
$300 million in ransom payments. Many malware samples do not
release their payload until specific environmental conditions are
satisfied (e.g., specific times, dates, and workloads). Consequently,
their behaviors often resemble that of benign software, making
malware detection and analysis particularly challenging.

Multi-path exploration [44] is a technique used to explore pro-
gram paths and penetrate program behaviors. The most common
methods for muli-path execution include symbolic execution [45],
fuzzing [29], and forced execution [30, 46, 60]. Symbolic execution
runs a program with symbolic inputs, generates constraints on
predicates, and solves them to explore program paths. However,
it faces difficulties when scaling to complex, real-world binaries.
Fuzzing generates random inputs to explore program paths, but its
effectiveness relies heavily on understanding the input format and
the execution environment. This makes it impractical for zero-day
malware, whose input and environment are unknown.

Forced execution explores program paths by forcibly setting the
branch outcomes of a small set of predicates, such as those guard-
ing payload execution. It provides a practical solution for expos-
ing hidden malware behaviors without requiring specific inputs
or environment configuration. However, the growing adoption of
virtualization-based obfuscation in malware [28] has significantly
diminished the effectiveness of forced execution. In such obfusca-
tion schemes, original instructions are transformed into customized
bytecode instructions, which are then decoded and interpreted at
runtime. As a result, original conditional transfer instructions are no
longer directly visible to conventional forced execution techniques.

Malware developers tend to prefer commercial virtualization
obfuscators over customized solutions. Statistics from a previous
study [41] shows that 99% of virtualized malware samples are pro-
tected by commercial virtualization obfuscators. This preference
arises from the fact that developing customized virtualization ob-
fuscator is both time-consuming and error-prone. Crafting an ef-
fective customized solution requires significant effort to accurately
implement various virtual components. Otherwise, the resulting ob-
fuscation may be considerably less robust than that of commercial
alternatives. While commercial virtualization obfuscators benefit
malware developers, their inherent complexity poses a substan-
tial challenge for analysts to understand the behavior of protected
malware samples.

As detailed in Appendix A, although virtualized malware still
constitutes only a fraction of all malware samples, it poses a critical
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and increasingly relevant challenge and has attracted substantial
interest in the research community. Researchers have proposed
various techniques to deobfuscate malware samples protected by
commercial virtualization obfuscators. The mainstream studies of
deobfuscation heavily rely on prior knowledge of the virtualization
mechanism employed by the target obfuscator, such as bytecode
features [5, 10], interpretation methods [33], context switch pat-
terns [56] and mapping rules [51]. Although these techniques have
shown great potential, their reliance on strict assumptions about
the obfuscation limits their applicability. Furthermore, commercial
virtualization obfuscators continually devise new methods (e.g.,
inserting fake decode-dispatch loops, introducing decoy context
switches, and complicating mapping rules) to circumvent these
detection efforts.

Recently, researchers proposed the chosen-instruction attack [41],
which constructs a special program to extract reusable knowledge
for analyzing other programs obfuscated by the same obfuscator.
However, the reuse of knowledge across different obfuscated pro-
grams comes with limitations due to the diversity of obfuscation
and the learnability of such knowledge. Specifically, knowledge of
conditional transfers is neither learnable nor reusable due to its
complex semantics. As discussed above, deobfuscating the obfus-
cated bytecode and then applying forced execution to the resulting
plaintext code is not an effective solution.

While deobfuscation can be beneficial, enabling forced execution
for behavioral analysis of malware protected by popular commercial
virtualization obfuscators does not require full deobfuscation of
the entire virtualized code body. Instead, it is sufficient to identify
the places corresponding to conditional transfers in the original
code body and manipulate these places accordingly to achieve the
effect of setting branch outcomes. Moreover, we observe that in
order to preserve the original semantics of conditional transfers,
the virtualization needs to follow certain data/control-flow patterns,
which can be leveraged for effective identification.

Specifically, virtual machines maintain a virtual program counter
(vpc), which functions similarly to the native program counter
and indicates the current virtual instruction being executed; as
well as a virtual flag register (vflag), analogous to the native flag
register, which holds various state bits. Some of these bits are used
to determine the targets of virtualized conditional transfers. The
virtualization of a conditional transfer involves information flows
from the bytecode area to vpc, from vflag to vpc, and from vpc to the
native program counter. These information flows remain invariant
across different virtualization techniques.

Precisely identifying vpc and vflag itself is challenging, as it
requires reverse-engineering the underlying virtualization mecha-
nism. Existing deobfuscation-based approaches [35, 51] that rely
on precise identification of vpc make strong assumptions about its
format and storage. However, these assumptions no longer hold in
the latest versions of obfuscators, rendering the existing approaches
ineffective. Rather than striving for precise identification of vpc
and vflag, this paper proposes an alternative approach that main-
tains a candidate list for both of them. Candidates that exhibit the
aforementioned information flow invariant are flagged as likely
true positives, and can subsequently be used to identify and ma-
nipulate virtualized conditional transfers. Based on the approach,
we develop a prototype system VMFORCE, which can enhance the
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state-of-the-art forced execution systems, achieving more effective
extraction of virtualized malware payloads.

Our contributions are summarized as follows.

e We propose a practical forced execution approach for analyz-
ing malware samples protected by commercial virtualization
obfuscators. To the best of our knowledge, it is the first
forced execution work capable of circumventing commercial
virtualization obfuscation.

e We design a novel algorithm to identify and manipulate con-
ditional control transfer in the virtualized code without the
need for deobfuscation. The algorithm makes only weak
assumptions and is general to popular commercial virtu-
alization obfuscators (e.g., VMProtect [18], Themida [13],
Enigma [4], Obsidium [8]).

e We implement a prototype system and evaluate its effective-
ness. The evaluation results show that our approach can
accurately identify obfuscated conditional transfers and ef-
fectively expose hidden malware behaviors obfuscated by
virtualization.

2 Motivation

We use an example to illustrate the technical challenges, and mo-
tivate the idea of VMFoRCE. Listing 1 depicts a simplified code
snippet from a virtualized variant of a real-world command and
control (C&C) malware sample [53], with some modifications for
illustration purposes. While the description is presented at the
source code level for clarity, the actual analysis is performed at the
binary level. Upon its initialization, the malware checks whether
the running instance originates from a designated destination path
(Line 12). If not, the malware replicates itself to the destination
path (Line 13). Moreover, if the automatic startup mechanism is
enabled (Line 14), the malware registers itself to run automatically
during Windows startup (Line 15). During execution, the malware
receives messages from a remote server (Line 21) and performs the
corresponding actions. For example, when receiving a message that
contains the “tiger” indicator (Line 23), the malware will execute
the command line specified in the message (Lines 24-25); when
receiving a message that contains the “monkey” indicator (Line
27), the malware will download a file from the URL specified in the
message (Lines 28-29). As the command and control logic (Lines
21-32) is significantly important for malware, it is obfuscated via
virtualization to thwart analysis.

Merely executing the malware sample in a sandbox environment
cannot fully expose all of its malicious payloads, since they are
safeguarded by highly specific conditions. In our example, if the
automatic startup mechanism is disabled, the suspicious registry
operation will not be exposed; if the C&C server is not reachable,
the malicious command execution and file download operations
will remain concealed. Manually configuring the trigger conditions
is time-consuming and not practical for zero-day malware samples.

Forced execution provides a systematic solution to explore dif-
ferent program behaviors without any environment setup. The
existing forced execution tools [30, 46, 60] designed for native code
can readily reveal the registry operation by forcibly setting the
predicate at Line 14 to take the true branch. However, these tools
encounter challenges when attempting to forcibly set the predicates
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#define KEY_NAME
#define VAL_NAME
#define DEST_PATH
#define REMOTE_SERVER
#define LEN 0x200
char path[LEN], msg[LEN], op[LEN], cmd[LEN], url[LEN];
HKEY key;
int main() {
path = get_current_path();
if (strcmp(path, DEST_PATH)) {
CopyFile(path, DEST_PATH, 0);
if (!RegOpenKey (..., KEY_NAME, ..., &key)) {
RegSetValue (key, VAL_NAME, ..., DEST_PATH, ...);
RegCloseKey (phkResult);
}
}
while (1) {
/* Virtualizatoin-Based Obfuscation - Begin %/
if (receive_msg(REMOTE_SERVER, msg)) {
get_operation_from_msg(msg, op);
if (!strcmp(op, )) {
get_command_from_msg(msg, cmd);
WinExec(cmd, 0);
}
else if (!strcmp(op, M {
get_url_from_msg(msg, url);
URLDownloadToFile(..., url, ...);
3
}
/* Virtualization-Based Obfuscation - End =*/
}
}

Listing 1: Motivating example.

at Lines 21, 23, and 27 (for revealing the command execution and
file download operations), as they are obfuscated by virtualization.
As virtualization is increasing used by malware developers, there
is an urgent need for forced execution techniques that are effective
on virtualization-obfuscated code.

2.1 Background and Term Definitions

Virtualization-based obfuscation works by transforming native in-
structions to bytecode instructions in a customized instruction set
and then interpreting the bytecode using native instructions. In
particular, a native instruction is described by one or multiple byte-
code instructions. Each bytecode instruction is interpreted by a
number of handler functions implemented in native instructions.
We call the instructions to be virtualized the “original instructions”,
and the native instructions that emulate bytecode the “emulating
instructions”.

Figure 1 illustrates the workflow of commercial virtualization
obfuscators (e.g., VMProtect, Themida, Enigma, and Obsidium),
which consists of two phases: transformation and interpretation.
In the transformation phase, given a program with user-specified
functions to be obfuscated, the obfuscator transforms each selected
native instruction into a sequence of byte code instructions, which
can be interpreted by a set of handler functions. The resulting ob-
fuscated program is self-contained, embedding both the virtualized

CCS *26, November 15-19, 2026, The Hague, Netherlands.

bytecode and the corresponding virtual handlers. Each virtual han-
dler comprises two essential code components: the execution code,
which performs the intended operations; and the jump code, which
transfers control to subsequent handlers. A virtual handler may be
used in emulating multiple original instructions.

During interpretation, when an obfuscated function is invoked,
its bytecode is interpreted by a virtual machine in a manner spe-
cific to the obfuscator. A classic pattern involves a decode-dispatch
loop [31], in which the interpreter iteratively decodes the bytecode
and directs the execution flow to the appropriate handler by looking
up a jump table. More sophisticated threaded interpretation [36]
has been proposed to improve efficiency and hinder reverse engi-
neering. This method removes the central decode-dispatch loop
and inlines the decoding and dispatching logic to virtual handlers.
By using pre-decoding [43], the decoding logic is performed only
once per unique instruction, and the decoded results are reused for
subsequent executions of that instruction. Direct threading inter-
pretation [25] combines threaded interpretation and pre-decoding,
removing jump table lookups by storing the addresses of virtual
handlers in the pre-decoded results.

Regardless of the interpretation method, the virtual machine
generally maintains a virtual context for executing the obfuscated
bytecode. In particular, the virtual context contains a virtual pro-
gram counter (vpc) that points to the next bytecode instruction
to be executed and a virtual flag register (vflag) that represents
the state of various conditions after arithmetic and logical opera-
tions. Upon invoking an obfuscated function, the native registers
are saved into the virtual context. When the obfuscated function
returns, the native registers are restored from the virtual context.
Appendix B illustrates how conditional transfers are virtualized.

2.2 Limitations of Existing Techniques

Forced execution tools designated for native code are unable to
forcibly execute the virtualized bytecode. One might consider of-
fline modification or on-the-fly instrumentation of the virtualized
bytecode to influence the original program’s logic, similar to the
forced execution approaches [42, 55] used in the analysis of Android
malware. However, these approaches are ineffective for analyzing
virtualization-obfuscated binary malware. On the one hand, unlike
the Android Dalvik/ART virtual machine, which has a publicly
available instruction set, the virtualizers used by malware samples
employ custom instruction sets that vary from case to case. On the
other hand, advanced virtualizers encrypt the original bytecode,
and any incorrect modification or instrumentation of the bytecode
will lead to the immediate termination of the program.
Considering the extensive research [33, 51, 56] dedicated to the
deobfuscation of virtualization-obfuscated program, a natural ap-
proach is to deobfuscate the obfuscated bytecode and then apply
forced execution to the resulted plaintext code. Unfortunately, such
an approach faces practical issues stemming from deobfuscation.
The mainstream studies of deobfuscation heavily rely on ad-hoc
knowledge of the virtualization mechanism employed by the target
obfuscator (e.g., bytecode features, interpretation methods, context
switch patterns, and mapping rules). FKVMP [5] and Oreans UnVir-
tualizer [10], working as OllyDbg [9] plugins, utilize pattern match-
ing to identify the emulating and bytecode instructions within the
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Figure 1: Workflow of commercial virtualization obfuscators.

samples protected by VMProtect and Themida, respectively. VMALt-
tack [33] recognizes a conspicuous interpreter loop structure that
includes decoding and dispatching behaviors. VMHunt [56] pairs
the context saving instructions with the restore instructions to iden-
tify the virtualized snippet between them. Rotalumé [51] detects the
mapping between virtual bytecode and handlers by reverse engi-
neering the syntax and semantics of bytecode. These deobfuscation
approaches are effective when the virtualization mechanism meets
certain assumptions (e.g., the interpreter uses a decode-dispatch
loop), yet they exhibit limited generalization in scenarios where
these assumptions are unmet [49]. Furthermore, some commercial
obfuscators have adopted sophisticated techniques to deliberately
circumvent deobfuscation techniques [48]. For example, latest ver-
sions of VMProtect and Themida provide advanced options to insert
multiple fake decode-dispatch loops and decoy context switches
into the virtualized program for camouflaging the real dispatcher
and misleading the detection of virtualized snippet boundaries.
They also combine multiple transformation strategies to complicate
the mapping rules.

Another line of work proposes generic deobfuscation techniques
that do not make strong assumptions about the underlying virtual-
ization mechanism. For example, Generic Deobfuscator [58] uses
semantics-preserving program transformations to simplify away
obfuscation code; Syntia [26] uses program synthesis in combina-
tion with Monte Carlo tree search to simplify execution traces for
semantics learning. These simplification-based deobfuscation ap-
proaches can reduce the syntactic complexity of code and improve
readability. However, they are not well-suited for recovering indi-
vidual virtualized instructions. Specifically, these approaches focus
on simplifying the code of each virtual machine handler. For simple
arithmetic instructions, the virtualized bytecode corresponds to a
single handler, making it easy to recover the original instructions.
In contrast, virtualized conditional transfers involve more complex
logic and must be emulated by multiple handlers. Separately un-
derstanding the semantics of each handler offers limited help in
recovering the original conditional transfers due to the lack of a
global perspective.

Recently, researchers proposed the chosen-instruction attack
(CIA) [41], which automatically extracts reusable knowledge by
constructing a special program designed to leak internal infor-
mation from the target obfuscator. The extracted knowledge can
facilitate the analysis of other programs obfuscated by the same

obfuscator. In the scenario of deobfuscating mapping rules, the
reusable knowledge is the simplified emulating instructions, which
are the minimum instructions required to emulate the semantics
of a given original instruction. However, the reuse of knowledge
across different obfuscated programs comes with limitations due to
the diversity of obfuscation and the learnability of such knowledge.
On one hand, different obfuscation options yield different mapping
rules for the same original program. It is non-trivial to identify
the obfuscation options used by an obfuscated program, a critical
aspect for determining which knowledge-leaking program (using
the same obfuscation options) should be used to learn the mapping
rules. On the other hand, certain types of original instructions may
lack learnable knowledge. For instance, given that the interpreter
maintains its own flag register within the virtual context, there is
no direct linkage between the original conditional jump instruction
and its corresponding emulating instructions. Consequently, it is
infeasible to extract kernel emulating instructions for conditional
jump instructions.

2.3 Observations

Our technique is inspired by three observations, each corroborated
by our evaluation (§4.1). First, full-fledged deobfuscation is unneces-
sary for the purpose of forced execution. Forced execution is dedicated
to disclosing hidden malicious behaviors protected by highly spe-
cific conditions. The core task is to identify the original conditional
transfers from the emulating instructions and reverse the corre-
sponding predicate outcomes. Emulating instructions unrelated
to the original conditional jump instructions are not the focus of
forced execution, and therefore do not need to be deobfuscated.

Second, the emulating instructions for conditional transfers pre-
serve semantics regardless of the obfuscation variants. The semantic
invariant is evident in the interaction between the virtual context
and the native context, as well as between the bytecode area and
the native code. To emulate the conditional transfers, the emulating
instructions should retrieve the addresses of the true and/or false
branches from the bytecode area, determine which branch to take
(in the virtual context) based on certain bits’ values of the virtual
flag register, and finally transfer control (in the native context) to
the native handlers responsible for the target branch.

Third, the semantic invariant of virtualized conditional transfer
is observable from the execution trace of the obfuscated program.
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Virtualized conditional transfers exhibit three properties with re-
spect to the information flow, which comply with the underlying
virtualization mechanism that emulates CPU behavior: (D as a vir-
tualized instruction, there should be information flow from vpc
to the native program counter; 2) as a virtualized transfer, there
should be information flow from the bytecode area to vpc; 3) since
the virtualized transfer is conditional, there should be information
flow from vflag to vpc. Other native or virtualized instructions
are less likely to exhibit all three properties of information flow
simultaneously. Although advanced obfuscators may complicate
the format or storage of vpc and vflag, and obscure the information
flow, the fundamental information flow pattern persists to preserve
semantics. Consequently, the semantic invariant of virtualized con-
ditional transfers can be discerned from the execution trace by
recognizing this distinct information flow pattern.

3 Design

Figure 2 presents the architecture of VMFoRcE, which consists of
three components: the path explorer, the analyzer and the execu-
tor. Given a target binary, the path explorer systematically selects
a subsequence of the currently identified virtualized conditional
transfers (termed a path scheme), whose predicate outcomes are to
be reversed. Note that VMFoRCE enforces only a very small number
of virtualized conditional transfers, while the others are evaluated
as usual. For each path scheme, the executor runs the target binary
to generate an execution trace, forcibly reversing the predicate
outcomes of the virtualized conditional transfers specified in the
path scheme; the analyzer then examines the execution trace to
identify virtualized conditional transfers. This section elaborates on
the identification of virtualized conditional transfers (§3.2) and the
reversal of predicate outcomes (§3.3). The implementation details
can be found in Appendix E.

3.1 Preliminary

Definitions. We introduce a simplified low-level language to model
binary programs and their execution. The syntax of the language is
presented in Figure 3a. A program consists of a sequence of instruc-
tions. The instruction r & [Fbase + Tidx * Cscate + Caisp| standard-
izes memory read operations using different addressing modes [6].
In particular, rp4se and rigy serve as the base register and the index
register, respectively; cscqze and cg;sp the scale and the displacement,
respectively; m is the effective address of the memory operation. By
disabling rp,se and/or rigy (setting to rp,;;), we can alter the address-

ing mode. Similarly, the instruction [rbase + Tidx * Cscale + cdisp] =
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(Program) prog = insn
(Insn) insn := insn;;insn,
m
| re [rbuse + Iidx * Cscale + Cdisp]
m
| [rbase + Fidx * Cscale T Cdisp] o | reo
I Jmp r | jmp [m] | ...
(Register) r o= {rpui, r, rz, ...}
(MemAddr) m = {0,1,2,...}
(value) v = {0,1,2,...}
(a) language
AbstractVar := Register | MemAddr
ProgramState := AbstractVar — Value
ExecutionTrace :: [Insnssj
VirtualVarValue : InsngS X AbstractVar X Value
Type == AbstractVar | Value
VpcCands {VirtualVvarValue}
VflagCands {VirtualVarValue}
VpcUpdVals := AbstractVar — [Valuel]
ConditionalTransfer := VirtualVarValue X VirtualVarValue
(b) abstract types
PushItem := [Type] X Type — [Typel
GetLastItem := [GenericType] — GenericType
GetValueOf := InsngS X AbstractVar — Value
IsBitMasking := Insn{ﬁS — Boolean
IsComparison := InsngS — Boolean
GetRetrivalOpds := InsnsS — {AbstractVar}
GetAgedVpcCands := VpcCands X InsngS — VpcCands
GetAgedVflagCands := VflagCands X InsngS — VflagCands
GetTaintSources AbstractVar — {AbstractVar}
AddTaintSource := AbstractVar — Void
RemoveTaintSource := AbstractVar — Void
PropagateTaint := InsngS — Void

(c) utility functions
Figure 3: Definitions of the language, abstract types and util-
ity functions for understanding semantics.

v standardizes memory write operations using different addressing
modes. The instruction r < v moves a value v to a register r. The
instruction jmp r abstracts indirect jump instructions where the
target address resides in the register, while jmp [m] abstracts those
where the target address is in the memory.

Figure 3b introduces a set of abstract types to help define the se-
mantics. An abstract variable (denoted as AbstractVar) represents
either a register or a memory address. A program state (denoted
as ProgramState) maps an abstract variable to its runtime value.
An execution trace (denoted as ExecutionTrace) consists of a se-
quence of instruction instances. An instruction instance (denoted as
I nsn%) is an instruction annotated with a number N that represents
the index of the instruction instance in the execution trace, and a
program state PS that records the operand values of the instruction
instance. A virtual variable value (denoted as VirtualVarValue)
is in the form of “<inﬁ, var,val > which indicates that the value of
an abstract variable var is val after the execution of the instruction
instance insn. We define a generic type (denoted as Type) to gener-
alize the types of abstract variables and values. We use VpcCands
and VflagCands to denote sets of virtual variable values, which
respectively serve as the vpc candidates and vflag candidates, re-
spectively; and use VpcUpdVals to record the updated values for
each vpc candidate for tracking purposes. A conditional transfer (de-
noted as ConditionalTransfer) is represented by both the virtual
variable value of vpc and the virtual variable value of its corre-
sponding v flag.
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d
1 taddr := fetch_bytecode(upc+a) // bytecode~s taddr
d
2 stack[4] := taddr // taddr ~» stack
d
3 faddr := fetch_bytecode(upc+ f) // bytecode~s faddr

d
stack[@] := faddr // faddr ~» stack
oflag := retrieve_vflag_from_virtual_context()

d
index := (vflag & @x40) >> 4 // vflag ~» index

d
opcode := fetch_bytecode (vpc) // wvpc~ opcode

4
5

6

. d . d
7 vpc := stacklindex] // stack ~ vpc, index ~» vpc
8
d

9 handler := get_handler (opcode) // opcode ~» handler
4

d
jmp handler // handler ~ native program counter

(a) conditional transfer — indirect transfer

1 oflag := retrieve_vflag_from_virtual_context()
2 cmp oflag, y
3 jcc .L1

d
4 faddr := fetch_bytecode(uvpc+a) // bytecodew faddr

d

5 vpc := fl(opc,faddr) // faddr ~ vpc, vflag«f»vpc
6 jmp .L3
7 .L1:

d
8 taddr := fetch_bytecode(vpc+ ) // bytecode~s taddr

d .
9 ovpc := f2(vpc,taddr) // taddr ~ vpc, vflag'v‘»vpc
10 .L3:
d
11 opcode := fetch_bytecode(vpc) // wvpc~ opcode
d
12 handler := get_handler (opcode) // opcode ~> handler
d

13 jmp handler // handler ~» native program counter

(b) conditional transfer — conditional transfer’

Figure 4: Emulation of conditional transfers.

Figure 3c introduces some utility functions. PushItem appends
an item to the end of a sequence. GetLastItem retrieves the last
item from a sequence. GetValueOf returns the value of a specified
abstract variable after the execution of a given instruction instance.
IsBitMasking and IsComparison determine whether an instruc-
tion instance performs a bit-masking operation or a comparison
operation, respectively. GetRetrivalOpds retrieves the operands
involved in a bit-masking operation for a bit-masking instruction
instance, or the left- and right-hand values for a comparison instruc-
tion instance. GetAgedVpcCands and GetAgedVflagCands get the
vpc candidates and v flag candidates whose corresponding emulat-
ing instruction instance is older (exceeding a predefined threshold)
than the specified instruction instance.

Semantic invariant. As mentioned in §2.1, emulating instructions
emulate the semantics of original instructions. According to a pre-
vious study [57], a conditional transfer is typically emulated in one
of two ways: @ through an indirect transfer whose target depends
on the predicate of the original conditional transfer; or (b) through
a different conditional transfer whose predicate depends on, but
differs from, that of the original conditional transfer.

Scenario (@): conditional transfer — indirect transfer, as illus-
trated in Figure 4a. The addresses of the true and the false branches
are stored on the stack (Lines 2 and 4). The value of v flag under-
goes bit manipulations, and the result is used as index to retrieve
the target address from the stack (Lines 5-7). The opcode is then
fetched from the byetecode based on the target address (Line 8),
and the control is finally transferred to the corresponding handler
by a native jump instruction (Lines 9-10). VMProtect corresponds
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to this scenario. Scenario (b): conditional transfer — conditional
transfer’, as illustrated in Figure 4b. Specifically, the value of v flag
is compared with a constant to determine which branch is taken
(Lines 1-2). Different branches lead to different target addresses in
the bytecode (Lines 4-5 and Lines 8-9). The functions f1 and f2
return target addresses of the false and true branches, respectively.
Themida, Enigma, Obsidium correspond to this scenario.

In both scenarios, there exist (direct or transitive) data flows

(denoted as Af») or control flows (denoted as wc») from the byte-
code area to upc, from vflag to vpc, and from vpc to the native
program counter. Various obfuscation options may complicate the
data and control flows, yet the semantics remain unchanged. We
consider this to be a semantic invariant. One might argue that a
force executor designed for native code could easily manipulate
obfuscated predicates at the emulation level by exploring native
indirect jump table entries (Lines 6-7 of Figure 4a) or by flipping
the native conditional jump (Line 3 of Figure 4b). However, this is
challenging for two reasons. First, distinguishing the critical instruc-
tions responsible for virtualized conditional transfers is nontrivial.
Second, a single handler function is responsible for multiple virtu-
alized instructions. Without accurately identifying the invocation
instance of the critical instructions responsible for a given virtual-
ized conditional transfer, effective forced execution of virtualized
code becomes infeasible.

3.2 Identify Virtualized Conditional Transfers

Virtualized conditional transfers in the execution trace are a mix-
ture of those stemming from the logic of the original program and
those needed by the interpreter itself. Our analyzer aims to iden-
tify those corresponding to the original conditional transfers. A
straightforward approach is to specify the registers and memory
areas that store upc, vflag and bytecode, and then track the data
and control flows between these areas. However, such strong and
fixed obfuscation-specific assumptions limit the generality of the
identification approach.

To minimize assumptions regarding obfuscations, we propose
a solution to recognize candidates of critical virtual components
(vpc, vflag and the bytecode) based on the following rules that are
generalizable across widely used commercial virtualization obfusca-
tors: @) a vpc candidate is used as a memory index for retrieving a
value from a potential bytecode area, and the retrieved value subse-
quently influences the further updated value of the vpc candidate;
® a vflag candidate masks certain bits of a value, and the masked
value subsequently influences the updated value of a vpc candidate;
(© the updated value of a vpc candidate impacts the native program
counter. These candidates serve as the foundation for identifying
potential virtualized conditional transfers. Note that no single rule
is sufficient on its own to ensure reliable identification. Instead,
these rules must be applied in a specific sequence: Rule (©) selects
potential virtualized instructions, Rule @ narrows them down to
potential virtualized transfers, and Rule (b) filters out potential vir-
tualized conditional transfers. Appendix C presents an evaluation
of the contributions of individual rules.

Algorithm 1 describes how our analyzer identifies virtualized
conditional transfers. Given an execution trace that records each ex-
ecuted instruction instance along with the values of its register and
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Algorithm 1: identify virtualized conditional transfers.

Input : trace: ExecutionTrace

Output  : cond_xfers: {ConditionalTransfer}

Variable :Vpc_candslz VpcCands 31
upd_vals1 : VpcUpdVals 32
vpc_cands®:  VpcCands 33
vflag_cands®: VflagCands 34

Procedure : HandleCase5() 35

if insn : jmp r or insn : jmp[m] then // Case 5 36
npc « r(insn: jmpr) | m(insn : jmp[m])

handler_end « false

for vpcl in vpc_candsl do

src_npc « GetTaintSrcs(npc)

sat_rule. «— (vpcl.var € src_npc) and (upd_ualsl[vpcl.var] +0)
if sat_rule; then

handler_end « true 42
for upc? in vpc_cands? do 43
sre_opcl « GetTaintSrcs(uvpc!.var)
sat_ruleg — (vpcd.var € srcivpcl)
if sat_rule, then

for vflag? in vflag_cands? do

37

38

39

40

41

44
45
46

sat_ruley «— (vflag9.var € src_vpct) 47
if sat_ruley, then 48
last_upd_val «— GetLastItem(upd_vals' [vpc.var]) 1
upe — (Upcl.m, opc! .var, last_upd_val) 50

oflag «— (vflagg.m, oflag9 .var, vflagg.ual>
new_cond_xfer « (vpc,vflag)

cond_xfers < cond_xfers|)new_cond_xfer
for tmp_vpcY in vpc_candsI do

| RemoveTaintSrc(tmp_vpcd.var)

51
52
53

54

vpc_candsd — 0; vflag_candsd — 0 55

break 56

L= 57
| break 58

59

| break

if handler_end then 60

Lupc_candsl — 0; upd_vals' « () o

62

Procedure : Main()
30 for insnin trace do // iterate over the execution trace

aged_vpc_cands — GetAgedCandsOfVPC(vpc_cands?, insn)
aged_vflag_cands «— GetAgedCandsOfVFLAG(vflag_cands?, insn)
opc_cands9d — vpc_cands? \ aged_vpc_cands

oflag_cands9d «— vflag_cands9 \ aged_vflag_cands

for (x,var, *) in aged_vpc_cands do

| RemoveTaintSrc(var)

m
if insn :r & [rbase + Fidx * Cscale + cd,-sp] then // Case 1

opc_cand; « (insn, rpgse, GetValueOf (insm, rpase) )

ope_candy « (insn, rigy, GetValueOf (insn, rigy) )

vpc_cands — <m, m, GetValueOf(m,m»

vpc_candsl — vpc_candsl W{opc_cand,, vpc_cand,, vpc_cands}
vpe_cands9d — vpc_cands? W {vpc_cand,, vpc_cand,, vpc_cands}

| AddTaintSrc(rpase); AddTaintSrc(rigx); AddTaintSrc(m)

m
else if insn : [rbase + Tidx * Cscale + Cdisp] & vthen// Case 2

if (%, Tpase, *) € vpc_candsl then

Lupdivalsl[rbase] «— PushItem(upd_vals! [rpase], )
if (%, Figx, *) € opc_cands' then

Lupdivalsl[ridx] «— PushItem(upd_vals' [rigx], v)
if (, m,*) € vpc_cands' then

Lupd_valsl[m] — PushItem(upd_valsl[m], 0)

if insn :r < vthen// Case 3

if (x,r,%) € opc_cands' then

| upd_vals'[r] « PushItem(upd_vals'[r], v)

if IsBitMasking(insn) or IsComparison(insn) then // Case 4

retrival_operands « GetRetrivalOpds(insn)

for operand € retrival_operands do
oflag_cand — <insn, operand, GetValueOf (insn, operand)>
oflag_cands9 «— vflag_cands9 \{{vflag _cand}
AddTaintSrc(operand)

PropagateTaint(insn)
| HandleCase5()

return cond_xfers

memory operands, the algorithm analyzes each instruction instance
to collect vpc candidates and v flag candidates, and identify those
that satisfy the aforementioned rules. Notably, the algorithm exam-
ines every instruction instance appearing in the execution trace,
without needing to explicitly distinguish between virtualization-
related instructions and original program instructions.

A conditional transfer is emulated by multiple virtual handlers;
hence, the analysis should span across virtual handlers. We locally
maintain vpc candidates and the values updated for each vpc candi-
date within individual virtual handlers; and globally maintain vpc
candidates and v flag candidates across multiple virtual handlers.
Intuitively, the local vpc candidates and their updated values are
used to recognize the boundaries of individual virtual handlers (the
satisfaction of Rule (0)), and the global vpc and vflag candidates
are used to recognize the semantic invariant across virtual handlers
(the satisfaction of Rule (@ and Rule (b)). The locally maintained
records will reset at the end of each virtual handler (Lines 28-29),
while the globally maintained records will reset whenever a virtu-
alized conditional transfer is identified (Line 24). We should clarify
that VMFoRcE does not depend on accurately identifying individual
virtual handlers. Instead, it detects the potential end of a virtual
handler using a heuristic rule. If an instruction demonstrates that

the updated value of a vpc candidate affects the native program
counter, it is considered an indication of handler termination.

The analyzer iterates over the execution trace, and takes different
actions depending on the type of each instruction instance. Case 1
(Lines 37-43): for a memory read instruction, the registers involved
in memory addressing and the resulting effective address are added
to the local and global vpc candidate sets. Case 2 (Lines 44-50): for
a memory write instruction, if the registers involved in memory
addressing and the resulting effective address are potential vpc can-
didates, the value that was written is added to the updated value list.
Case 3 (Lines 51-53): for a register update instruction, if the destina-
tion register is a potential vpc candidate, the updated value is added
to the updated value list. Case 4 (Lines 54-59): For a bit-masking
or comparison instruction, the operands involved in the masking
or comparison are added to the vflag candidate set. Case 5 (Lines
2-29): when encountering an indirect jump instruction, the analyzer
sequentially verifies the satisfaction of Rule (¢) (Line 8), Rule @
(Line 13) and Rule (®) (Line 16). In particular, Rule (©) is verified for
each local vpc candidate; Rule (@) is verified for the combination
of each global vpc candidate and each local vpc candidate. Rule (B)
is verified for the combination of each global v flag candidate and
each local vpc candidate. If all rules are satisfied, we consider a
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virtualized control transfer to be identified. In such a case, the iden-
tified conditional transfer is represented by the updated virtual
value of vpc that satisfies all rules, along with the virtual value of
the corresponding v flag (Lines 17-20). The identified conditional
transfer is then added to the result (Line 21). To avoid excessive
overhead, we periodically remove aged candidates from further
consideration (Lines 31-36).

During the analysis process, we perform a forward dynamic taint
analysis. We maintain taint markings (i.e., taint sources) for each
abstract variable var, which are a set of abstract variables (i.e., vpc
candidates or v flag candidates), from which the abstract variable
receives taints. By invoking the GetTaintSrcs function, we can re-
trieve the taint markings of an abstract variable. For each instruction
instance, taint markings are propagated (via the PropagateTaint
function) from its source operand(s) to its destination operand(s)
using taint mapping function that is based on the semantics of the
instruction [50]. Both data dependence and control dependence are
considered. The details of taint propagation are omitted, as they
are standard [58]. Our taint analysis supports on-demand addition
and removal of taint sources, allowing for dynamic adjustment of
vpc candidates. The function AddTaintSrc adds a new taint source
for propagation. The function RemoveTaintSrc removes a speci-
fied taint source, disabling its further propagation and deleting it
from the taint markings of affected abstract variables. Appendix D
illustrates the identification of virtualized conditional transfers.

3.3 Reverse Predicate Outcomes

Once a virtualized conditional transfer is identified, a straightfor-
ward approach to forced execution is to direct vpc to follow the
alternate branch. This requires obtaining the virtual address of the
target branch. However, these target addresses are encrypted within
the bytecode, as a security measure implemented by commercial
virtualization obfuscators. Different obfuscators and configurations
employ distinct decryption methods. It requires substantial reverse-
engineering effort to uncover the encrypted target addresses for
each obfuscator configuration.

An alternative approach is to reverse the predicate outcome. In
native code, this can be achieved by directly flipping specific bits
in the native flag register that control the target conditional jump
instruction. However, reversing predicate outcomes of a virtual-
ized conditional transfer is more challenging. This process requires
understanding the structure of v flag, which is specific to the ob-
fuscation scheme and may differ substantially from the native flag
register. Statically recovering the structure of v flag and identifying
the critical bits that influence branch outcomes is a non-trivial task.

In this paper, we develop a fuzzing-based approach to reverse
predicate outcomes. In particular, given a virtualized conditional
transfer (represented by the virtual variable values of vpc and v flag)
to be reversed, the fuzzing process continually applies different mu-
tation polices to alter the virtual value of v flag until the virtual
value of vpc changes. We support AFL-like mutation policies [61],
include bit/byte flipping, arithmetic operations, etc. Although the
search space consists of all possible integer values, since most pred-
icates are simple linear combinations of certain bits of v flag, the
AFL-like mutation policies are sufficient to reverse these predicates.

Algorithm 2 describes how our executor determines the effec-
tive mutation policy for reversing predicate outcomes. Given the
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Algorithm 2: reversing predicate outcomes.

: cond_xfer: ConditionalTransfer
: vflag2mutation: VirtualVarValue — Mutatation

1 Input
Output

Procedure : Main()
2 oflag2mutation « ()
3 (opc,vflag) « cond_xfer
4+ SetBreakpoint(ovflag.insn); SetBreakpoint(vpc.insn)
5 for policy in mutation_polices do
6 | ovflag’ < ApplyPolicy(policy,vflag)
7 | if Fork() then
8 ret «— Exe(vpc, vflag’)
9 if ret = OK then
o vflameutation[(vflag.inﬁ, oflag.var, *)] «— policy
1 break

=

12 UnsetBreakpoint(ovflag.insn); UnsetBreakpoint(vpc.insn)
3 return vflag2mutation

-

Procedure :Exe(vpc,uflag)
14 while True do
15 <m var, val) «— ExecuteUtilBreakpoint()
16 | if insn = vflag.insn and var = vflag.var then
17 | | SetProgramState(uflag.var, vflag.val)

18 | elseif insn = vpc.insn and var = vpc.var and val # vpc.val then
19 Lreturn OK

20 | elseif exception_raised or program_terminated then
21 L return ERROR

virtualized conditional transfer to be reversed, our executor runs
the target binary in the monitored mode and sets breakpoints in
the emulating instruction instances related to the virtual variable
values of the corresponding vpc and vflag (Line 4). The fuzzing
process iterates over predefined mutation policies (Line 5), each of
which alters the virtual variable value of v flag in different ways
(Line 6). To improve performance, the fuzzing process operates
in the fork-and-exec mode (Lines 7-11). In this mode, the target
binary undergoes loading, linking and initialization only once, and
is then cloned using copy-on-write. In each execution, when the
breakpoint related to vflag is triggered, the program state is modi-
fied to alter the virtual variable value of v flag (Lines 16-17); when
the breakpoint related to vpc is triggered, the program state is ex-
amined to check whether the virtual value of vpc changes (Lines
18-19). The mutation policy on v flag that results in changes to vpc
is determined as the effective mutation policy.

It is worth noting that the fuzzing process does not need to be
performed all the time for every virtualized conditional transfer.
Indeed, all virtualized conditional transfers interpreted by the same
virtual machine use the same virtual handlers (emulating instruc-
tions). The fuzzing process is only necessary for the first virtualized
conditional transfer. The determined effective mutation policy will
then be used for future virtualized conditional transfers interpreted
by the same virtual machine.

4 Evaluation

Benchmarks. Following prior deobfuscation and forced execution
approaches [47, 60], we use two types of benchmarks for evaluation.
The first one consists of benchmarks with ground truth. It includes
the Hash benchmark [47], which contains 10 hash function pro-
grams; the SPEC2017 benchmark [24], which consists of real-world



Forced Execution for Malware Protected by Commercial Virtualization Obfuscators

CCS *26, November 15-19, 2026, The Hague, Netherlands.

Table 1: Accuracy of VMFoRCE in identifying virtualized conditional transfers on the SPEC2017 benchmark.

Program File Size | Virtualized by VMProtect Virtualized by Themida Virtualized by Enigma Virtualized by Obsidium

& (MB) [[ORCT|[IICT|JICICT|] Prec [Rec ||ORCTIJIICTI]ICICT|] Prec | Rec [IORCTIJIICT|[ICICTI] Prec [ Rec [|ORCT|JIICT|]ICICT|] Prec | Rec
mcf 0.41 253 253 253 100% [100%| 253 253 253 100% [100% | 253 253 253 100% |100% | 253 253 253 100% [100%
omnetpp 4.73 1079 | 1079 | 1079 | 100% [100%| 1147 | 1147 | 1147 | 100% [100%| 1181 | 1181 | 1181 | 100% [100%| 1005 | 1005 | 1005 | 100% |100%
xalancbmk | 14.53 1294 | 1299 | 1294 |99.62%(100%| 1160 | 1162 | 1160 |99.83%[100% | 1311 | 1312 | 1311 [99.92%|100%| 1108 | 1110 | 1108 [99.82%|100%
x264 1.08 1309 | 1309 | 1309 | 100% [100%| 1212 | 1212 | 1212 | 100% [100%| 1028 | 1028 | 1028 | 100% |[100%| 1052 | 1052 | 1052 | 100% |100%
deepsjeng 0.52 1122 | 1122 | 1122 | 100% [100%| 1122 | 1122 | 1122 | 100% [100% | 1122 | 1122 | 1122 | 100% [100%| 1122 | 1122 | 1122 | 100% |100%
leela 0.81 579 579 579 100% [100%| 579 579 579 100% [100% | 579 579 579 100% |100% | 579 579 579 100% [100%
XZ 0.49 1028 | 1028 | 1028 | 100% [100%| 1028 | 1028 | 1028 | 100% [100%| 1028 | 1028 | 1028 | 100% [100%| 1028 | 1028 | 1028 | 100% |100%
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Figure 5: Accuracy of various tools in identifying virtualized conditional transfers on Hash programs obfuscated by VMProtect.

programs covering a wide spectrum of computing tasks; and 6 clas-
sic non-obfuscated malware samples, representing a broad range of
malware families. The Hash and SPEC2017 benchmarks are used to
evaluate the accuracy of VMFoRCE, while the classic malware sam-
ples are obfuscated using various options of different obfuscators
to evaluate the effectiveness and generality of VMFoRrcEe. The sec-
ond one consists of real-world virtualization-obfuscated malware
samples collected by VirusShare [16] in recent five years. These
malware samples are used to evaluate the capability of VMFoRCE
in exposing malware behaviors.

Virtualization-based obfuscators. The widely used commercial
virtualizers include VMProtect [18], Themida [13], Code Virtual-
izer [1], WinLicense [19], Enigma [4], Obsidium [8]. Themida, Code
Virtualizer and WinLicense are distinct products from the same
company, all sharing the same virtual machine. Analyzing any one
of them can provide insights that are applicable to the others. In our
evaluation, we focus on VMProtect, Themida, Enigma, Obsidium,
given their popularity and uniqueness. These obfuscators do not
support all benchmark items due to their inherent limitations.

Competitors. We compare VMFoRcE with four popular deobfusca-
tion tools in terms of identifying virtualized conditional transfers,
including FKVMP [5], Oreans UnVirtualizer [10], and CIA [41]. We
do not include a side-by-side comparison with VMAttack [33] and
VMHunt [56], as these tools are not designed to identify specific
virtualized instructions. Rotalumé [51] is also excluded from the
comparison, since it is not open-source. Additionally, we integrate
VMForck and PMP into an augmented variant, VMForce*™™, which
is capable of forcing both native and virtualized branches. We com-
pare VMFoRcE and VMForce** with Cuckoo [2] and PMP [60] in
terms of identifying malware behaviors. Cuckoo is an automated
malware analysis system that provides a sandbox environment for

executing malware and monitoring its behaviors. PMP is a state-of-
the-art forced execution tool for native code.

Computing resources. The experiments are conducted on virtual
machines to sandbox potentially malicious behaviours. We use
VMware as the hypervisor. The host machine has 20-core CPU
(Intel® Xeon® Silver 4210 @ 2.20GHz) and 32GB memory. The
guest machine has one CPU core and 4GB memory, running the
Windows 10 operating system.

4.1 Benchmarks with Ground Truth

4.1.1  Accuracy. We use the Hash and SPEC2017 benchmarks to
evaluate the accuracy of VMFoRCE in identifying virtualized con-
ditional transfers. We focus on the integer suite of SPEC2017 be-
cause some virtual obfuscators evaluated in this work do not sup-
port floating-point instructions. Among the 10 integer benchmarks,
three are excluded for they are unsupported by our current frame-
work or fail to execute correctly after virtualization. In this evalua-
tion, we do not apply forced execution. Instead, we run the programs
with the inputs provided by the benchmarks and check whether the
encountered virtualized conditional transfers can be correctly iden-
tified. For each benchmark program, we define CT, RCT and ORCT
to represent the sets of conditional transfers in the original pro-
gram, conditional transfers reachable with the benchmark-provided
inputs, and reachable conditional transfers selected for obfuscation,
respectively. Clearly, we have ORCT € RCT C CT. For each tool, ICT
denotes the identified conditional transfers, CICT represents the cor-
rectly identified conditional transfers, where CICT = ICT (| ORCT.
Anchor instructions [41] are instrumented during compilation to
help align the conditional transfers before and after obfuscation. We
then compute precision and recall as in Equation 1 and Equation 2.
Case studies are shown in §F of the supplementary material [20].
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Table 2: Generality of VMFoRCE across diverse virtualization-obfuscation configurations in VMProtect.

Obfus- Config- | Interp- |———c Sample 1 - — Sample 2 - —o Sample 3 -

cators uration | retation File Size | Raw Exe | Forced Exe | Hidden | File Size | Raw Exe | Forced Exe | Hidden | File Size | Raw Exe | Forced Exe | Hidden
(KB) (ms) (min) Syscalls | (KB) (ms) (min) Syscalls | (KB) (ms) (min) Syscalls

Original N/A N/A 7 66 4.10 67 60 68 3.12 55 11 68 4.16 66

DF DD 26 70 5.42 67 76 69 3.71 55 29 69 5.37 66

VMProtect CI DD 48 72 5.74 67 92 72 3.98 55 51 72 5.67 66

v1.8.0 HC DD 32 72 5.54 67 84 71 3.83 55 38 71 5.55 66

CI + HC DD 75 75 8.16 67 104 75 4.66 55 82 75 8.27 66

DF DD 36 71 6.35 67 84 71 6.76 55 41 71 5.99 66

VMProtect CI DD 68 74 11.22 67 96 73 8.01 55 70 73 10.87 66

v2.13.8 HC DD 43 67 9.86 67 88 68 7.89 55 68 68 9.65 66

CI+ HC DD 104 78 15.73 67 116 79 9.93 55 106 79 16.04 66

VMProtect | CPLX=20 TH 174 69 9.12 67 196 72 8.24 55 184 72 10.08 66

v3.8.1 CPLX=50 TH 271 80 23.68 67 256 83 15.67 55 282 83 24.64 66

N/A: not applicable; DF: default; CI: check integrity; HC: hide constants; CPLX: complex; DD: decode-dispatch; TH: threaded.

CICT
precision = | | (1)
|ICT|
recall = —|CICT| (2)
|ORCT|

Results for Hash. We compare VMForcEe with FKVMP, Oreans Un-
Virtualizer, and CIA in identifying virtualized conditional transfers
obfuscated by the latest versions of VMProtect (v3.8.1), Themida
(v3.0.4), Enigma (v6.70), and Obsidium (v1.8.5) with default config-
urations. For each Hash program, all of its functions are virtually
obfuscated. None of the competitors are effective with the latest
versions of the obfuscators, while VMFoRCE achieves 100% pre-
cision and recall in identifying virtualized conditional transfers.
We also compare VMFoRCE with the widely used versions of VM-
Protect (v1.70.4), Themida (v2.1.2), Enigma (v1.6.7), and Obsidium
(v1.8.5). The results for VMProtect are presented in Figure 5. We
have the following observations: () FKVMP achieves the same re-
call as VMFORCE across all programs, but its precision is generally
much lower, since it does not differentiate between conditional and
unconditional transfers and reports as many control transfers as
possible; 2) Oreans UnVirtualizer fails on VMProtect-obfuscated
programs, as it relies on bytecode patterns specific to Themida
to identify virtualized conditional transfers; (3) CIA also fails to
identify virtualized conditional transfers, as the mapping rules for
conditional transfers are neither reusable nor learnable. The results
for other obfuscators lead to similar conclusions.

Results for SPEC2017. We use the latest available versions of
the obfuscators to obfuscate these programs. For programs smaller
than 1MB (e.g., mcf), we attempt to obfuscate all functions that are
supported by the individual obfuscators. For larger programs (e.g.,
xalancbmk), obfuscating too many functions significantly increases
the overhead and reduces their utility. As a result, we focus on ob-
fuscating only a few functions that contain a substantial number of
conditional transfers. The functions are ranked in descending order
based on the numbers of conditional transfers, with the top 10% of
functions prioritized for obfuscation. The obfuscated programs are
then executed using the inputs provided by the benchmark suite,
and the set of virtualized conditional transfers is collected to evalu-
ate the accuracy. In this evaluation, we do not compare VMFORCE
with other competitors, as they perform poorly even on small-scale
benchmarks like Hash. The results are presented in Table 1. We
observe that for each obfuscator, VMFoRCE achieves 100% recall

and nearly 100% precision, with the exception of 5 false positives
in the xalancbmk program.

4.1.2  Effectiveness & Generality. We select 6 classic non-obfuscated
malware samples and obfuscate them using different versions and
configurations of commercial virtualization obfuscators. These sam-
ples represent a broad range of malware families, including down-
loader, agent, backdoor, ransom, etc. Three of them are in-the-wild
distributions to be obfuscated with VMProtect, while the others are
compiled from source code and obfuscated with Themida, Enigma
and Obsidium. For each original malware sample, we first identify
its hidden syscall invocations as the ground truth through a con-
trastive analysis using the results from PMP and Cuckoo. We then
obfuscate the functions involving these hidden syscall invocations.
VMFoRrcE executes the obfuscated sample and checks whether the
obfuscated hidden behaviors can be exposed.

Results. Table 2 presents the results for VMProtect. We select three
representative versions of VMProtect, including v1.8.0, v2.13.8 and
v3.8.1. These versions cover all generations of the product. Regard-
ing obfuscation configurations, we focus on those that influence the
identification of conditional transfers, including “check integrity”
option that enables verification of the integrity of virtualized code,
“hide constants” option that obscures the addresses of variables, and
“complexity” option that determines the strength level of obfusca-
tion. The ground truth for each sample is shown in the “Hidden
Syscalls” cells of the “Original” row, while the other “Hidden
Syscalls” cells display the numbers reported by VMFoORCE. We
have the following observations: (D) the stronger the obfuscation,
the larger the size of the generated obfuscated program and the
slower its execution speed; 2) on average, VMFORCE slows down
the execution speed by 115% on the obfuscated programs compared
to the force execution on the original programs using PMP; 3
VMForce successfully exposes all hidden syscalls in the obfuscated
programs, regardless of the obfuscation tool and configuration,
achieving an accuracy of 100%. The results demonstrate the effec-
tiveness and generality of VMFORCE in exposing hidden behaviors.
Similar conclusions hold for other obfuscators.

4.2 Real-World Malware Samples

From the malware samples provided by VirusShare, we randomly
select 100, 50, 30, 20 samples protected by VMProtect, Themida,
Enigma, and Obsidium, respectively. The number of selected sam-
ples for each obfuscator reflects its relative prevalence among
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Figure 6: Overall results of malware analysis.

the collected malware. The selection is facilitated using Detect-
It-Easy [3], a widely used tool for determining file types. The se-
lected samples cover a diverse range of malware families, including
command-and-control, botnets, ransomware, etc. We compare VM-
Force and VMForce*™ with Cuckoo and PMP on these malware
samples to evaluate their ability to expose hidden malware behav-
iors. The selected samples also cover mainstream versions of each
obfuscator, including VMProtect versions 1.X, 2.X, 3.X, and the
latest 3.6+, as well as Themida versions 2.X and 3.X. Following stan-
dard malware analysis practices [30, 46, 60], we capture malware
behaviors by monitoring the system library APIs (referred to as
syscalls) invoked by the malware sample. Intuitively, the greater the
number of syscall invocations exposed during execution, the more
predicate conditions are triggered, which leads to the exploration of
more program paths and the exposure of more malware behaviors.

The analysis environments are standardized across all the com-
pared analysis tools to ensure a fair comparison. Specifically, we
configure these analysis tools to monitor the same set of syscalls.
The list of monitored syscalls can be found in [7]. Each individual
invocation of a syscall is treated as separate behavior, if its argu-
ments exhibit significant difference with the other invocations of
the same syscall. Integer arguments are not distinguished, but string
arguments are considered if their similarity is above a pre-defined
threshold (80% in this study). The dissimilarity of structure-typed
arguments is determined by their critical fields, and the pointer
arguments are examined based on their dereferenced values. As
for execution time, a recent study [40] suggests that two minutes
of execution is sufficient for a malware to exhibit its malicious be-
haviors. We set the analysis time for each malware sample to ten
minutes to balance time constraints and test coverage. For fairness,
all comparison tools are also given a ten-minute analysis window.
We also extend the analysis to twenty minutes per sample and
observe no additional hidden behaviors, thereby confirming that a
ten-minute window is adequate for our evaluation.

Results. Figure 6a presents the number of unique syscall invoca-
tions exposed by different tools. We make the following observa-
tions: () PMP and VMFoORCE expose 5.81 times and 10.97 times as
many syscall invocations as Cuckoo, respectively. This suggests that
many malware samples conceal hidden behaviors safeguarded by
specific conditions; 2) VMFORCE exposes 89% more syscall invoca-
tions than PMP on average. It implies that the virtualization-based
obfuscation often obfuscate trigger conditions for hidden behaviors;
3 PMP exposes more syscall invocations than VMFORCE in 3.5%

of malware samples, primarily those with few obfuscated trigger
conditions, where VMFoORCE’s virtualization analysis incurs greater
time overhead then PMP’s native analysis; 3 VMFORCE™™" exposes
the highest number of syscall invocations, as it forcibly executes
both native and virtualized code. Nonetheless, this count is lower
than the combined number exposed by PMP and VMFoRcCE with
the limited time budget.

We also study the time distribution and memory consumption.
On average, VMFoRCE** and VMFoRcE take 37 and 29 seconds,
respectively, for a round of forced execution. Figure 6b breaks down
the time consumption of VMForce™ and VMFORCE. As shown,
during a forced execution, the virtualized code consumes 87% of the
time, while the native code (under Pin) takes only 13%. Regarding
the forced execution of virtualized code, the analyzer (identifying
virtualized conditional transfers and fuzzing to reverse predicate
outcomes) occupies the most time (82%), followed by the executor
(15%) and the path explorer (3%). Figure 6c presents the normalized
memory consumption changes during the raw and the forced exe-
cution. Plain execution consumes an average of 6.25MB of memory,
with peak usage reaching approximately 7.32MB. VMFoRcE intro-
duces 65 times (391.97MB) as much memory consumption as the
plain execution on average, with a peak value of 197 times (0.95GB).
Such memory consumption is acceptable in malware analysis.

We further investigate the feasibility of virtualized conditional
transfers forced by VMForce. Existing deobfuscation tools strug-
gle with understanding virtualized conditional transfers, making
it impractical to automatically verify their feasibility. Manually
reverse-engineering virtualization-obfuscated samples is consider-
ably more difficult and requires significantly more effort than native
samples. Therefore, we conduct a study based on a sampling ap-
proach. We first randomly select 20 virtualized conditional transfers
forced by VMForce, which expose additional behaviors compared
to plain execution. Next, we manually check the selected trans-
fers to examine the conditions required to satisfy the virtualized
predicates. Finally, our manual analysis confirms that 17 out of 20
virtualized conditional transfers are feasible. We are unable to deter-
mine the remaining 3 cases due to the complexity of the virtualized
program logic, and conservatively label them as false positives. We
also employed an open-source machine learning project[23] that
determines whether a malware sample exhibits malicious behavior
by analyzing its syscalls. Detailed experimental results and case
studies are presented in §G of the supplementary material [20].
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5 Discussion

Although VMFoRCE is both effective and generalizable to popular
commercial virtualization obfuscators, it has limitations and may
be susceptible to potential adversarial attacks.

Scope and Assumptions. This study focuses solely on malware
samples protected by commercial virtualization obfuscators. We
exclude those using customized virtualization obfuscators due to
their limited prevalence. VMFoORCE assumes that the malware sam-
ples are obfuscated using generic virtualization engines involving
interactions among vpc, vflag, and bytecode. Adversaries could
potentially circumvent it by customizing the virtualization mech-
anism, for example, by implementing a non-standard approach
to handling branch conditions without introducing explicit data
structures like v flags. However, such customized virtualization
schemes typically increase implementation complexity, reduce the
robustness of the obfuscated program, and introduce substantial
performance overhead. These drawbacks make such techniques
less practical and rarely adopted in real-world malware samples ob-
served in the wild. VMForce may also face two additional adversar-
ial strategies. Malware could detect Pin-based instrumentation and
alter its behavior to evade trace collection. Adversaries could inject
decoy information flows that mimic genuine virtualized execution
patterns, misleading candidate tracking and degrading symbolic
trace precision.

Polymorphism and Nested VM. The latest versions of VMProtect
and Themida introduce polymorphism at the virtual machine level,
where multiple virtual machines coexist within a malware sample,
responsible for different parts of the code. Obfuscation remains
coherent within each virtual machine. VMFORCE remains robust in
the presence of such form of polymorphism. Reverse-engineering
analyses [15] further show that Themida’s shark, puma, and eagle
virtual machines are nested, with inner virtual handlers virtualized
by an outer virtual machine. According to the official manual [14],
nesting causes severe slowdown and instability. We have not found
real-world malware samples protected with nested virtual machines
and leave their effective handling as future work.

6 Related Work

Malware analysis. Malware analysis can be broadly categorized
into static and dynamic approaches. Static analysis [17, 38] extracts
structural information or patterns from the binary and matches
them with known signatures. Dynamic analysis [27, 37, 59] executes
the binary in a sandbox and records its behaviors to detect malicious
actions, making it immune to obfuscation. However, the quality
of analysis depends on the execution environment, as malicious
behaviors are only exposed when appropriate conditions are met.

Forced execution. There are several forced execution tools devel-
oped on different platforms, including desktop binary [30, 46, 60],
Android runtime [52] and JavaScript engine [32, 34]. Previous stud-
ies put considerable efforts to ensure a crash-free execution. While
these tools can expose malware behaviors without setting up en-
vironment, they are unable to forcibly execute the virtualization-
obfuscated malware due to the virtualized conditional control trans-
fer instructions.
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Deobfuscation. Early deobfuscation technique [39, 54] utilized
static analysis to simplify the obfuscated binary. Unfortunately, they
leveraged a static analysis which is not applied to highly obfuscated
binary, e.g., virtualization-obfuscated malware. The mainstream
studies [33, 51, 56] of deobfuscation techniques rely on the knowl-
edge of the code virtualization mechanism. These methods have
limited generalization when their assumptions do not hold. A recent
work, CIA [41], constructs a special program to extract reusable
knowledge but fails to capture conditional transfer instructions.
Achieving comprehensive deobfuscation remains a challenge.

7 Conclusion

In this paper, we propose VMFORCE, a forced execution solution
for detecting virtualization-obfuscated malware. It features a light-
weight identification of virtualized conditional transfers and fuzzing-
based reversal of predicate outcomes. VMFORCE leverages a critical
observation that the virtualization needs to follow specific data-
and control-flow in order to preserve the original semantics of
control transfers, hence is general to popular obfuscation methods.
The evaluation results show that VMFORCE can accurately iden-
tify virtualized conditional transfers and effectively expose hidden
malware behaviors obfuscated by virtualization.
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Figure 7: The virtualization of conditional transfer.

A Prevalence of Virtualized Malware Samples

To investigate the prevalence of virtualization-based obfuscation
in modern malware, we obtained a large-scale sample set from the
VirusShare repository. comprising 1310720 samples from 2015 to
2025. An initial screening with Detect It Easy reveals that 48497
samples (approximately 3.7%) exhibits signatures of virtualized
obfuscation. Although such samples still constitute a minority of
overall malware, their proportion has grown significantly over the
past decade from 0.56% to 5.8%. This highlights the increasing adop-
tion of virtualized obfuscation by malware authors and warrants
dedicated research into this challenging evasion technique.

B Virtualization of Conditional Transfers

As shown in Figure 7, a native conditional transfer instruction
(e.g., jz) is decomposed into several assembler units, including
GetFlagBit that acquires the specific bit value of v flag from the
virtual context, GetBranchAddr that retrieves the addresses of the

true and/or false branches from the bytecode area, ComputeTargetAddr

that calculates the target address based on the flag bit value and the
branch addresses, SetTargetAddr that updates vpc with the cal-
culated address. In particular, GetFlagBit contains two virtual han-

dlers, including vflag_obtaining_handler and bit_masking_handler.
The execution code (highlighted in green) of vflag_obtaining_handler

obtains the vflag value from a specific offset in the virtual context.
The jump code (highlighted in yellow) fetches the subsequent byte-
code instruction and transfers control to bit_masking_handler.

C Contribution of Individual Rules

As discussed in §3.2, the three rules must operate sequentially in the
order of Rule (©), Rule @) and Rule (b) to reliably identify virtualized
conditional transfers. In particular, Rule (©) first selects potential
virtualized instructions; Rule (@) then narrows them down to po-
tential virtualized transfers; and Rule (©) finally filters out potential
virtualized conditional transfers. To further evaluate the contribu-
tion of each rule, we perform an ablation study on the identification
of virtualized conditional transfers using the Hash benchmark [47].
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Table 3: Contribution of each individual rule evaluated on
the Hash benchmark virtualized by VMProtect.

. |ICT|
Hash Function IRCTI } Rules ©+@+® [ Rule @+® [ Rule ®
#1 Simple MD5 7 7 38 621
#2 adler32 2 2 13 187
#3 Jenkins’s one-at-a-time 2 2 11 152
#4 SipHash 2 2 13 174
#5 xxHash 8 8 60 921
#6 superfasthash 4 4 25 360
#7 Fowler-Noll-Vo Hash 1 1 5 78
#8 Spooky Hash 3 3 17 280
#9 City Hash 5 5 20 336
#10 Jody Hash 4 4 21 307

In this study, we use VMProtect to obfuscate each hash function
and apply different combinations of the three rules to identify vir-
tualized conditional transfers. The evaluation results are presented
in Table 3. In the table, |RCT| denotes the number of conditional
transfers reachable by running the program using the benchmark-
provided inputs; |ICT| denotes the number of identified virtualized
conditional transfers. We can observe that the applying Rules (©), @
and (b) together correctly identifies all virtualized conditional trans-
fers without any false positives. In contrast, applying only Rules (@
and (B) results in identifying 5.87 times the correct number, with
82.96% of them being false positives. When only Rule () is applied,
the false positive rate can reach as high as 98.89%. Similar results are
observed with other commercial virtualization obfuscators, such as
Themida, Enigma, and Obsidium.

D Identification of Virtualized Transfers

Table 4 shows an example of identifying conditional transfers virtu-
alized by VMProtect. The table displays the instruction, the actions,
and the taints from left to right. Each row corresponds to the exe-
cution of an instruction instance. Newly generated vpc and v flag
candidates, updated values and taint sources are highlighted in red.
Note that the virtual handlers shown in the table are for illustrative
purposes only. Our identification algorithm does not depend on
prior knowledge of specific virtual handlers.

The instruction i; falls into Case 1, where esi is used as the base
register for memory addressing, resulting in the effective address
my. The virtual variable values (i1, esi,v;) and (i;, my, v;) are added
to the local and global vpc candidate sets; and the abstract variable
esi is marked as taint source. The taint is transitively propagated
to the abstract variable my; in the instruction igs, which represents
the effective address using ecx as the base register for memory ad-
dressing. The instruction is3 falls into Case 4, which is a bitmasking
instruction that masks the eax register. Consequently, eax is added
to the global v flag candidate set and marked as taint source. The
taint is transitively propagated to ecx in the instruction igs, which
serves as the base register for memory addressing.

From the above analysis, the eax register in the instruction iss
are tainted from both the esi register in the instruction i; (a vpc
candidate) and the eax register in the instruction is3. These taints
are further transitively propagated to the esi register in ij24, which
eventually taint flow to the native program counter. The instruction
i1z falls into Case (5), where the analyzer tries to verify whether
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Table 4: An example of identifying conditional transfers virtualized by VMProtect.

Instruction Actions Taints
vpc_cands' [ vpc_cands® [ vflag cands® | upd_vals'
GetBranchAddr
[ mov eax, [esi] {(i1, esi, v1), (i1, my, v1)} {(i1, esi, vy ), (i1, my, 01)} i I} esi — eax
iy Tea esi, [esi+4] {{i1, esi, v1y, (i1, my, v1)} {{(i1, esi, vy ), (i1, my, v1)} i {esi: vy ]}
i3 mov [ebp+0], eax {{i1, esi, vy ), (i1, my, v1)} {{i1, esi, vy ), (i1, my, 01 )} I} {esi: [ ]} eax — my
vflag_obtaining_handler
is3 movzx eax, byte ptr [esi] {(is3, esi, v3), (is3, m3, v3)} {(i1, esi, 01), .} } {3 esi — eax
[ mov eax, [esp+eax] {{is3, esi, v3 ), (i3, M3, U3 ), ..} {(i1, esi, 1), ..} 1 {eax : o4} esp — eax
i35 mov [ebp+0], eax {(is3, esi, v3 ), (i3, M3, U3 ), ..} {{i1, esi,v1), ..} B {eax : [o4]} eax — my
bit_masking_handler
ig9 mov eax, [ebp+0] {(ia9, €bp, v5 ), {isg, M4, V5)} (i, esi, v1), ..} { { my — eax
is0 mov ecx, [ebp+4] {(ia9, €bp, vs), (igg, My, Vs), ..} {(ir, esi, v1), ..} { { ms — ecx
isg not eax {{iso, ebp, vs), {{ia9, M4, v5), ..} {(i1, esi, v1), ..} & ]
i59 not ecx <i4g, ebp, 05), <i49, my, Us ), } {<i1, esi, vy >, } } {}
is3 and eax, ecx (ig9, €bp, vs), (is9, My, Vs ), ...} {{i1, esi, v1), ..} {{is3, ecx, vg )} I ecx — eax
isq mov [ebp+0], eax (ig9, €bp, vs), (is9, M4, Vs ), ...} {(i1, esi, 1), ..} {(is3, ecx, vg )} ¢ eax — mg
ComputeTargetAddr
i7s___mov eax, [ebp+0] {{iz6, ebp, v7), (i, Me, 7)} (i, esi, v1), ..} {{is3, ecx, v6)} {t ms — eax
i77 mov ecx, [ebp+4] {(i76, €bp, v7), (iz6, Mg, U7), ..} {(i1, esi, 1), ..} {(is3, ecx, vg )} I m; — ecx
i7s add eax, ecx {{i76, ebp, v7), (iz6, Me, V7)), ..} {{(i1, esi, 01y, ..} {{is3, ecx, vg )} I ecx — eax
i79 mov [ebp+0], eax {{i76, €bp, v7), (iz6, Me, V7)), ..} {{iy, esi, 01y, ...} {{is3, ecx, vg )} I eax — mg
isq mov ecx, [ebp+0] {{i76, ebp, v7), {iz6, Mg, V7Y, ..} {(i1, esi, 1), ..} {(is3, ecx, vg )} ¢ ms — ecx
iss mov eax, ss:[ecx] {{iss, ecx, v10), (i76, M11, V10), -} {(i1, esi,vy), ..} {(is3, ecx, vg )} 0 ecx — eax, my; — eax
[ mov [ebp+0], eax {{iss, ecx, v10), (76, M11, V10), -} {{(i1, esi, 01y, ..} {{is3, ecx, vg )} I eax — My
SetTargetAddr

i124 mov esi, [ebp+0] {(i124, €bp, vs), (igs, Mo, vg)} {(iy, esi, 01), ..} {(is3, ecx, vg )} { mo — esi
i15 movzx eax, byte ptr [esi] (1125, €si, vg ), ..} {{iy, esi, 01y, ..} {{is3, ecx, vg )} esi — eax
1126 add esi, 1 (1125, €si, 09 ), ...} {{i1, esi, v1), ..} {{is3, ecx, vg )} {esi: o[}
i127 push [0xAC1504 + eax*4] (i125, €s1, 09, ...} {{i1, esi,v1), ..} {{is3, ecx, vg )} {esi: o]} eax — myo
i128 retn { my — npc

the aforementioned three rules are satisfied. In this example, the esi
register is recognized as a vpc candidate in i;2s. This vpc candidate
is then updated in iy36 and is a taint source of the native program
counter, thus Rule (©) is satisfied. The esi register in the instruction
i1 is also a taint source of vpc, which makes Rule (@) satisfied. Finally,
Rule (B is satisfied because the only global v flag candidate (register
eax in the instruction igs) is a taint source of vpc as well. Therefore,
we successfully identify a conditional transfer by the end of this
instruction, which demonstrates the feasibility of our approach.

E Implementation Details

Path explorer. VMFoORCE employs the same linear search strategy
for path exploration as PMP. In particular, the linear strategy aims
to cover all control flow edges. In each round, the linear search
selects a new virtualized conditional transfer to enforce, which is
the last one whose predicate outcome has not been reversed before.

Executor. Forced execution could result in corrupted states, and
hence exceptions. To ensure crash-free execution, VMFoRCE adopts
a lightweight memory pre-planning approach similar to PMP. It
involves pre-allocating a large memory region and filling it with
carefully crafted random values before execution. These values are
designed so that dereferencing an invalid pointer has a high like-
lihood of falling into the pre-allocated region, while semantically
unrelated invalid pointer dereferences are highly likely to access
disjoint pre-allocated regions, avoiding bogus data-flow.

Analyzer. The goal of analyzer is to identify virtualized conditional
transfers from the execution trace. Unlike a native conditional trans-
fer, which can be represented solely by the address of a conditional
jump instruction, a virtualized conditional transfer requires both
the value of vpc along with the address of an emulating instruction
(serving as the unique identifier), and the value of v flag along with
the address of an emulating instruction (for forcibly setting).

Prototype. We implement the analyzer and executor of VMFORCE
on top of Pin [11], a well-known dynamic binary instrumentation
tool. Pin employs dynamic binary instrumentation rather than
debugging. It naturally bypasses many anti-debugging protections
that specifically target debugger-based analysis. For the analyzer,
we instrument each memory read/write instruction, register update
instruction, bit-masking instruction, and indirect jump instruction,
taking different actions as explained in Algorithm 1. The taint
analysis engine is implemented based on [12]. For the executor, we
set breakpoints at the emulating instructions corresponding to the
specified conditional transfer and drive the fuzzing process in a
fork-and-exec way. To improve performance, the identification of
conditional transfers and the reversal of predicate outcomes are
performed in a pipeline. We hook system library APIs to capture
the program behaviors.



	Abstract
	1 Introduction
	2 Motivation
	2.1 Background and Term Definitions
	2.2 Limitations of Existing Techniques
	2.3 Observations

	3 Design
	3.1 Preliminary
	3.2 Identify Virtualized Conditional Transfers
	3.3 Reverse Predicate Outcomes

	4 Evaluation
	4.1 Benchmarks with Ground Truth
	4.2 Real-World Malware Samples

	5 Discussion
	6 Related Work
	7 Conclusion
	Acknowledgments
	References
	A Prevalence of Virtualized Malware Samples
	B Virtualization of Conditional Transfers
	C Contribution of Individual Rules
	D Identification of Virtualized Transfers
	E Implementation Details


