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[x ﬂ Elements Console

<html>
» <head>..</head> @

¥ <body onload="onload handler()

P <div id="input”>..</div>
<hr>
P <div id="output”>..</div>
<hr>
P <div id="avg">..</div>
</body>
</html>

html body div#output
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Break on
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C:/Usersf/youwe/L 13 function calculate_avgval(lis) {
14, sum = @;

}Ie:ﬁ 12 b Call Stack @

i index.html 15| for (i = @; i < lis.length; i++)  » Breakpoints @
16 val = parseFloat(lis[i].innerT I
17 if (isNanN(val)) throw "Non int ¥ index.html:19
18 sum += parseInt(val); console.log(sum);
; Bconsole. B log(sum); » XHR/fetch Breakpoints
21 return sum / lis.length; » DOM Breakpoints @
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. X {} Line33, Column3 Coverage:n/a " Event Listener Breakpoints @
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l document

1. function check_verification() { . : .
2 codel = get_user_input_code(); m
3 code2 = get_sys_gen_code(); I R
4.  return compare_code(codel, code2); “°g'|"'f°r m)
5. } | 1 1 1
. . input input button
g ﬂ'ltnCtlo_n ralse_errorp;: . (username) (password) (submit) | & 77
ext = createText("IUERSAIER");
8. form = getElementById(“form");
10.
D> 1 i tion login() { button onclick login()
. function login :
12. result = check_verification(); I> (submit)
13. if (result == 1) raise_error(); | .. . ..
14. else do_login();
15. }

I» 16. button=getElementById("submit");
17. button.onclick = login;
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[> 1. function check_verification() {
: R E SRR A 2. codel = get_user_input_code();
= . Step OVGI’. Tﬂ{j%ﬁlﬂmyﬁ#@@ 3. code2 = get_sys_gen_code();
v . Step Into: ﬂ)\%ﬁﬁ%@éﬁ 451 }return compare_code(codel, code2);
T m Step Out: Bk a2 6. function raise_error() {
7.  text = createText("WIFFBAIEHE");
L — 8. form = getElementById(“form");
b *EEE*ZR{E%E%ZFE 9. form.appendChild(text);
10. }
14+ 4=
. {E}Eﬁ'ﬁjﬂ]%y?ﬂ{j |:| 11. function login() {
L4 = - 12. result = check_verification();
. ﬁymﬁﬁﬁﬂ?ﬂi B 13. if (result == 1) raise_error();
14. else do_login();
15. }
16. button=getElementById("submit");
[> 17. button.onclick = login;
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. function check_verification() {

codel = get_user_input_code();
code2 = get_sys_gen_code();

return compare_code(codel, code2);

function raise_error() {

1
2
3
4.
5. }
6
7 text = createText("MiFRSAIERE");
8
9

5 /X\%{EE{]/E\M form = getElementById(“form");
. form.appendChild(text);
. _1 U 10. }
AR ﬁ . 11. function login() {

A2 TRE 12. _ result _—_Qb_e_ClS__V_GILfLC_a_tLQflOJ ________

" result@— P XiET=E 13. if (result == 1) raise_error();
N . \ | 14. else do_login

« (BB S oo

16. button=getElementById("submit");
17. button.onclick = login;
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. function check_verification() {

codel = get_user_input_code();
code2 = get_sys_gen_code();

return compare_code(codel, code2);

function raise_error() {
text = createText("MiFRSAIERE");
form = getElementById(“form");

1
2
3
4,
5 3}
6
7
8
9 form.appendChild(text);

- 10. 3
h 1] :
7_]T1§J . 11. function login() {
, . N 12. result = check_verification();
L bUttOﬂ.OﬂdICk%_A%%@@éﬁxi 13. if (result == 1) raise_error();
14. else do_login();
s L FHISMdo loginERiZL 15. }

16. button=getElementById("submit");
17. button.onclick = login;
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function generateCaptcha() {
const chars = "ABCDEFGHIKLMHPQRSTUVIWXYZ23456789";

18
189
118
111
112
113
114
11%
116

- -

" fERm

S

GIERS

let captcha = '°;

fo

-I.
J

r(let i =8; 1 <4; i++) {
captcha += chars.charAt(Math.floor(Math.random()} * chars.length));

return captcha;

G

145 function check verification() {
AD 146 const codel = get user input code();
'ﬁLLIE{E% 147 const code2 = get sys gen code();
148 return compare code(codel, code2);
149 3
1@
151 function compare_code{codel, code2) {
152 if (codel.toUpperCase() === code2.tolUpperCase()) {
153 return @; // FIERIER
154 } else {
155 return 1; // WIHESHIR
156 }
157 3
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189 function generateCaptcha() {

11e const chars = "ABCDEFGHIKLMHPQRSTUVHXYZ234567859° ;

111 let captcha = "°

112 for (let 1 =8; 1 < 4; i++) {

113 captcha += chars.charAt(Math.floor(Math.random() * chars.length));
114 }

115 return captcha;

116 }

I

" FTHHERIE, SSUX T RERNELE, REIeIESE AR

» generateCaptcha = function() {
return "1234"; Y

} BRI 1234
¢ f o

return "1234";

W
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145 function check verification() {

146 const codel = get user input_code();
147 const code2 = get sys gen code();
148 return compare_code(codel, code2);
149 1

" ZBOXRERZLEE, LEUKTREO, WAlKSadmin, ZiG
1234, WIS, /REER, BRI,

> check verification = function () { alble  |ocalhost SR
ATTER Y

return @;
} _Cor BRI
@
O B | , 3
return 8; ron =

}
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132 function legin() {
133 | const result = check verification(); 7result =1
Hif (result === 1) [Cralse_error();

135 | else do_login();

136 }
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SUERS, FFfETEsession

gstr = "7

tor($i=0;%i<d;$i++){
$pos = rand(min: @,max: 35);
$str .= %$string|[%$pos];

h

session_start();

% SESSION[ "img_number'] = $str;

SIS, BUim(AfRimIE KEEIA

ARG SER_2 JRIE

137
138
139
148
141
142
143
144
145
146
147
143
149
158

152

154

S

$string = "abcdefghijklmnopgrstuvwxyz©123456789";

function check_verification() {
fetch('/verify.php', {
method: "POST',
headers: {
'Content-Type': ‘'application/json’
T
bedy: J1SON.stringify({
code: get user input_ code()
1
+).then(response => response.json())
.then(data =» {
if (data.success) {
return 8;
} else {
return 1;
}
1)
.catch(error => {
console.error( 'JHIFEN: ", error);
return 1;

I3

et



ARG

GIE

$input = json_decode(json: file_get_contents(filename:

" jEim)

TR I« T I

10
11
12
13
14
15
16
17
18
19
20

=~ Ny

" BYYm

124
125
126
127
128

FMTER

$code = strtolower(string: $input['code'] ?? '');

it (empty($code)) {

echo json_encode(value:

exit;

¥

[

success' => false, 'message' => 'FR/LE

4captcha = $_SESSION['img_number'];

// B IER

%isCorrect = $code === $captcha;

[/ BHEERIBRISIERS, PAIEEEHFR
unset($_SESSION[ 'img_number']);

echo json_encode(value:

["success' =» $isCorrect]);

HE, F
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FIRTE BT RS

function login() {
const result

= check_verification();

else do_login();

—
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‘php://input'), associative: true);
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137 function check wverification() {

138 fetch( ' /verify.php", {

139 method: 'POST',

148 headers: |

141 'Content-Type': 'application/json’
142 },

143 body: JSON.stringify({

144 code: get user input code()

145 Iy

146 }i.then(response => response.json())
147 .then(data => {

148 if (data.success) {

1449 return 8;

158 T else {

151 return 1;

152 3

153 1)

154 .catch({error =» {

155 console.error (' IHEEM: ', error);
156 return 1;

157 s

1555 }
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* check_verification = function () {
return @;
¥ ailable  |ocalhost 25 |
() A _Cor BRI
return @; &
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L1l

132 function legin() {
133 | const result = check verification(); 7result =1
Hif (result === 1) [Cralse_error();

135 | else do_login();

136 }

pAY o L\ AN _ ¥/~ — S

s BRI HEIERmE, BiAresult=0, BRE3IT, SR,
} _'I'_'E-El_.l]_t a @DeuTchsisnowauailable lOCElhOStE‘gZI_T
-1 ik [0 Elements BFEIN
D@ toery @

> Tesult=>9 ) eculs e

<« 8

eeeee



| MAKIIERSSIT LR 3 JRIBRSS

|4 AR EILEL, £ BT

2.5 F5 %k, [T 3 Il il EL 5k & 2 L
i ik A SO

Al

5%



ARIGUERS SRS SEN_3_JRIEIRGS

" Blm— R EERE AXEfFumieit

136 const name = document.getElementById( 'name').value;

137 const passwd = document.getElementById('passwd').value;
138 const captchald = document.getElementById('captcha-id').value;
139 const code = document.getElementById('code').value;

1486

141 const loginResponse = await fetch('/loginl.php', {

142 method: 'POST',

143 headers: {

144 'Content-Type': 'application/json'

145 1,

146 body: J1SON.stringify({

147 name: name,

148 passwd: passwd,

149 captchald: captchald,

150 code: code

151 1)

152 1)
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=> false, 'message' => 'IIERSIDARILEDR’.$_SESSION['img_id_0']1]);

=> false, 'message’' => 'IRIFEBEHZE']);

13 if (isset($input['captchald'])) {

1O TcapLcnald = Sinput] captcnald

20 if ($captchald !== $ SESSION['img id @']) {
21 echo json_encode(value: ['success'
22 exit;

23 1

24

25 $captcha = $ SESSION[ 'img_number'];

26 // ISR EIEH

27 $isCorrect = $code === $captcha;

28

29 /1 BEAEEMIERIEUERS, PRIEES{ER

3@ unset($_SESSION[ 'img_number']);

31 J/ unset($ SESSION[ "img_id']);

32

33 if (!$isCorrect) {

34 echo json_encode(value: ['success'
35 exit;

36 }
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Name

E 3 %E6%IT%A...
- captcha.php

[J favicon.ico

{> login1.php

4 requests  15.4k

X Headers Payload Preview Response Initiator >>

+ Request Payload view source

v {name: "123", passwd: "321", captchald: "flb544fab6687bd@91
captchald: "f1b544fab6687bd@9f8159066513e346"

code: "333"
name: "123"
passwd: "321"
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> fetch('/loginl.php', {
method: 'POST',
headers: {
"Content-Type': 'application/json'
}
body: JSON.stringify({
name: 'admin',
passwd: "1234",
code: "123",
)
}).then(response => response.json())
.then(data => {console.log(data.message);})

< » Promise {<pending>}
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136 const name = document.getElementById( name').value;

137 const passwd = document.getElementById( ' passwd').value;
138 const captchald = document.getElementById('captcha-id').value;
139 const code = document.getElementById( ' 'code').value;

146

141 const loginResponse = await fetch('/login2.php', {

142 method: 'POST',

143 headers: {

144 'Content-Type': 'application/json'

145 1,

146 body: J1SON.stringify({

147 name: name,

148 passwd: passwd,

149 captchald: captchald,

150 code: code

151 +)

152 1)

153
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if (iss
if

}

SHATIEL, RRERIcode

et($input['code'])) {

(is_string(value: $input['code'])) {

$input['code’'] = strtolower(string: $input['code’]);
Eﬁgﬁkggﬂi($input['cade']};
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> fetch('/login2.php', {
method: 'POST',
headers: {
"Content-Type': 'application/json'
}
body: JSON.stringify({
name: 'admin',
passwd: "1234",

code: [1,2,3] X captchaldfFfigfEdom™, BILLUEIT sIREX
captchald: '8581fb406af@8f3bf568cch8e87c9da8’

})
}).then(response => response.json())
.then(data => {console.log(data.message);})

¢ » Promise {<pending>}

BRI



7.2 Webgiimll 5512571
= NI MERE

" LHRT S

= THReER

" RIS RIER




SEINERY MR

= 5l F: CSDN, SHINEHIE
(https://blog.csdn.net/weixin_41943811/article/details/111

S IIGRES)

& cspn =Bm BB iEZFERsk TE ik

933295)

A BiE BOINE B

TrustHarry
N U EFRAL

8 93+ 67+ 608 @
REl EHE SHEE

80 0 0 0 0

MBS Q
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Ubuntu1804}&iR

docker Fr2Egerrit
GitLabF+k
UbuntuzziEdocker SifiF

CentosZ2EVNC ServerfSigihit

BINE
CentosZ2EVNC ServerfSigihit

B frog

UbuntuZ#docker S##ajR

Ubuntu18043&;&E

TrustHarry

ubuntu B

1. FRERESIHE mv fetclapt/sources. list /etc/apt/sourses.list.backup
2. JHEEETER sudo su
3. vi /etc/apt/sources.list

4 FILA TR ES R

deb http://mirrors.aliyun.com/ubuntu/ bionic main restricted universe multiverse

deb http://mirrors.aliyun.com/ubuntu/ bionic-security main restricted universe multiverse

deb http://mirrors.aliyun.com/ubuntu/ bionic-updates main restricted universe multiverse

deb http://mirrors.aliyun.com/ubuntu/ bionic-proposed main restricted universe multiverse
deb http://imirrors.aliyun.com/ubuntu/ bionic-backports main restricted universe multiverse
deb-src http://mirrors.aliyun.com/ubuntu/ bionic main restricted universe multiverse

deb-src http://mirrors.aliyun.com/ubuntu/ bionic-security main restricted universe multiverse
deb-src http://mirrors.aliyun.com/ubuntu/ bionic-updates main restricted universe multiverse
deb-src http://mirrors.aliyun.com/ubuntu/ bionic-proposed main restricted universe multiverse
deb-src http://mirrors.aliyun.com/ubuntu/ bionic-backports main restricted universe multiverse

w

EB#T apt update
apt upgrade
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Ubuntu180

1. BREEESIT mv /ete/aptsources list /etc/apt/sourses. list.backup
2. YHREIEER sudo su

vi/etclapt/sources.list

ARINEA TR
deb http://mirrors.aliyun.com/ubuntu/ bionic main restricted universe multiverse

(&)

S

deb htip://mirrors.aliyun.com/ubuntu/ bionic-security main restricied universe multiverse
deb http.//mirrors.aliyun.com/ubuntu/ bionic-updates main restricted universe multiverse

deb http://mirrors.aliyun.com/ubuntu/ bionic-proposed main restricted universe multiverse

deb http://mirrors.aliyun.com/ubuntu/ bionic-backports main restricted universe multiverse

m deb-src http://mirrors.aliyun.com/ubuntu/ bionic main restricted universe multiverse
ﬂiﬁ%ggﬁﬁﬁgaﬂt deb-sre htip.//mirrors.aliyun w:OI’h"U\JunL/ bionic-security main resiricted universe muitiverse
RUfUS ﬁmmm!u.ﬁmk deb-src http://mirrors.aliyun.com/ubuntu/ bionic-updates main restricted universe multiverse

2025%5 598 (WAE) 14 deb-src http://mirrors.aliyun.com/ubuntu/ bionic-proposed main restricted universe multiverse

deb-src http://mirrors.aliyun.com/ubuntu/ bionic-backports main restricted universe multiverse

™

BEFf apt update
apt upgrade
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Chrome¥ E
= ChromelREIIEMERIKIER TR IS A=

s fic&: Manifest, DeclarativeNetRequest

 ilg5%: Service workers, Side Panel
s fiiZ<: Content scripts, Toolbar action

e =

R AN



Manifest

" Manifest@chromeif B A PHE—ZRIMBHINE, HHE
BHEmE Amanifestjson, MEHRERER.

= VTUC

b resources DEEEE———) ] RAVE SRS
manifestjson o) VR B R
* manifesticR Y EERITEIE. EX THIR. EHTNER, 7
R T BREAEREMIUEFIZ THI I,

1 o

2 "manifest wversion”: 3,

3 "name": "ERiEEMNTE",

4 "version™: "1.8.8",

5 "description”: "mEMSEMNEETR, TRERSIER"
6 ]



Manifest keys

Manifest jsonEE & X 4R LB EXNIIFE N FHEN, TEFEENE
manifestREEE X AIBB ML, LANENIRIERA,

WERI=ME

® manifest version: =, ¥ Rapiixd, XES3E0T],

" name: FfIER, IRERBIR, BENXAIA,

« version: FFER, RFFRIGERIRAS, BRNEE, FEELL0
Fk, =RE3F31 ", @W1.0.123.321 20 LARY, 0.1.123.321
AR,

2 "manifest wversion™: 3,
"name": "EREEMTE",
"version": "1.8.8",
5 "description”: "EEPENEETLH, TRER&GSER"



I Manifest keys

T BRI E, WRESrIHaREAMmEIchrome web store
£, XEMEE IR

" description: FfFE, XI{HAEINEERIEIR, BT 1329FR.
" icons: json, {REVMEREETR. EIXjsonF, #BAKFEL, B
AXNNBERERE (WRAENER, BR&EEFApng) . HAF
128x 1282, FaTF1Eweb storedf &R, 48x48t 2R
B, BTErENSSEEEERE, FEaiEEMEE R
AT EREPET.




I Manifest keys
» SRIN7T descriptionfliconszfg, HRREENGREFERUT:

HEEER®

1 _ .

2 "manifest _version": 3, _’li . A NiconBy¥R/E 1.0.1

3 "name”: "flAiconBIiRE", i...@ XMEEMA Ticonti B5R

4 "version”: "1.8.1",

5 "description”: "E-MREMANT iconfIER",

6 “"icons": {

7 "16": “icons/iconl6.png”,

3 "32": "icons/icon32.png”, ) . . Sy

5 "48": “icons/iconds.png”. ID: colhmbibpdmchgjgfgpgdcofjkkejinp

18 "128": "icons/iconl28.png"

11

123 } Details Remove c ©
toolbar

A mAiconfUinE I



| Manifest keys
= N REI A EBATkey
= action: EXARBIFEEEtoolbardh B-AIR S FOEITRIIT L.

1 {

2 "manifest wversion™: 3,

3 "name": "HMMiconPYiRE",

4 "version™: "1.8.1",

5 "description”: "ETHREMANT iconMETR",

6 "icons": {

7 "16": "icons/iconlé.png”, w
8 "32": “icons/icon32.png”,

9 "48": "icons/icond48.png”, ﬁﬁﬂgpopupﬂiﬁ

18 "128": "icons/iconl28.png"

ii :';ction": { PEE—MEEE Chrome ¥ E#HE .
13 "default_icon™: {

14 "18": "icons/iconlé.png”,

15 "32": "icons/icon32.png”

16 b,

17 "default _title": "Click Me",

18 "deftault_popup”: "html/popup.html”

19 }



I Manifest keys

C I - T . R - W R N Ry Y

[wal

11
12
13
14
15
16
17
18
19
28

®m Action:

Hrp, default title2XYEirEEEtoolbar LT, &

T~ERER. default popupEZEinfttoolbar EmTHiaERT,

17t

{

HY TR,

"manifest wersion": 3,

"name”: "INAiconBViGE",

"version™: "1.8.1%,

"description”: "ETHREBMATiconET",

"icons": {
"16": "icons/iconl6.png",
"32": "icons/icon32.png”,
"48": "icons/icond8.png”,
"128": "icons/iconl2d.png”
"action™: {
"default_icon": {
"16": "icons/iconl6.png”,
"32": "icons/icon3Z.png"
I

"default_title": "Click Me™
"default popup”: htmlfpopup html™

o
[N o B i~ BT+ I v « LN |

Lo T T o T ) |

Popup.html

<body>»
<h1>MI M popupTaE</hl>

<div class="content">
prEB—THEM chrome FEHEEO. <«/p>
<fdive
</body>



Manifest keys
« author: ¥, 1FEEE, —MRABREE,

5 "description”: "EMEEMATicontET",
"author": "zmlad",

® background: json, ENM{EFRERIservice workersfrEEHYjs

B Fr 21 “background”: {
E 22 "service worker": "service-worker.js"
23

8 E E

4 Eservice worker, Mo E
X, BEEmmieE

LOES



I Manifest keys

" content_scripts: 53R, EXIRBFIESEREES, ERAE
jsEkcss 4, Content_scriptsRMAESIEITT—MHIZAI LT
o, BEER, BREEHEdom, TiRERFAGERERE
javascriptiNEPRIZEEFIREEL,

BN TFHIRFPHIEG—IN, #BE—TjsonFH, FI|HE .
matches, css, js, run_at

24 “content _scripts": [

25 {

26 "matches”: ["https://*.ruc.edu.cn/*"],
27 "css": ["css/content-style.csst],

28 "js": ["js/content-script.jsT],

29 “run_at": "document_end"”

38 1

31 ]



content scripts

® Hrp, matches2/1MI5k, ZECEIXNFIFRFEIUrES, =i
1TIaERE N HYjsFAcss

" CssHljstB@53R, B—ITUAERITHIRESUHEXTESE

® Run at= ME: document start/end/idle, 331z [1£
ENEAERI] |, [FERENEERE] 1 [EREINEER
&, window.onloadSE4ft & BIRIRNEZARTE] X=1AER,
WRAEN, BiAdocument idle

# Document_endBY[E=R, RINETdomBE—F, xBIMNEE
fttéNimage, framelJEIR.,




content scripts

S RINT W Fcontent scriptsZfg, AEIMAK, BEEESH
.

| W/ Jymrriraniie .. v WS 1 [ Ly |

injected content script

Go Run O extension

manifest.json content-scriptjs X  # conteni-style.css

vruc > js > content-scriptjs
1 console.log("injected content script™);



content scripts

= FAEERERI, content scriptsiz{TEMIZIN ETFXH, BA
SN [RER R E HRY sHTT.

console.log("injected content script");

window.onload = function () { Content_script.js
document.getElementById( ' login-iframe")
.contentDocument.getElementById("login-submit™)
.addEventListener("click”, function (e) {

console.log("login-submit clicked”, e.target);

S I & TY . T O W A R )

[ L I ]

1)
¥

injected content script

login-submit clicked Conte nt_scri ptjsl:Fl'f‘%ﬁEj}j:L,/fj_-
P <button class="button" id="login-submit"” type="submit"™ disabled> - </button>

® » POST https://v.ruc.edu.cn/auth/login 40@ (Bad Request) login?&proxy=t

> JRREPRICREHRIT




11
12
13
14

(¥ B - WE R N R

content scripts

" BRWMELABERERE L TXFHRTRE? XE—

content_scripthYePA, RITIEFEAN—" scriptinzBle],

jsPath = "js/inject.js’;

var temp = document.createElement( 'script');
temp.setAttribute( ' type’, 'text/javascripl');
temp.src = chrome.runtime.getURL{jsPath);
document.body.appendChild{temp);

document.getElementById({ ' login-iframe"')
.contentDocument.getElementById (" login-submit™)
.onclick = function ()} {

i

console.log("login-submit clicked in inject script”);

injected content script
login-submit clicked in inject script

login-submit clicked in content script

XERIIRIE—EE A
T HaRRE RIS

Inject.js

B LAERIREZNAYonclickER
FARFL( B



Manifest keys
= web accessible resources: 73R, TENXIAETHIEBL R IREEH
R 131E],
" FAIRIEREARInject sEREIXEFHRERNA), Z8EERYE
AIHE, &N, NEsasikis,

32
33
34
35
36
37

"web accessible resources”: |

]

{

"resources”: ["js/inject.js"],

"matches”

h

manifest.json

["https://*.ruc.edu.cn/*"]

e e e —p -
€ v GET chrome-extension://invalid/ net::ERR_FAILED

(anonymous) @ content-script.js:15

>



Service worker

® Service worker BT HRITIREES, ATEINEFRMNIEMEY
F&. FiGservice workerspRY{EFSERASEHAIER RIS ZE
N,
s Service Worker B9<g434 -

S IRIIERAR . IETIENINERES, MRS,

= SHIKED: (NTEHR HT%EZI@@E R RIREFE,
« TEEEIAIE DOM: FEE@EIT postMessage 5 content script #1778

(o




Service worker

= Service worker @ id chrome apik T {E, IREE &
manifest.jsonEIBFREERZIRYapIHLEFINR

38 "permissions": [ Manifest.json
39 "webNavigation"
40 ]

A A b |

" BTYNNNRZfE, BATLAfEservice workerdr i XS Mzapi,
IRE SRS,

Service-worker.js

S—egm e ee

1 chrome.webNavigation.onCompleted.addListener((details) => {

2 if (details.url.tolLowerCase().includes('ruc')) {

3 console.log( [RUC URL Detector] URL contains "ruc": ${details.url} );
4 }

5 ) B EBruchIurliY, £

R eRHER



I Service worker

= EREINEE, (RALEEI—MRRERS
FHRLETHEESIS.

All Extensions

MMAiconB93RE 1.0.1
@ XMEEMAT iconfNER }°

[
e

ID: colhmbibpdmchgjgfgpgdcofjkkejinp
Inspect views service worker

Details Remy C () Details

“service worker,

Adobe Acrobat: PDF edit, ¢

Do more in Google Chrom
PDF tools. View, fill, commu
convert and compress tool
ID: efaidnbmnnnibpcajpcgl
Inspect views service worke

Remove

G' DevTools

Console  Netwqg Sources  Performance Memory  Application

Do e

O X

0

v © Y Filter Default levels v  No Issues {83



| v E

W oo <~ on kb wM

B R
N P ®

EWTy
Zi%%ﬁl

13
. . 14
= Manifest.json 15
16
17
18
"manifest_version": 3, 19
"name": "l ANiconfNFRE", 20
m . mw " " 21
version”: "l1..1",
"description”: "XPMHEEMAT iconBIETR", 22
m mn m " 23
author": "zmlad",
" mw 24
icons": { .
"16": "icons/iconlé.png",
m mn "2 - L1 26
32": "icons/icon32.png",
"48": "icons/icond8.png", 27
"128": "icons/iconl28.png" 22

}s

IREEEMERZIR ”

32
33
34
35
36
37
38
39
40

30

"action": {
"default_icon": {
"16": "icons/iconlé.png",
"32": "icons/icon32.png"
}J
"default_title": "Click Me",
"default_popup"”: "html/popup.html”
}s
"background": {
"service_worker": "service-worker.js"

}s
"content_scripts": [
{
"matches": ["https://*.ruc.edu.cn/*"],
"css": ["css/content-style.css"],
"js": ["js/content-script.js"],
"run_at": "document_end"
}

1,

8 E popup, backgroundfllcontent script

"web_accessible_resources": [

{

"resources”: ["js/inject.js"],
"matches™: ["https://*.ruc.edu.cn/*"]

1,
"permissions™: [
"webNavigation"

IREPR



| PEFRRE

= Content scripts

content-script.js

1 console.log("injected content script");

2

3/ AINEFREAEGHERE, EHEREHIIIMEERE

4 window.onload = function () {

5 document.getElementById('login-iframe')

6 .contentDocument.getElementById("login-submit")

7 .addEventListener("click", function () {

8 console.log("login-submit clicked in content script");

o b inject.js
10}
11

Al ol p Wi

T L EREENEREASE, TSN ARHES
14 var temp = document.createElement('script’); 2 document. getElementById('login-iframe’)
15 temp.setAttribute('type', 'text/javascript'); 3 .contentDocument.getElementById("login-submit")
16 temp.src = chrome.runtime.getURL(jsPath); 4 -onclick = function () {
17 document . body . appendChild (temp); 5 ‘ console.log("login-submit clicked in inject script");
- 6 15



| TEFARS
= popup.html

1 <!DOCTYPE html>

2 <html>

3 <head>

4 <meta charset="UTF-8">

5 <title>{E B HpopupllE</title>
6 > <style> -
55 </style>
56 </head>
57 <body>
58 <h1>fEE N popupTiE</h1>
59
68 <div class="content">
61 <p>IXE—NEER Chrome ¥ EEHEL. </p>
62 </div>
63 </body>

64 </html>



| PEFRRE

" service-worker.js

chrome.webNavigation.onCompleted.addListener((details) => {

1
2 if (details.url.tolLowerCase().includes('ruc')) {
3 console.log( [RUC URL Detector] URL contains "ruc": ${details.url} );
4 }
5 1)
~ NTUC
~ (€SS

# content-style.css
~ html

<> popup.html

v icons

2 icon16.png

El

icon32.png

El

icon48.png
2 icon128.png
NEE
content-script.js
inject,js
manifest.json

service-worker js



ARG SRISCH 1 R &

manifest.json

1 q

2 "manifest_version": 3,

3 "name”: "IHIFBEAET",

4 "version": "1.8",

5 "description”: "BGEFREIHEBRFAERZ",
6 "content_scripts": [

7 {

8 "matches”: ["<all_urls»"],
2 "js": ["content.js"],

18 "run_at”: "document_end”
11 1

L 1,

13 "permissions”: ["activeTab"]
14 1

LA LRI tar gz B BIRY

i,

1.tar.gz (10.00 KB)

(eI w= RS Y s R U FT (N Ry Y

el i el
|9 B = W R "]

16

content.js

console.log("loaded"};

/1 EEEREEE T RENBAE

const captchalmg = document.getElementById( ' captcha-img'};
const codeInput = document.getElementById( ' code');

const loginButton = document.getElementById{ login-submit');
/1@ B nameflpasswd

document.getElementById{ "'nams"').valua = "test’;
document.getElementById{ 'passwd').value = "test’;

if (captchaImg && codeInput && loginButton) J
/1 FEERINERNEAE

const captchaText = captchalmg.textContent.trim();

/1 HEEIES

codeInput.value = captchaText;

/1 B sEEREE
setTimeout(() => {
loginButton.click();
console. log( ¥R EHAEHERZER");
1, 588); // FNEEBERBEREDEE
} oelse
console. log( ' FIEFIFTRAISIEETEREMANE ) ;
¥
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manifest.json

"manifest_version": 2,
"name": "Adblock Plus",
"version": "1.e",

"description”: "Ad blocking extension for Chrome",

"permissions": [
"activeTab",
"<all_urls>"
I,
"background”: {
"scripts": [“"background.js"],
"persistent": false

¥
"content_scripts": [
{
"matches": ["<all_urls>"],
"Js": ["content.js"]
}

1,

"browser_action": {
"default_icon"™: "icon.png",
"default_popup"”: "popup.html”

}

W o N o0 B w KN

B R R R R RRBRRBAR
0 N U R W RO

content.js

4

(function() {

// SRV IRATLREMRE SR
var adSelectors = |
"iframe[src*="ad"]"',
‘div[class*="ad"]"'
1
// BRRIIERNr S
function removeAds() {
adSelectors.forEach(function(selector) {
var ads = document.querySelectorAll(selector);
ads.forEach(function(ad) {
ad.style.display = 'none';
1)
3
}
// TUENNESER G TremoveAds EIEL
document.addEventListener('DOMContentLoaded’', removeAds);
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https://chrome.google.com/webstore/detail/tampermonkey/dhdgffkkebhmkfjoje
Jmpbldmpobfkfo (Google)

https://addons.mozilla.org/zh-CN/firefox/addon/tampermonkey (Firefox)
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L/ ==UserScript-==

// @name csdn Fr—EmE#Fe

// @namespace https://blog.csdn.net/mukes

// @version 0.0.6

// @description {FJHIEX, Rdi—EREITFCKHGEN/NZIEXREBLURIAE, BleeCEER csdn 85
// @author mukes

// @include *://blog.csdn.net/*/article/details/*

// @include *.blog.csdn.net/article/details/*

// ==/UserScript==
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(function() {

'use strict';

var button
button.
button.
button.
button.
button.
button.
button.
button.
button.

textContent
style.width
style.height

style.align

style.color =

oo PRIRALEIIAT

= document.createElement("button"); //BIE—1N&H

AR /A
“oepx"; //KHIEE

= "28px"; //KiHEE

"center"; //NZAFH
"white"; //#KHHANFEIE

style.background = "#e33e33"; ///ZiHEE

style.border

= "1px solid #e33e33"; //fEEM

style.borderRadius = "4px"; //#ZiHPUNEIIE
addEventListener("click", clickBotton) //LIf&EEHmdE14F
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function clickBotton(){

setTimeout (function(){

var comment=[ "4 AENF, BREAERL ","FE T b C VD) AU, UAREE(C T ), HEE!
var STARTNUMBER = -1;

var ENDNUMBER = 5;

var temp_count = Math.floor(Math.random()*(STARTNUMBER-ENDNUMBER+1))+ENDNUMBER ;//!

document.getElementsByClassName("tool-item-comment”)[@].click(); //FTHIFiEX
document.getElementById("comment_content").value = comment[temp_count]; //GEHIHE—%
document.getElementsByClassName("btn-comment”)[0].click(); //ZZFEFFIE

document.getElementById("is-1like").click() //m#. Bz FHEER=—TC

},100);// setTimeout 0.1FL/SHi{T

}
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var like comment = document.getElementsByClassName('toolbox-list")[@]; //get
like_comment.appendChild(button); //#HZ#ZEHIINZE x HIFT=4
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1 /f ==UserScript==

2 // @name BLEEE. BRNMESZZIRAL S
3 J// @namespace http://tampermonkey.net/

4 // @version 1.8

5 J// @description try to take over the world!

6 // @author zhengmingliang

7 // @match *://*.v.qq.com/*

8 // @match *: //* .v.youku.com/*

9 // @match *://*.1giyi.com/*
16 // @grant https://github.com/small-rose/skip-video-ad/blob/master/skip-ad.js
11 // @grant none

Jf ==/UserScript==
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‘use strlct
16
17 // B, MEBEHESZEET S
18 var url = window.location.href;
19 if(new RegExp("v.gq.com").test{url)) {

20 window.setInterval (function (){ 1 P_-E@EUH

21 let time = document.querySelectorAll(".txp ad video"); - H—

22 if(time.length) { 2. ﬁﬁﬂy}_\_ TU%
23 for(let 1 = 0; i<time.length; i++){ 9& 7 \_
24 time[i].currentTime = 110 3 E fi

25 }

26 }

27 1, 1000);

28 telse if(new RegExp("v.youku.com").test{url)) {
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Finding Client-side Business Flow Tampering Vulnerabilities

| Luk Kim, Yunhui Zheng, Hogun Park, Weihang Wang, Wei You, Yousra Aafer, Xiangyu Zhang
Proceedings of the 42nd ACM/IEEE Internatinoal Conference on Software Engineering (ICSE 2020)
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