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GET/api/user/ 1234 - 200 OKч id 1234йonload

GET/api/user/ 1235- 401 Unauthorizedч id 1235йonerror



Manage.php





Tokenч/api/users/1234?token=be930b8cfb5011eb9a030242ac130003

ч 200й й
ӂ

php Sec-Fetch-Site й й
й Sec-Fetch-Site cross-siteй 403

й Sec-Fetch-Site
Åcross-site

Åsame-site

Åsame-origin

ÅNone
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XS Leaks Wiki

XS Leaks Attacks & Prevention

Fetch Metadata and Isolation Policies

Protect your resources from attacks with Fetch Metadata

Preventing framing with policies

CSP 'frame-ancestors' policy

Making your site "cross -origin isolated"

MDN Web Docs about CORP

https://xsleaks.dev/
https://www.appsecmonkey.com/blog/xs-leaks
https://www.appsecmonkey.com/blog/fetch-metadata
https://web.dev/fetch-metadata/
https://pragmaticwebsecurity.com/articles/securitypolicies/preventing-framing-with-policies.html
https://content-security-policy.com/frame-ancestors/
https://web.dev/coop-coep/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Cross-Origin_Resource_Policy_%28CORP%29
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credentials : 'include'
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Cookie Policy - Stack Overflow

https://stackoverflow.com/legal/cookie-policy
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Technical Demo - Fingerprint Pro

https://fingerprint.com/demo/


httpbin .org/headers

navigator.userAgent

https://httpbin.org/headers


What

browser? My browser? Is my

browser out of date?

(whatismybrowser .com)

https://www.whatismybrowser.com/


HTTP ACCEPT

/ й QuicktimeйFlashйJava Acrobatй

й Flash Java ӂ

JavaScript
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е Win32йLinux x86ж
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Cover Your Tracks | About (eff.org)

A Primer on Information Theory and Privacy | Electronic 

Frontier Foundation (eff.org)

https://coveryourtracks.eff.org/about
https://www.eff.org/deeplinks/2010/01/primer-information-theory-and-privacy
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Canvas Fingerprinting ɊBrowserLeaks

https://browserleaks.com/canvas


AudioContext Fingerprint Test Page (openwpm .com)

https://audiofingerprint.openwpm.com/

