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https://monojson.com/zh/generators/short-link-generator
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http://ip:port/csrf -demo/delete?id=1

Referer





ᶽḲḄ12341231￼Ḅᴤ - ﬞḲ ѕᶂ_ת ḥΆ

ת - Powered by Discuz! (sanguosha.com)

https://club.sanguosha.com/home.php?mod=space&do=friend


Ἃזּ Үὴ - - ﬞḲ ѕᶂ_ת ḥΆ ת - Powered by 

Discuz! (sanguosha.com)

https://club.sanguosha.com/misc.php?mod=ranklist&type=member




ﬞḲ ѕᶂ_ת ḥΆ  ɊPowered byת

Discuz! (sanguosha.com)

https://club.sanguosha.com/misc.php?mod=ranklist






JSON Ὑᴡѭɒ JSONHijackingέιῳẦḊώ֧ Ѧ₦Ổᶽ₦ῗ

ᶈ 2008ẉᶂᶹῶḠԅ Қᵔώֹ Ѧ JSONPṾ‎￼ Ԏḫ

Ѧ Ṟ҈ CSRFᾢ֨ קּ Ẹ• JSONP￼ΆẪ‎ ᶟ

ε ѭḒᶟζҽ Ἃזּ ᵅ￼ᾧỵӡỤῊιᾢ֨ ᴵҨ‗

ỦỴ￼ JSONP זּ ι Ṁ ᾢ֨ ‎ ֹἈᴨּזἋᾧỵ

ӡỤ￼ ￼





Jsonp(JSON with Padding) ῗ json ￼ "Ӕּז₩Ẫ"ιᴵҨ

ҡָ￼ᶟᵄε ζ ᴨ ᾳιᴏ ᶟ ᴨᾭὯ

ѭҜѱἅҪҡјᵃ￼ᶟε ζ ᾭὯ Ѧ⸗℮￼Ἡ 

( JSONP ) ό ῗᵼѭᵃ◊ צּ ᵃ◊ צּ ₿҃ ◊￼ᾭὯ

ιӇῗ≡ῶ ₿ ◊jsҦ ￼ ∂ιJSONPṏῗṄᾭὯᴪἄ҃

Ҧ ẻẪҽ ιҡ ᵃ◊ ￼צּ ֺ







Ẹ ҨJSONPẻẪҽ ᾭὯιћԎѧץᵍּזἋᾧỵӡỤιᾢ֨

ѕΆ ♇ҨCSRFἐⅎӔּזἋ╞ ᵸ ∂ ‰ ♇ệֹץᵍᾧ

ỵӡỤ￼JSONᾭὯι ὙֹᾧỵӡỤ

Json Ὑᾢ֨ ῶ♇ ӆ҈csrfιᴱј csrf￼ ￼ῗҨּזἋ Ұ

ḢἄᾛӐιӇῗjson-hijack￼ ￼ῗ ᴨᾧỵᾭὯ

ᴝתχ ҎwebẔּזҺἫ ҎᾧỵᾭὯҨjsonp￼ẻẪ ᵻֹׁ ι

ḅ‛ҝҝ cookie‎ֶᾸ ∂ῗᵋᵀ│ι ѱṏᴵҨַּז ӆcsrf

￼ἐⅎιᵇ ‰Ὸחᵸᴧ ∂ιҨ ệᾧỵᾭὯ











￼ῗ ᴨᾧỵᾭὯ





http ://www .youwei .site/hacker/cors .html

http://www.youwei.site/hacker/cors.html
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₱ χᾢ֨ Ӕּז Ѧ ῎￼ iframe ᶈ ‰ іι

҈יּ iframe ῗ ῎￼ιּזἋ јֹ Ṗ￼ḫ ԓḳιҡ ᶈἚ

ᾛӐῊιҨѭῗ♇֨҃ẕṖ￼ԓḳιӇḫ іῗ♇֨҃ Ṗ iframe

ѧ￼ԓḳ



Ӏ χѭ҃ ℓ ửּזἋιᾢ֨ ẂҺᶈԎֳấ￼

іᾣ Ҏ ẬּזἋ￼Ӻ ιḅ▫ἃ ᾘᾣᵸ ιẸּזἋ

♇֨ Ҏ ӆῂḱ￼תᶟῊιḫ і ᴧ￼ῗ ᶈԎї￼ ‰

ѧ￼ᾧỵᾛӐ



ἋṍזἋҐҊχẸּזּ ♇֨ Ṗі￼Ὗ ἆ ὶῊιḫ іҤҪ♇

֨￼ῗї ￼ iframeѧ ‰ і￼Ὗ ἆ ὶ ⱡᵅҺἚ Ẕ￼Ủ

ỴᾛӐιḅώҐ ᴅ ὶ ιҡ ֹᾢ֨ ￼ ￼

♇֨ Ὑᾢ֨љ CSRFᾢ֨ῶầΎᵃṪѳḆι ῗᶈּזἋј ừ￼ừ

֙ї ӔּזἋḢἄ ҎטӐ Ӈῗᶈ CSRFᾢ֨￼ ѧιḅ‛֧זּא

ἋҐҊ￼ ιֱᾢ֨ᴵ Һῂ│ ַḢἄ љѳ ᴦ￼ῗι♇֨ Ὑ

≡ῶ Ѧ ιḜֶⱴַײṎᾴјⱴỦҒⱳҏ҉ַײ





https ://victim .ruc-ctf .site/click - jacking/dashboard .php

https ://hacker .ruc-ctf .site/click - jacking/

https://victim.ruc-ctf.site/click-jacking/dashboard.php
https://hacker.ruc-ctf.site/click-jacking/
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https ://victim .ruc-ctf .site/click - jacking/xss .php

XSS

https://victim.ruc-ctf.site/click-jacking/xss.php
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