11'? @ / k k '? (EYSRE= Web%=

¢ RENMIN UNIVERSITY OF CHINA SCHOOL OF INFORMATION

I 3. Web;

It A— 5l

-

RRAM: xS BIEUR
FZIEATE): EF16:00 - 17:30 (31=2406)
ISRFEETN . hitps://www.youwei.site/course/websecurity
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0 ¥FrBESR
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]

x  +

@ v.rucedu.cn/auth/login?&proxy=true8uredirect_uri=https%3A%2F%2Fv.ruc.edu.cn%2Foauth2%2Fauthorize%3Fclient id%3Daccounts.tiup.cn%26redirect uri%3Dhttps%3A%2F%2Fv.ruc.edu.cn%2fsso%2Fcallback%3Fschool code%3Druc%26th.. @ @ % & O & ( =57

BMAIE

FTEFHSMHEE

TBMAIIEES

d mhn
RIFBROAFE FESANS

[ iciEssps

= al JtR =H& BB Performance insights &

<html lang="zh">
» <head>..</head>
¥ <body>
» <svg version="1.1" xmlns="http://www.w3.0rg/2000/svg"
style="display: none;">..</svg>
«+  ¥<div class="card-container"> == $0
> <a class="login-switch" title="#1f3% 3" href="javas
cript:window.location.href="/auth/login.code' + wind
ow.location.search;">..</a>
v<form id="login-form" name="login" onsubmit="return
false">
» <div id="login-title">..</div>
» <div class="title-hint" id="login-back" style="dis
play:none">..</div>
» <div class="input-group" id="username">..</div>
» <div class="input-group" id="password">..</div>
» <div class="input-group" id="twofactor-password"
style="display:none">..</div>
» <div class="input-group" id="captcha-input" style=
"width: 50%; float: left; margin-top: 15px; displa
y: block;">..</div>
» <div class="input-group" id="captcha-img" style:"w‘
idth: 50%; float: right; padding: S5px 15px; marginl
-top: 13px; display: block;">..</div> i
» <div class="input-group" style="display:none">..
</div>
<div style="clear: both;"></div>
<p id="captcha-info" style="color: rgb(102, 102, 1
02); line-height: 2@px; font-size: 13px; display:
block; " >HIFFS R & 78, X 0 K/ANE</p>
» <div class="input-group” id="twofactor-recovery"
style="display:none">..</div>
<div class="alert" id="login-alert" style="displa
y:none">server error, please try it later</div>

html body div.card-container
POEHE WhatsNew x EERR R [@E

Hiahlights from the Chrome 102 update

Recorder &

v = o X

ME MR RE ONE ke O » B1 [ X

# HEE ®©F Pkl DoMETR B TREESTIEE

i thov .cls +, 2 [ g
element.style {
}

@media screen and (min-width: 481px)
.card-container {
max-width: 370px;
margin: » 8vw auto;
background: » | [#fff;
width: 100%;
box-shadow: [ho 2px 2px @ Mirgb(e o o / 14%),
e 3px 1px -2px Mrgb(0 @ © / 20%),
he 1px Spx © Mirgb(@ @ @ / 12%);
padding: » 2rem 3rem;
border-radius: » 1px;
—weblct—transform—
transform: scale(l);

login?&prox..code=ruc:33

[ eases—reblit—transform—is
Eesses
transition: » box-shadow .1s Edease, transform .1s Edease;

}

*i login?&prox..code=ruc:23
box-sizing: border-box;

}

div { H PR
display: block;

}

HEE body

body { lggin?&proxmcode=ruc:16'

font-family: "Helvetica Neue", Helvetica, "Microsoft YaHei", Arial,
Helvetica, sans-serif;

-webkit-text-size-adjust: 100%;
font-size: .6rem;
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= WebfR55ss: Apache /IS
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EZEIRSSES: MySQL / SQLServer
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Sy Y A—=p =]
SiPHPIELSRIEF S
= https://lightly.teamcode.com/php

) -

«» PHPProject X ar

C & b8c0al52.lightly.teamcode.com

R & @
B ®mE O « = indexphp X
m 2w+ 1 <!DOCTYPE html>
2 <html lang="en">
o PHPProject 3 <head>
e 4 <meta charset="UTF-8">
> M js 5 <titlesLightly-PHP-Project</title>
® |ndex.php 6
~ i External Libraries 7
PHP 8.1 8 </head>
9  <body>
10
11 <?php
12 | echo "Hello World!™;
13
14
15 </body>
16 </html>
17
] =i o) &

O miREE

<link type="text/css" rel="stylesheet" href="css/style.css"/>
<script type="text/javascript" src="js/script.js"></script>
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1. PHP

2. SWebmiEARE
3. 5QL

4. SHEERIE

SHE=T) = A E



3.1 PHP

= PHPEPHP: Hypertext Preprocessor (B AFALTEEE) (Y
55, B HIRGSeRRNITHNRNES, ATENSSREARAS

<html> D D tghtypHprojec x|+
<head> L« O € https;//bBc0a052-8000-app.lightly.teamcode.com/?user=abc
<title>ZHE—APHPAREE</title>
</head> Hello abc
<body>
<span>Hello </span>
<?php
$user = $ GET["user"];
echo %$user;
?>
</body>
</html>

S SJEEZ . https://www.w3school.com.cn/php/index.asp
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15 | A\PHP{LHE

- XX| D

= XMLIFCXIE (=)

<?php

echo "this is xml style";

?>

" AR ARICXUS

<?

echo "this is xml style";

?>

" A FRICXUS

<script language="php">

echo "this is xml style";

</script>

= ASPHRICXIS

<%

echo "this is xml style";

%>



<?php

—— = echo "ACIEEBERICELH: "o FILE ."<br/>";
31 3 ==y == echo "i4T4A: ", _LINE_."<br/>";

echo "H4HTHIHEEIE RS AN: ".PHP_0S."<br/>";
echo "4HTHIPHPR A N: ".PHP_VERSION."<br/>";
?>

AAFIEEFIEFR . /workspace/PHPProject/index.php

" FIENFBE

LEITER: 13
Ay, B3 T N -5 “ N )
i 2B HBIRIRIERGER: Linux
_FILE__ BIANEE, PHPIEEFXHS HRIAIPHPRRAS: 8.1.9
_LINE__ ANEE, PHPIEERITHL
a1 = " 7 <?php
PHP_0S WEEE, HATPHPRRITRSAVRIERFAETR, W Windows” define("NORMAL_USER", "@");
N ho DEFAULT_PATH."<br/>";
IANEE=E AN ec — 5
TRUE RARER—TRE (True) echo constant("NORMAL USER")."<br/>";
FALSE XNMEER—MMRE (False) echo defined("DEFAULT_PATH")."<br/>";
NULL N . echo defined("HELLO WORLD")."<br/>";
2>
E_ERROR XN EEIERRAERE Ivarfwww/
E_WARNING XM EEEESENESL 0
N 1
E_PARSE XN BEERIME LG BRIt
E_NOTICE XNMEENREATE, BEF—ERERL END

" BEXFEE
= EFdefine)EREFIEEE
= fEFconstant ()R H EERINE BAHIE
= fEFdefined ) REFITEERBEEREN
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s TERPETHS (5) MM EBRMHREET
» TEEFEFNAEER e, TSR EN TR

» TEE: 8T 1BERrE0EE
s HEWE: SSRONTEEEFAN, [H— ) ZT=2ENNTEAS
= Ur'ﬂjj—/l\#r‘g
o 5| AHE(E: SSRMBONTEIENREFEFRE—FETE, FE—TEE
T =5 kes— T2

<?php <?php

echo "fi FAEAE /7 RAE" 5 echo " i FHEAE 7 IRE"

$a = "hello"; $a = "world";

$b = $a; / /AR Sal I E IR E S A = $b $b = &%a; / /¥ E$al 5| HIRE S A &= $b

echo "EallJEN".$a."<br/>"; echo "ZEalfIfEN".$a."<br/>";

echo "FEDbIEN".$b. " "<br/>"; echo " EbIEAN".$b. " "<br/>";

$a = "hello world"; / /AR = $a ) fE $a = "hello world"; / /B2 S all{E

echo " EallJEN".$a." "<br/>"; echo "ZEaffIfEN".$a."<br/>";

echo "ZEbHIEAN".$b."<br/>"; AL R ET R hello echo "ZEbIIEN".$b."<br/>"; (EREEA R ETSarEaworld
?> ZrEbhg{Ehello > TEEbEEaworld

F2afd{Ehello world FFEafyERhello world

TEbRYEShello - Ebiy/EAbello world



| 314%E

s TERNSHEE
s (st REF A T BB S B HE
» (FFUNsel) RERATTE
" T E: TERTAENTENIFR, MaEslSiREfER
s IEER— N EENEEAS— I EBNER, NRHEENEE
s TETEENE— N EEEEIEER N ETES ($8) HSIm

<?php <?php
$a = 123; $a = "hello"; // FHZ = $a
if (isset($a)) echo "\$a exists<br/>"; $$a = "world"; // FHHAE $hello

echo $a."<br/>";

$a = null; echo $hello."<br/>"; hello
if (!isset($a)) echo "\$a not exist<br/>"; echo $%$a."<br/>"; world
echo "value of \$a: $a<br/>"; ?> world
unset(%$a);

if (lisset($a)) echo "\$a not exist<br/>";
echo "value of \$a: $a<br/>";
?>  $aexists
$a not exist

value of $a:
$a not exist

Warning: Undefined variable $a in /workspace/PHPProject/index.php on line 21
value of $a:



3.1.5 #uE=sE

= EAESRE
% = e

boolean (#p7REY) XEHERENRE, REWIME, BE (true) FRE (false) is_bool

string (FRFEREY) FRERBEENFHFY, TTLARITTEN R —)=FES is_string

integer (24Y) EAVHIERBI N g S Y, nJLARIEERE S B is_integer/is_int

float/double (i¥EL) FREER S wyed BRFIES T, MELEANENREE /L is_float/is_double S_numeric
=AY KA

» S5EUERE
array (¥48) BEZ MEEXRERNEURARE—RIA— 1R, EA— P ETER is_array
object (XIFR) is_object

" R EESRE

RIEBE = NES SEFF | S SRy 3 3
resource (JE) ;E%Jiéﬁig#ég?;gigéﬂ, (REEINBRIRABIE, AFTFFA

null ((8) FEFIBNEERETTE is_null
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» PHPESSXMNASS, REFAEENRT, EIHRERE,
A R T P TR

. TS R R R

= fRT(ZERdEER . WAEREMEFERIEE/MT, EnERi 8Bkt
s BEERNG . AR ARERSEN, mblisEXErREIRTT LR
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Converting to boolean

When converting to bool, the following values are considered false:

o the boolean false itself

o the integer 0 (zero)

o the floats 0.0 and -0.0 (zero)

o the empty string, and the string "0"

o an array with zero elements

o the special type NULL (including unset variables)

o SimpleXML objects created from attributeless empty elements, i.e. elements which have neither children nor
attributes.

Every other value is considered true (including any resource and NAN).

Converting to string

A bool true value is converted to the string “1". bool false is converted to ** (the empty string). This allows conversion back and forth
between bool and string values.

An int or float is converted to a string representing the number textually (including the exponent part for floats). Floating point numbers can
be converted using exponential notation (4.1E+6).

Arrays are always converted to the string "Array"; because of this, echo and print can not by themselves show the contents of an array. To
view a single element, use a construction such as echo $arr['foo']. See below for tips on viewing the entire contents.

In order to convert objects to string, the magic method __toString must be used.
Resources are always converted to strings with the structure "Resource id #1", where 1 is the resource number assigned to the resource by

PHP at runtime. While the exact structure of this string should not be relied on and is subject to change, it will always be unique for a given
resource within the lifetime of a script being executed (ie a Web request or CLI process) and won't be reused. To get a resource's type, use the

get_resource_type() function.
null is always converted to an empty string.

As stated above, directly converting an array, object, or resource to a string does not provide any useful information about the value beyond
its type. See the functions print_r() and var_dump() for more effective means of inspecting the contents of these types.

Most PHP values can also be converted to strings for permanent storage. This method is called serialization, and is performed by the
serialize() function.

FIEZ:

Converting to integer

From booleans

false will yield o (zero), and true will yield 1 (one).

From floating point numbers

When converting from float to int, the number will be rounded towards zero. As of PHP 8.1.0, a deprecation notice is emitted when implicitly
converting a non-integral float to int which loses precision.

If the float is beyond the boundaries of int (usually +/- 2.15e+9 = 2*31 on 32-bit platforms and +/- 9.22e+18 = 2”63 on 64-bit platforms),
the result is undefined, since the float doesn't have enough precision to give an exact int result. No warning, not even a notice will be issued
when this happens!

From strings

If the string is numeric or leading numeric then it will resolve to the corresponding integer value, otherwise it is converted to zero (o).

From NULL

null is always converted to zero (a).

From other types

The behaviour of converting to int is undefined for other types. Do not rely on any observed behaviour, as it can change without notice.

https://www.php.net/manual/en/language.types.type-juggling.php
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" FRTERRYEN
» FRES|ISENFHS. B5|SEFHNRERA IR EFHERED
= ERANGISEXFFE: WE|SHEFHATALIEERTE SR
" FREFRMEXFH RHMEERTTHIRNS, RERHEEXREKR

<?php
$ruc = "HEANRKFE";
$strl = "I Like \"$ruc\"<br/>";
$str2 = 'I Like \"$ruc\"<br/>';

$html = <<<str
<font color="#AE@B2A"> $ruc & [EIL=walIrrsE— i B IEM K%, <br/>
s — T A SCH SR E R SEA T A 4 B & RS, <br/>
HBT#HE, mﬁﬁ%w;m?uML+ </font>

o | Like "shELARAZ"

echo $stri; | Like \"$ruc\"

echo $str2; FEARXE BEREAFREIDNSE—iREN SR,
echo $html; B—FTUAHESREAENEGEEMHRRESEER AT,

2 BEETHELS, BHEMIItRHHE.



o T ERERAF

ﬁk_ﬁ— :: = I ‘ *% 1? substr(string, start, Length)
<

S TeR B A
Parameter Description
. %&gﬁl—ﬁ?fg % Eg Eg?ﬁ string Required. Specifies the string to return a part of

Syntax start Required. Specifies where to start in the string

Parameter Values

* A positive number - Start at a specified position in the string
* A negative number - Start at a specified position from the end of the string

explode(separator, string, Limit) « 0 - Start at the first character in string

length Optional. Specifies the length of the returned string. Default is to the end of the string.
Parameter Values

* A positive number - The length to be returned from the start parameter
* Negative number - The length to be returned from the end of the string

Parameter Description « If the /ength parameter is 0, NULL, or FALSE - it return an empty string
separator Required. Specifies where to break the string
string Required. The string to split < >php
$str = "Hello world. It's a beautiful day.";
limit Optional. Specifies the number of array elements to return. T .
$arr = explode(" ", $str);
Possible values: print r-($ar‘r‘);
* Greater than 0 - Returns an array with a maximum of /imit element(s) ?>
» Less than O - Returns an array except for the last -/imit elements() _ _ _ . _ _ . _
« 0 - Returns an array with one element Array ([0] => Hello [1] => world. [2] => It's [3] => a [4] => beautiful [5] => day.)
<?php
Syntax $arr = array('Hello', 'World!', 'Beautiful', 'Day!"');

$str = implode(" ", $arr);
echo $str;

implode(separator,array)

?>
Parameter Values Hello World! Beautiful Day!
Parameter Description < )php
separator Optional. Specifies what to put between the array elements. Default is " (an $str = "Hello World!";
STy SHiE), $substr = substr($str, 6, 5);
array Required. The array to join to a string eCho $SUbStI";
?>

FSIHEZZ World

https://www.w3schools.com/php/php ref string.asp
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<?

?>

php
$arrl =

echo "{TENEALBEAI(E LT

var_dump($arrl); echo

echo "FTEEL AL

3.1.8 £4H
. SRR

" R5

728 -

#5 (MR) BHEFEHER,

EOAMNOFR

 KEEEH: EREFMS, BB HFIFaRESITI
= SUEEH

s BT BR[| BERR
s (FHarray () REL G2 EE

-BHICE i<br/>";

echo "$arr2[0]:".$arr2[0]
echo "$arr2[1]:".$arr2[1].
echo "$arr2[2]:".$arr2[2].

echo "$arr2[3]:"
FTENERSBFEMNT
array(3) { [0]=> string(18) "FEIARKE" [1]=> string(12) "Jbm=AZE" [2]=> string(12)
FIENERIRE—44ETTER ¢

.$arr2[3].'

array (" EARCRE", "dERURET, "HEERTE");
$arr2[1]=""E AR K2¥"; $arr2[2]="db5T k%" $arr2[3]="i&"

<br/>";
"<br/>";

J<br/>"s /7 FTENE $arr2ZE0 N TG R
"<br/>"; // FTEHIEAHSarr2E 1N UR
"<br/>"; // FTENEd $arr2ii2 0 R
'<br/>"; // ITENEUEHSarr253 N0 R

Warning: Undefined array key 0 in /workspace/PHPProject/index.php on line 21
$arr2[0] :

$arr2[1] HFEARKZ
AEEKFE
$arr2[3] ;&

$arr2[2]

teks

EREE";

NBEARE" )

<?php
$arr3
$arr4

echo

"1

array("ruc":)"'hDﬂj\ﬁi)\%i , pku =>"Jb R R2E", "thu"=>"IHFHEKE");

["ruct=>" i ARAZE", "pkut=>"{L5K%", "thu"=>"HEK¥"];

ENEHEAEL R c<br/>";

var_dump($arr3); echo "<br/>";

echo "{TENHAMEE—RHItER <br/>";
echo '$arr4["ruc"]:'.$arr4["ruc"]."<br/>"; // FTEIEHEAN “ruc” HITGER
echo '$arr4["pku"]:'.$arr4["pku"]."<br/>"; // {TENEEN “pku” WIIGHR
echo '$arr4["thu"]:'.$arr4["thu"]."<br/>"; // FTENEE(EA “thu” HIJTHR
?>
FIEDEERBANENT

array(3) { ["ruc"]=> string(18) "hFEARKZ" ["pku"]=> string(12) "JbmAZ" ["thu"]=> string(12) "BEAZE"

FTENERIM R —#ATE
$arrd['ruc"] :HEARKSF
$arrd["pku"] JEFAF

$arrd["thu"]

EHERE

}
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ol i VAES 2|
= B FRlist) REB A

<?php
$arr = array("TPEARKZE", "JLHUKE", "THEERE");

list($ruc, $pku, $thu) = $arr; /] K sarrF = A mR 0 HIRELS $ruc, $pku, $thu

echo "ruc: ".$ruc."<br/>";

echo "pku: ".$pku."<br/>";

echo "thu: ".$thu."<br/>";
?>

s {FHforeachf@ imHEH

<?php
$arrl = array("TEARKZE", "JERORE", "THEERE");
$arr3 = array("ruc"=>"/E AR KZE", "pku"=>"Jb 5 K2
foreach($arrl as $value) { // TR G| HA
echo $value."<br/>";
}
foreach($arr3 as $key=>$value) { [/ 3T EEUA
echo $key.":".$value."<br/>";
}
?>

ruc: FEARKE
pku: LA
thu: ;BEXF

j(ny.., "thu"=>"7‘ﬁ4ﬁ7ﬁ“%’f");

PEARKE
LA
B

rucFEARKE
pkudtEAE
thuiBHERE
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SHHE: DA WS M ENE
o NN, FENERS|[FEETTE
o O BNEBINBEHNEHEBENE— 1 TE

<?php
$sites = array
(
"ruc" => ar‘r‘ay("rhl}\ﬁj\‘%", "https://www.ruc.edu.cn"),
"pku" => array("Jbxi K", "https://www.pku.edu.cn"),
"thu" => array("JE%HE K", "https://www.tsinghua.edu.cn")

)s

print("<pre>");
print_r($sites);
print("</pre>");

echo $sites["ruc"][O@].": ".$sites["ruc"][1]."<br/>";

foreach($sites as $key=>$values) {
echo $key.": ";
foreach($values as $value) {
echo $value."&nbsp";
}

echo "<br/>";

}

?>

Array

(
[ruc] => Array

(
[0] =>
[1] =
)

[pkul => Array
(

(o] =>

[1] =
)

[thu] => Array
(

[o] =>

[1] =>

)

Al PN

https://www. ruc. edu. cn

bR
https://www. pku. edu. cn

it ko

https://www. tsinghua. edu. cn

hE ARKE: https://www.ruc.edu.cn

ruc: FEARKE https://www.ruc.edu.cn
pku: JbLERAZE https://www.pku.edu.cn
thu: [BHEAZE https://www.tsinghua.edu.cn



SEFE AR

" SEITEERTTER AN

Syntax <php — 4R Ssites["ruc" ) TTEMEL: 2
count(array, mode) $Sites = array :Zgéﬁgﬁ$snesq:ﬁg_g&§ﬂZH/l\§ﬂ 3
( —HERSsitesiBIAATBETTE ML 9

"ruc" => array("PFEANRKE", "https://www.ruc.edu.cn"),
"pku" => array("Jbni KZ2", "https://www.pku.edu.cn"),
"thu" => array("igf K", "https://www.tsinghua.edu.cn™)

Parameter Values

Parameter Description

array Required. Specifies the array ) ?
mode Optional. Specifies the mode. Possible values: echo " ~?ﬂilelﬂ\$sltes[\"r‘uc\"] ,;{.%/\/M( " .Count($sites["r‘uc"]). "<br‘/>";
w— N . " ",
« 0 - Default. Does not count all elements of multidimensional arrays echo {/@ﬁ)[éﬂ\$s ites L‘P ﬁ'] /tgéi)(éﬂ /22){ . COUI"I't($Slt€S) ."<br/> ]
« 1 - Counts the array recursively (counts all the elements of multidimensional echo " #4i¥sH\$sitesit AT A TR NS . count($sites, 1)."<br/>";
arrays) >

" EHHHPRAFERME

Syntax <?php pku does not exist

in_array(search, array, type) $pos‘t codes = array 100872 exists (IOOSEI) -

( 100872 does not exist (strict)
Parameter Values "ruc"=>"100872", [100084] exists
"pku"=>100871,

Parameter Description "thu"=> ar‘r‘ay( "100084" )

search Required. Specifies the what to search for ) 5

array Required. Specifies the array to search

if (!in_array("pku", $postcodes)) echo "pku does not exist <br/>";
type Optional. If this parameter is set to TRUE, the in_array() function searches for the 1,{: (1n array(100872 $pOStCOdES ) ) echo "1@@872 EXiStS ( ].OOSG) < br‘/ > ",
search-string and specific type in the array. R L & 2
if (!in_array (100872, $postcodes, true))
echo "100872 does not exist (strict) <br/>";
if (in_array([100084], $postcodes)) echo "[100084] exists <br/>";

S EE )

https: //WWWW3SChOO|S com/php/php ref array.asp
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3.1.9 RAZY

" S2EUTIES T
= 1R{B(Ei%
" 1%5 | fEE
= BUASHE

s TREH

= REEEIEST
= 1Z{B(EIE
= 1Z5 | fEE

/* BEEEE */

<?php
function example($m) {
$m = $m*5+10;
echo "<p>fERRELN: \$m = $m</p>";
}

$m = 1;
example($m) ;
echo "<p>TERRESL: \$m = $m</p>" ;

?> ?>
EFHA: $m =15 ERREIA: $m =15
TEREIP: $m =1 ERESN: $m =15
/* BRASHE */ /* BB */
<?php <?php
function values($price, $tax=0) { function sum(){
$price = $price+($price*$tax); $total = @;
echo "<p>Mi#%: $price</p>"; $vars = func_get_args();//>HEH
} foreach($vars as $var)
$total += $var;
values (100, 0.25); return $total;
values(100); }
?>
echo sum(1, 2)."<br/>";
tg: 125 echo sum(1, 2, 3)."<br/>";
?> 3
itg: 100 6
/* REMEAEETTI */
<?php <?php <?php
function &test() { $a = test(); $a = &test();
static $b = 0; echo "$a<br/>"; echo "$a<br/>";
$b++; $a = 5; $a = 15;
return $b; $a = test(); $a = test();
} echo "$a<br/>"; 1 echo "$a<br/>"; 1
?> 2> 2 ?> 16

/* BEEI L */

<?php
function example(&$m) {
$m = $m*5+10;
echo "<p>TEERELM: \$m = $m</p>";
}

$m = 1;
example($m) ;
echo "<p>TERRES: \$m = $m</p>" ;



319I:I51

L E(FRESEEHA

" FEEE ERHNEENXNIRE, (FREFIEEHIEETTERE

» 2FTE EMEBRMINIZESE, (FREFIEGERIRENPHPIH,
<EFEE, 7 EE%PEEM@‘JWE‘B@%E%’Z‘%
HORE (FREEEMER, EanEHIREAPHPIE

<?php <?php <?php
$str = "ERESNIRE XIWARE"; $str = "ERBUNTE XA E"; $str = "RREOMSE LA E";
function fun() { function fun() { function fun() {
echo "EELA AR EE: ".$str. "<br/>"; $str = ", REUNEE AR E. . global $str;
} echo "R AREAE: ".$str. "<br/>"; echo "PREINEHIHA EM: ".$str."<br/>";
fun(); } $str = ".. . EEREN nﬂﬁii&‘}\h?ll’]fﬁ "
echo "7ERENTHIHA EM: ".$str."<br/>"; fun(); echo "a&&rm&mm " $str."<br/>";
?> echo "TERBAMTHH A EME: ".$str." "<br/>"; }
?> fun();
echo "7ERREAM T AR RE: ".$str."<br/>";
Warning: Undefined variable $str in ?>
/workspace/PHPProject/index.php on line 15 . N R PIER A u%ﬂzabﬁﬂm}{ﬁjﬁi
BEp G = EREPERHAE RS | EREMAEREN IR, yoRrnRE: RN TRIE .
FEREH ML RE REUMNIEMETE E@?ﬁ@fﬁﬂiﬂﬁmgfﬁ EREIMEBE X AIEE = EREIMEP LT EE: RS TENE ..
<?php <?php <?php
function funi() { function fun2() { echo "funl()*numfifE: ";
static $num = @; //WIMEFHELE $num = @; //ERELANEREERAL & for ($i = 0; $i < 9; $i++) funl();
$num += 1; $num += 1; echo "fun2() ¥ numfifE: ";
echo $num."&nbsp;&nbsp;"; echo $num."&nbsp;&nbsp;"; for ($1i = @; $i < 9; $i++) fun2();
} } ?>
?> ?>

fun1Q0numidfE: 1 23456 7 8 9 fun20fnumgdE: 111111111



| 3.1.9 ®%

= RIS (H

= include: {EHAincludes|BSMBSUART, RERBHITEincdudetEaIRT,
VEFBRIINE S A =5 |FFREEY, S5|IBRINREERET, KRR
EENESEIR, MEPhpX =M EHIT

® require: FEphpSUFHEINIT 2R, phpfEiTes= s | BRIV SUGIEE
REErequirelB IR AGFTRIphp S, &EIEFEIphpXXEHNITIERF,
WMRBEBRINHF BT, requireiBaSmTEIRERS, MAIZILAIT

= include once/require once: Sinclude/requiret8[a@l, {EREMIE—" MK

BERINHRERES—IX

<?php Warning: include(nonexist.php): Failed to open stream: No such file or directory in
include "nonexist.php"; /workspace/PHPProject/index.php on line 12
> 3
echo "continue execution";

Warning: include(): Failed opening 'nonexist.php’ for inclusion

?> (include_path="../usr/local/lib/php') in /workspace/PHPProject/index.php on line 12
continue execution
<?php Warning: require(nonexist.php): Failed to open stream: No such file or directory in
require "nonexist.php"; /workspace/PHPProject/index.php on line 12
. echo "continue execution®; Fatal error: Uncaught Error: Failed opening required 'nonexist.php’
>

(include_path="_:/usr/local/lib/php’) in /workspace/PHPProject/index.php:12 Stack trace:
#0 {main} thrown in /workspace/PHPProject/index.php on line 12
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iBKMIiL: https://www.youwei.site/training/form/submit.php?

name=user&password=abcd&sex=male&education=graduate&hobby=

sports&hobby=music&intro=I+am+me.&photo=head. jpg

[h

iBRAE GET

3.2.1 IRAEKRE

® GET/H&
s EREURELMHIRZ S UERIEIESRIT, MEHEEIA/NEBRE
s NEFHETES GET[FRIEBIIGET BAEHBAEUE

<form action="submit.php" method{"GET" enctype="multipart/form-data"> <?php
4. <input type="text" name="name"/> <br/> [* BAE N E */
L. <input type="password" name="password"/> <br/> $name = $ GET["name"];
P« $password = $_GET["password"];
<input type="radio" name="sex" value="male" checked/>%E % $sex = $ GET["sex"];
<input type="radio" name="sex" value="female"/>Z {4k $education = $ GET["education"];
<br/> $hobby = $ GET["hobby"];
2. $intro = $ GET["intro"];
<select name="education"» $photo = $_GET["photo"];
<option value="undergraduate"/>#4%}</option>
<option value="graduate" selected/>Wf 5 4:</option> /* AR */
</select> echo "name: ".$name."<br/>";
<br/> echo "password: ".$password."<br/>";
i echo "sex: ".$sex."<br/>";
<input type="checkbox" name="hobby" value="sports"/>iz3l echo "education: ".$education."<br/>";
<input type="checkbox" name="hobby" value="travel" />t echo "hobby: ".$hobby."<br/>";
<input type="checkbox" name="hobby" value="music"/>& % echo "intro: ".$intro."<br/>";
<br/> ?>

f&ifr: <textarea name="intro" placeholder=""f#Hil1007"></textarea> <br/>
e F: <input type="file" name="photo"/> <br/>

<input type="submit"/>
<input type="reset"/>
</form>



iBRMILIE: https://0c660ade-8000-app.lightly.teamcode.com/submit.php
iBRFiE: PoST

|

3.2.1 IRAEKRE

= POSTOA
RERSHEIREHTTPIBREIET, XEmEERI A/ NAIR S
* NEBEEEZES POST[ERSEIIPOSTAGIBAETE

<form action="submit.php" method{"™POST" enctype="multipart/form-data"> <?php
4. <input type="text" name="name"/> <br/> /* P24 B +foreachfiIf */
1. <input type="password" name="password"/> <br/> foreach($_POST as $key=>$value) {
P : $$key = $value;
<input type="radio" name="sex" value="male" checked/>%E % }
<input type="radio" name="sex" value="female"/>Z {4k
<br/> /* FH AR EE */
2. echo "name: ".$name."<br/>";
<select name="education"> echo "password: ".$password."<br/>";
<option value="undergraduate"/>#4%}</option> echo "sex: ".$sex."<br/>";
<option value="graduate" selected/>®f54:</option> echo "education: ".$education."<br/>";
</select> echo "hobby: ".$hobby."<br/>";
<br/> echo "intro: ".$intro."<br/>";
PR ?>

<input type="checkbox" name="hobby" value="sports"/>iz3l

<input type="checkbox" name="hobby" value="travel"/>JEiif

<input type="checkbox" name="hobby" value="music"/>& %

<br/>
f&ifr: <textarea name="intro" placeholder=""f#Hil1007"></textarea> <br/>
M. <input type="file" name="photo"/> <br/>

<input type="submit"/>
<input type="reset"/>
</form>



3.2.2 &3

» SEHUATES FILES[]: 7% LISHsiHEa
s B NTHEA (SR SR (LEEA)
. E— AR E R <inputs IR HIName B
I T T Y R

$_FILES["filename"]["name"] il HESUERISH B, Atext.txt, title.jpg=s
$_FILES["filename"]["size"] FESHERN, BAAFT
$_FILES["filename"]["tmp_name"] FE A EIRR BRPERRISGE, EANHE LER, BSEEREURISHRNSHREFEIRT ERS

i LEXARIMIMESRES, MIMESSEUIIESFRIZAETUR0EEL, BFPMIMESRRLET R MR/ D IRRIESREFNF2£
BB, BUa0: “image/gif’, EXRBIA'ER", FEENGIFEIIRINMG, “text/htmI"SFRHTMUSTURISIA S

S_FILES["filename"]["error"] FhiE T EESUERIER, aNSRE0, NSBES A E1ERLID

m SCHRRREN
= is_uploaded_file(string filename): KEEH LETIEENE
= move_uploaded_file(string src, string dest): #Eaix{tHuE

S_FILES["filename"]["type"]



s

<form action="submit.php" method="POST" enctype="multipart/form-data">

B : <input type="file" hame="photo'l/> <br/>

<input type="submit"/>
<input type="reset"/>
</form>

<?php
if (is_uploaded file($ FILES["photo"]["tmp _name"]) && $ FILES["photo"]["error"] == @) {
echo "Upload: ".$ FILES["photo"]["name"]."<br/>";
echo "Type: ".$ FILES["photo"]["type"]."<br/>";
echo "Size: " .($_FILES["photo"]["size"] / 1024)." Kb<br/>";
echo "Stored in: ".$ FILES["photo"]["tmp_name"]."<br/>";
echo "Path: ".$ SERVER["DOCUMENT ROOT"]."<br/>";

$temporary path = $_FILES["photo"]["tmp_name"]; /] EAESCAE R A7 U AR
$relative_path = "file/".$_FILES["photo"]["name"]; [/ AR B PR AEIER AT (AR
$absolute_path = $ SERVER["DOCUMENT ROOT"]."/".$relative path; /] AR B PR AR AT (AR
move_uploaded file($temporary path, $absolute path); /] MG AU 2R 50 3 B bR A7 42
echo "<img src=\"$relative path\"/>";

?>



<form a
44,
D

P51 -

Ay iE

fEj4): <textarea name="intro" placeholder="/ 11007 "></textarea> <br/>

g o

<inpu
<inpu
</form>

Ee X+

ction="submit.php" method="POST" enctype="multipart/form-data">
<input type="text" name="name"/> <br/>
<input type="password" name="password"/> <br/>

<input type="radio" name="sex" value="male" checked/>% %
<input type="radio" name="sex" value="female"/>% 4
<br/>

<select name="education">
<option value="undergraduate"/>#4%}</option>
<option value="graduate" selected/>Wf 5 4:</option>
</select>
<br/>

<input type="checkbox" name="hobby" value="sports"/>iz3]]
<input type="checkbox" name="hobby" value="travel"/>Jikiif
<input type="checkbox" name="hobby" value="music"/>& &

<br/>

<input type="file" hame="ph i /> <br/>

t type="submit"/>
t type="reset"/>

<?

?>

php

/* A A B +foreachfiH */

foreach($ _POST as $key=>$value) {
$$key = $value;

}
/* Fh AR */

echo "name: ".$name."<br/>";

echo "password: ".$password."<br/>";
echo "sex: ".$sex."<br/>";

echo "education: ".$education."<br/>";
echo "hobby: ".$hobby."<br/>";
echo "intro: ".$intro."<br/>";
echo "photo: ".$photo."<br/>";



3.2.3 1A=

s 2ENE NRIEENMNHEPEML ERNEREZRI—&Y s ER
&£5. fla0, AFREREMNILE, SEMEEMNEFENGERE
B XA RS X BT 72
" SessionERFEERFEIRS s L, FEBIT— Session IDAE
BEFIRHIER, IRFEsEEIE]Session IDFIRIEIX N IDKIZ
HiBXAYSession(EE KR

. CooklexEJ FTERUE R LA A S RIF A UAR AR i, FHH
N ERt T E T4




Cookie

* CookieR—EFMIEZFinHINAEE, HIRSmimEMN, KIXHEE
Fumliags. ZPimXlmasilifSHcookie, MERXNMNIAHIERT
FEENBRTRINASUGRN (KA Cookie) EYAFF (lmEICookie)

B = Pim MRERRFE—IEE RN, XasglleBsiiECookielEAZ
5, 5 RESSm. RESSm A LAXT1ZCookie TR FIGIE, —iRIE
R, CookleEPEl’JﬁxeL,Lkey-valueEI’Jﬁ/Etl_ TRIKAY

s HTTPE—HMFIREIY, CookieAlA IR —FIETREAIEUELL=H,
BHEARGRFERFAEEXER o

" O HARMRERSESIELR?




Cookie

" BUEE

cookie[EtE EHAHER 2451 &iF
name=value cookiefZ(BXS id=a3fWa
expires cookiei S HARTE] expires=Tue, 10-Jul-2013 08:30:18

GMT

domain

FEEWPLE M AT LA Domain=mozilla.org; FEENIZE 2\ cookie S ATFMETEIRL TS

cookie B TIE domian
I R -y .
path E?j;ﬁkﬂie:ﬁn{lmlﬁ—kzﬁ Path=/docs TE N cookieFSFEIERpLLtE 5
secure ii?lieL WhttpsigFAi® PRHIFELEEKIAE)1Z cookieFUE
fErea el
httponly JavaScript Document.cookie PRHI/EEaEKIEIa1ZcookieRIEEE
APIi5[E)cookie
hoston FriciZcookie 5 EliE cookie AR host-only-flag/gtruely, RBHFIEHE 51%CookieAIDomainBI4ETE
Y ARITREENE AR 1%, A#BEpath. secure. httponlyZEHAIILEC 4

. RSB EIEERT OITFE L | =4 B 3 0 5 1 s g .
samesite SR cookie SameSite=Lax PR&| LRI LI 0] 2 foiFE T cookie



First visit

Request

+ domain name
* path

* browser type

Step 1

/4 . N s B
AR ERIEK S 6rowser rrreall Web Server

* cookie
v &l
iERMOit: https://v.ruc.edu.cn/auth/login

aatiel Browser [EE=mrell Web Server|
RS © 200 oK

Subsequent visit

* path
sttt 10.21.1.142:443 . ?gzmseer type
S|FEERIEMIIEEES: strict-origin-when-cross-origin

» IR#RSk (13)
v iERIREL EERAE

Accept: application/json

Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;q=0.9

Connection: keep-alive

Content-Length: 505

Content-type: application/x-www-form-urlencoded

Host: v.ruc.edu.cn

Origin: https://v.ruc.edu.cn

Referer: https://v.ruc.edu.cn/auth/login?&proxy=true&redirect_uri=https%3A%2F%2Fv.ruc.edu.cn%2Foauth2%2Fauthorize%3Fclient_id%3Daccounts.tiup.cn%26redirect_ur
1%3Dhttps%253A%252F%252Fv.ruc.edu. cn%252Fsso%252Fcallback%253Fschool_code%253Druc%2526theme%253Dschools%26response_type%3Dcode%26school_code%3Druc%26scope%3Da
11%26state%3DfwQ6exD-ERNF_Ep@%26theme%3Dschools&school_code=ruc

sec-ch-ua: "Google Chrome";v="105", "Not)A;Brand”;v="8", "Chromium";v="105"

sec-ch-ua-mobile: ?0

sec-ch-ua-platform: "Windows"

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.8 (Windows NT 10.0; Win64; x64) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/105.8.8.0 Safari/537.36

vRENE 2 EERAB  EERUEEEIEE

{"username”:"ruc]____]","password""]_]","code":"qeew","remember me":"false", "redirect uri":"https://v.ruc.edu.cnfoauth2/authorize?
client_id=accounts.tiup.cn&redirect_uri=https%3A%2F%2Fv.ruc.edu.cn%2Fsso%2Fcallback%3Fschool_code%3Druc%26theme%3Dschools&response_type=code&school_code=ruc&scope=all&state=fwQ6exD-
ERNF_EpO0&theme=schools”,“twofactor_password":"",“twofactor_recovery":"","token":"kgodglwg1r","captcha_id":"1uKgeOyhNjYEjsOyMYYY"}:



First visit

e Request
Stepl| = —_——————————

Response
* html code
* cookie

<

MK BRI e [

* browser type
AL, Subsequent visit
v EM

IBRPIHE: https://v.ruc.edu.cn/auth/login _' ?Zz.ﬁ::nname
ERFE: POST X
REHE: @ 200 0K + cookie
il 10.21.1.142:443
S|ERERIIEEES: strict-origin-when-cross-origin

v NERrfRsk EEIRS

Access-Control-Allow-Origin: *

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Cache-Control: no-store

Connection: keep-alive

Content-Length: 290

Content-Type: application/json; charset=utf-8

Date: Mon, 26 Sep 2022 07:11:56 GMT

Expires: Fri, @1 Jan 1990 ©0:00:00 GMT

Pragma: no-cache

Server: none

Set-Cookie: is_simple=1; Path=/; Max-Age=3600; HttpOnly
Set-Cookie: session=6fd37 |792fa5; Path=/; HttpOnly

X-Content-Type-Options: nosniff



First visit

Request

+ domain name
* path

* browser type

Ak EEnEK oo [ s — (R

Step 1

* cookie

v Bl Subsequent visit

iEKPILE: https://v.ruc.edu.cn/me
Brawee Request -~
iBKAGE: GET Drowse + domain name
N . - * path

PEHES: @ 200 oK * browser type
ciEihit: 10.21.1.142:443 + cookie
S|FFREMIEEES: strict-origin-when-cross-origin

> IRFRSL (12)

v iERIRk =T =pLlpei]

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;9=0.9
Accept-Encoding: gzip, deflate, br
Accept-Language: zh-CN,zh;q=6.9

Connection: keep-alive

Cookie: is_simple=1; session=6fd37] |792fa5; access_token=jeAlhChnRhOVkI1736xI1lg; tiup_uidd |
652

Host: v.ruc.edu.cn

Referer: https://v.ruc.edu.cn/auth/login?&proxy=truelredirect_uri=https%3A%2F%2Fv.ruc.edu.cn%2Foauth2%2Fauthorize%3Fclient_id%3Daccounts.tiup.cn%26
redirect_uri%3Dhttps%253A%252F%252Fv.ruc.edu.cn%252Fsso%252Fcallback%253Fschool_code%253Druc%2526theme%253Dschools%26response_type%3Dcode%26schoe
1 _code%3Druc%26scope%3Dall¥%26state’%3DfwQ6exD-ERNF_Ep8%26theme%3Dschools&school_code=ruc

sec-ch-ua: "Google Chrome";v="105", "Not)A;Brand";v="8", "Chromium";v="1@5"

sec-ch-ua-mobile: ?0

sec-ch-ua-platform: "Windows"

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

Sec-Fetch-User: ?1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 1@.8; Win64; x64) ApplellebKit/537.36 (KHTML, like Gecko) Chrome/185.0.0.8 Safari/537.36



First visit

Request

* domain name
* path

* browser type

ISR SRBVECookie

* cookie

Step 1

i . @U@COOkIe B

setcookie(name,value,expire,path,domain,secure,httponly)

header(string,replace,http_response_code)

a8 ik
name WigE. #IaE cookie AIETR. s ik
value WiEE. HiE cookie YA,
expire ik, HE cookie RIERA, string . iﬂﬁ%ﬁiﬁﬁ‘]ﬁ%—?ﬁ$o
path ik, HI cookie MRSHIHE, replace a3, IERAIREETEIRZ AL, BRNE MRk
domain Bk, MTE cookie RIEA. . . " N
BIAZR true (EiR) . false (WIPHEHEZEENZMEL) .
secure ik, MESEF@EMIZEM HTTPS EEFEIER cookie,
httponly ik, MEEEEEhttp-only AT, http_response_code AlE, 8 HTTP MRS H9IEEANE. (PHP 4 LI ESHRARTH)
<?php
header("Set-Cookie: is_simple=1; Path=/; Max-Age=3600; HttpOnly");
setcookie("session","6fd37 1792fa5", @, "/", "", false, true);
?>
<html> Set-Cookie: is_simple=1; Path=/; Max-Age=3600; HttpOnly
</html> Set-Cookie: session=6fd373[ 1792fa5; path=/; HttpOnly

‘TE.: setcookie()Fheader();2BITHTTPIE K AAIHeader k5 AAY, FBATin Ko A R Z BT,

® HHgCookie

<?php
setcookie("session", "", @); // W HEvalue T Eexpire o, BIA]{EZ*Cookie
?>



First visit

Request
* domain name
* path

| FRSSssimRECookie

* cookie

SCE Rroweer

e . NP
" JXKENCookie: £FEETES COOKIE[]
:z:tmhamname
* browser type
* cookie
?ph
¢ Fs)efc)cookie("session","61Cd37| 1792fa5", @, "/", "", false, true);

if (isset($_COOKIE["session"])) echo "# AsessionfCookieli H{EN".$_COOKIE["session"];
else echo "# AsessionffjCookielfi H NFIE";
?>

H—kijilEl: B HsessionfCookielI B FFE

B IRYiEl: FAsessionfyCookielll BAYE 637 792fa5

R

«  @idsetcookicOEREIBIEE CookielF, FEXMBITRMAecho §_COOKIE["name" | RaB AR

«  ERFFEESEZLE TN RERA S LAZB R CookielE

«  [EAsetcookicOREIITR, SREFimAE—"Cookic, HAMFIEENE FT—NH, EFimiABEEFCookielX[H]




isiE{ECookie: EditThisCookied

N

B @ © %
@ 09 o+ 0w » Q f

‘ https://v.ruc.edu.cn/me#/

» .ruc.edu.cn | access_token

¥ v.ruc.edu.cn | session

B &
‘.\ 6fd373c38ad7] |792fas

7 /
pEIES
v.ruc.edu.cn
®i
v |
1T EART ]
Tue Sep 26 2023 16:25:49 GMT+0800 (hEFRERTE)
SameSite

hostOnly ¢ session s httpOnly (v

» v.ruc.edu.cn | tiup_uid

pil



Session

s SessionFRIEHETT LA R— M E R EMERN—ASETRERERE, BEEXNTA
BEZEFFRR, 8P ARSessionEAEH[Y

s SessionTIAAR—FMRFEIRSEIHNERR (BiEK) BEEELESENE

» LHAPERSIERN (WXANEE) . RS imAISessionFH A 37BN iR
(RIEEEFHM, RBIHASINERFER T21E) - BFRIFERENRS =M
Br—Session, BNIfRFZES—EHIRBIX | Sessioniy5, BEEIEBATERRL,
BT EEN FW St

i 55 %%

s b
ARSI EZOT]

)2 Uil 2 AN B

g

Z P 3 Uil 2 AN BT

P
SESSTON
| —

. (A

M 4%

e |




Session

s BEFREENENEZFRIRHIEKEIE— 1 SessiondYif{x, ARSSEsILA
BEREXITERimNBEREEREEE T —1 Sessionfrid: FR/9
Session ID (BEA— 1 EIENSFRFE)

= JIREBE—1Session IDNLREBLABIEE AL E Fimtliid Session

RSB 2R 1L RS Session  IDIBIXA Sessionts Z=

s YR ZPIHERAEESession 1D, MIAttEFigdliE— N SessionFt

B4a4r — N 5ittSessiontBXELAYSession 1D, Session IDHYERMNIZE

— P EEASEE, NABZHEHEMEUBENFFTS, XD

Session  IDAJFENI R AR [EIZEE FimiR{F
" —fiZERT, Session IDIFREFEZRiKAICookiedR (AFERA
e, BRFNERIIRERFBIE— Sessions, FHiFltSession 1D
IREFBAEEFimCookieH)



MM header(setcookie(.,.))

Session .

® FFi5Session: session start()

I = \

: . : : Rnﬁﬁﬁﬁiﬂ%ﬂﬁ%ﬁge kieFE &/ “PHPSESSID" HJ
m 7Z75Session: session destroy() = m, ssion sun(RMERS COOKIEPHPSESSID" Fii#session

« BPIRRIEEIRSEENCookie P AEAE /9 "PHPSESSID” AYIR,
session_start)EIE—1EA "PHPSESSION" BJCookielURIXLS

m ¥K15Session ID: session id() . T eonmmms o, Fammarne

“PHPSESSID" HJCookielll

s Z#/ZREXSessionTE: £FEETTES SESSION]]

-5
< ?php R https://1df7e89a-8000-app. 1ightly . teamcode.com/login.php
3 o g WREE:
session_start(); // JFJASession st
imigitbdt: 219.147.157.13:443
$u sername = $_POST[ 1] username 1] ] ; // %EX%%%‘ l:':l lj/‘])zﬁ }j % S|ERRRIULEER: strict-origin-when-cross-origin
n n SHE > 3 v WRTRSk EHER
$password = $_POST["password"];  // FREUFRH GG cervr. Tengine s
Set-Cookie: PHPSESSID=028c70308f8682092859519569ad4787; path=/
if ($username == "admin@ol" &% $password == "admine@ol") /] EE RS

$_SESSION["role"] = "admin"; /] fif#SessioniL &

else if ($username == "teachere0l" && $password == "teachereol") // 2N S
$ SESSION["role"] = "teacher"; /] fif#SessioniL &
else if ($username == "studento01l" && $password == "studentool") /] FEEN
$ SESSION["role"] = "student"; /] fif#SessioniL
else session_destroy(); // #%ESession
echo "Session ID: ".session_id()."<br/>"; // #15Session ID
echo "Role: ".$_SESSION["role"]."<br/>"; /1 FHsession i Session ID: 028c70308f8682092859519569ad4787

?> Role: admin
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[ sessws

<?php
/* pannel.php: EIRE */
session_start();
if (isset($_SESSION["username"])) {
$role = $ COOKIE["role"]; //44:|n|ji?
echo "fR4f, ".$role."<br/>";
echo "<a href="'logout.php'>iBii</a>";
} else echo "TLHLUGA! ";
?>
I D
<?php
/* logout.php: BHTE */
session_start(); // JiHSession
session_unset(); // #45t$_SESSIONZI4
session_destroy(); // #i%Session
header("Location: index.php");
?>

LI RAAKRIALER

ST e
=1lhaiz U

<?php
/* index.php: B */
session_start(); // JiHSession
if (isset($_SESSION["username"])) { // FIWrE AT Mish &R
header("Location: pannel.php"); // Bk&% 2Tk vl
exit(); // ZREAMRAT
}
?>
<form action="login.php" method="POST" id="login-form">
<?php $_SESSION["code"] = rand()%1@; ?>
<img src="img/code_<?=$%_SESSION["code"]?>.png">
</form>

<?php
/* login.php: EFERRME */

session_start(); // JaHSession

$username = $ POST["username"]; // REREAF 4
$password = $_POST["password"]; // FREGR B 1D
$code = $_POST["code"]; // FREGR B 1 56 E RS

[ 1 4E— A58 ERS TR (RN 8 TR [ TR B 6 S

$checks - ["pupr‘", "khl"b", "hUkS", "egwb”, "ekdv", "khns", ”WUXC", "tCyk", "nup'F", "bf‘pk"]j

$correct_code = $checks[$_SESSION["code"]];

if ($code == $correct_code) {
if ($username == "admineol" && $password == "adminoel")

$_SESSION["role"] = "admin";
else if ($username == "teacheroo0l" && $password == "teachereol")
$_SESSION["role"] "teacher";

else if ($username == "studentool" && $password
$_SESSION["role"] = "student";

"studenteo1")

if (isset($ _SESSION["role"])) {
$ SESSION["username"] = $username;
setcookie("role",$ SESSION["role"], @, "/", "", false, true);
header("Location: pannel.php");
} else echo "H P ABUCEMAIER! "3
} else echo "RIEFSASIERG! ";
?>

T 5

fESessionic M
AU

fESessionic M
=2

fESessionic M

B
fESessionid X 4

& E 4N “role”ffjCookiell
B3 21 FH P T AR

RN

RS VAN



3.24 HEER

s 2FHETES ENV[]: PHPEIRETE(ERE
s 2FHETES GLOBAL[]: 5|HEeB{ERAEFIAINEEEZE
s 2FHBTES SERVER[]: S5PHPARSS=s1EXAIER

= 2FEETES REQUEST[]: KEXGET/GiA. POST/iAFIEL
Cookief&RIfRSS=RAUSE, 2$_GET[]. $_POST[#1$_COOKIE[]
RO

’
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| 324 HEEE

" ©5#ETES$ SERVER[]: SPHPIRSBEHEXIER

#ATR 158

LR TRIARISES, Sdocument rootE%, FIR0, TERBHEShttp://c.biancheng.net/test.php/foo.barfIfEI AN {5

>_SERVER['PHP_SELF] $_SERVER['PHP_SELF'] $515%| /test.php/foo.bar

S_SERVER['SERVER_ADDR'] LB THIARFTERSSEEAY 1P HBiE
$ SERVER['SERVER_NAME'] HEIETRIAFTERS 2NN S, MRHASTTEIUENF, ZEFRFEIE N EMENFMRERERTE
S_SERVER['SERVER_PROTOCOL'] B RNEANBENNAIEFRAARA, a0, "HTTP/1.0”
$_SERVER['REQUEST_METHOD'] VaITREFERINE KGR, 0" GET”“HEAD”“POST” “PUT”
$_SERVER['DOCUMENT_ROOT'] LENE TR AR E R, RS REESFFEN
$_SERVER['HTTP_ACCEPT_LANGUAGE'] ZHiiERLF Accept-Language: TIFIANE (WNRFE) . FIa0, "en”
$_SERVER['REMOVE_ADDR'] T HBITAEAIAF 1P #EtlE, JFE5 $_SERVER['SERVER_ADDR'] AJX 5!
$_SERVER['SCRIPT_FILENAME'] LEHITRIARLERT IR
$_SERVER['SCRIPT_NAME'] BEHEIHIARIER
S_SERVER['REQUEST_URI'] URI FASRIEEEIHITAITRE, 520, “index.html”
SBEHEEFimEHY. IREELHAZRZEFEEEIFER (querystring) ZBINNKERES (RFE) . #la,
$_SERVER['PATH_INFO'] LEIBIZARZEEIT URL http://c.biancheng.net/php/path_info.php/some/stuff?foo=bar #X1HAHI, BRA

$_SERVER['PATH_INFO'] &85 /some/stuff

<*php 0.0.0.0
echo $ SERVER["SERVER_NAME"]."<br/>"; SR

echo $_SERVER["SERVER_PROTOCOL"]."<br/>"; ~ MTTP/1.1

echo $_SERVER["REQUEST METHOD"]."<br/>"; GET

echo $_SERVER["REQUEST_URI"]."<br/>"; /?port=8000&dcsld=b8c0a052&token=Q OuBnzfQaa4Hb odoc3yQ
echo $_SERVER["DOCUMENT_ROOT"]."<br‘/>"; /WOrkSpace/PHPPrO_jeCt

?>echo $ SERVER["SCRIPT_FILENAME"]."<br/>"; Jworkspace/PHPProject/index.php
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3 5QL

= SQL (Structured Query Language) SHMEEIENES, K&

vrucxisx - Excel je; =

sleL
-
-’

XtF A WA mEkR AN R R UE B |PDF g HE

GEIENREREA N i CIRPS
o B 26wt sz AEEEEEL | Lo o
: . O Bemeste | - -
B0 & et
A2 £ | 2022200123

4 A | c | b | e | F | & |+

R

uid name password role
2022200123]  ZhangSan | abcd1234 S | | | |
2022200456 LiSi 1234abcd S
20190666 WangWu alb2c3d4 T
20190888 Zhaoliu 1gaz2wsx T

~

-~

e € R
-

t—

€ IR

d

W@ : [(] | v

SPEg(E: 2022200123 it 4 A0 2022200123 [FErEsE H I

€D =

SRS https://www.w3school.com.cn/sql/index.asp
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3

3 5QL

= SQL (Structured Query Language) SHMEEIENES, K&

vrucxisx - Excel je; =

sleL
-
-’

XtF A WA mEkR AN R R UE B |PDF g HE

GEIENREREA N i CIRPS
o B 26wt sz AEEEEEL | Lo o
: . O Bemeste | - -
B0 & et
A2 £ | 2022200123

4 A | c | b | e | F | & |+

R

uid name password role
2022200123]  ZhangSan | abcd1234 S | | | |
2022200456 LiSi 1234abcd S
20190666 WangWu alb2c3d4 T
20190888 Zhaoliu 1gaz2wsx T

~

-~

e € R
-

t—

€ IR

d

W@ : [(] | v

SPEg(E: 2022200123 it 4 A0 2022200123 [FErEsE H I

€D =

SRS https://www.w3school.com.cn/sql/index.asp
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vrucxls... &= »  vrucxsx.. 0 &=

»  vrucxlsx.. O &=

M TR R\ EF A3 B0E R NE fE JRF s #HE M TR A mET A HiE i E e ARIRF s #HE M FRER BN AR A B0 = ME e ERF s HE
i A = o | Bt~ = @ A = oy | EseHE - = o A = o | | EIsmeE - e
AR | R | AR | | AERREES- | go | MR | Tk | st | g | ASREEE- | go, s | | st | m | GAEEEEES. |
. 5 v v | [ TR v v v v v | R e v 3 - v v | RmERs - v
=t ~ oz ~ # ~
Al v Jr uid ~ A1 M fx cid A Al = fe | cid A
A B C D E_[~ A B C D E [+ A B c D E -
i uid I name password role 1 cid l tuid name 1 cid | suid score
2 2022200123 ZhangSan  abcd1234 S 2 | 2024200111 20190666 Programming 2 | 2024200111 2022200123 90
3 | 2022200456 LiSi 1234abcd ] 3 | 2024200222 20190888 WebSecurity 3 | 2024200111 2022200456 58
4 20190666 WangWu alb2c3d4 T 4 4 | 2024200222 2022200123 78
5 20190888 Zhaoliu 1gaz2wsx T 5 5 2024200222 2022200456 97
6 6 6
7 7 7
8 8 8
9 9 9
10 10 10
11 11 11
12 12 12
13 13 13
14 14 14
15 15 15
16 hd 16 T 16 -
» user | course grade @ 4 3 » user % grade @ 4 » 4 ... course Lde @ 4 3
FErEeE H m - | + 100% FRrsieE H ) = 1 + 100% FErEE H m - 1 + 100%

rows in set (0.000 sec) rows in set (0.001 sec) rows in set (0.001 sec)
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" SUEROIEFIMIRIRE
" SUREIIRE

" SRR

" SRR
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N

CREATE TABLE =25 (5231 2dR3:E41, Fl82 ZuEsREL?, ..)
DROP TABLE %73

L=

=

MariaDB [test]> describe user

=

[ ] [ ] + $f——3 —
| Fi | Type | Null | / | Default | Extra |
1 CREATE TABLE user ( e T I G : R
A | | int(11) | YES | NULL | J
2 uid int, | name | varchar(256) | YES | NULL L J
3 name varchar(256), | password | varchar(256) | YES | NULL | |
4 password varchar(256), | role | char(1) | YES | NULL I I
5 role char + L P —— 1

6 ); 4 rows in set (0.002 sec)

1 DROP TABLE user;



3.3.2 SHEEHER(F

\E: o
il =Y 0O

1 SELECT %144 FROM #£#

2 WHERE £&MFRiER

3 GROUP BY 7%4

4 HAVING ZHFRiER

5 ORDER BY Bt ASC|DESC
6 LIMIT m, n

b /I\{ﬁl_l o MariaDB [test]> SELECT uid, name FROM user;
f— 3
uid name
—_—
2022200123 | ZhangSan
2022200456 | LiSi

1 SELECT uid, name FROM user;

| |
+ +
I |
l I
| 20190666 | Wangwu |
| 20190888 | ZhaolLiu |
—
4 )

+

rows in set (0.001 sec

MariaDB [test]> SELECT * FROM course WHERE tuid=20190666;

] | cid | tuid | name |
1 SELECT * FROM course WHERE tuid=20190666; — e
| 2024200111 | 20190666 | Programming |

1 row in set (0.000 sec)
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Nl

1 SELECT name, score FROM user, grade
2 WHERE user.uid = grade.suid

35 ORDER BY name ASC, score DESC

4 LIMIT 1, 2;

MariaDB [test]> SELECT name, score FROM user, grade WHERE user.uid = grade.suid ORDER BY name ASC, score DESC LIMIT 1, 2;

| name | score |
+ + +
| Lisi | 58 |
| ZhangSan | 90 |
2

+ +

rows in set (0.001 sec)

ﬂariaDB [test3> SELECT cid, avg(score) FROM grade GROUP BY cid;

= ) Pgia 1 SELECT cid, avg(score) FROM grade GROUP BY cid;
| 2024200111 | 74.0000 |

! 2024200222 | 87.5000 l

2 rows in set (0.001 sec)

Aa;iaDB ites{}>-SELECT suid, avg(score) FROM grade GROUP BY suid HAVING avg(score) = 80;
i 1 1 SELECT suid, aveg(score) FROM grade
*I‘ 2 GROUP BY suid

3 HAVING avg(score) = 80;

suid | avg(score)

_ e
2022200123 | 84.0000

+

row in set (0.001 sec)




3.3.3 EUEIEINEAE

"R XK |
1 INSERT INTO %% (514) VALUES (%{A)

NGB
= INSERT INTO user VALUES (2022200123, "ZhangSan', "abcd1234", 'S"):

MariaDB [testl]> select * from user;
AR — - + +
| uid | name | password | role
rol S

MariaDB [testl1]> select * from user;

- - +
Empty set (0.001 sec) 2022200123 | zhangSan | abcd1234 | S

| |
P e ——— + + +
1 row in set (0.001 sec)

= [INSERT INTO user (uid, name) VALUES (2022200456, "LiSi");

MariaDB [testl]> select * from user;
_—  —Mm M - ——— +

MariaDB [testl]> select * from user;
P —— -~ -~
| uid | name | password | role |
: password | role |
+ +

abcd1234 | S |
NULL | NuLL |

uid | name
+

= INSERT INTO user (uid, name) VALUES zoes in aet (0002 320
(20190666, "WangWu"), (20190888, "Zhaoliu"); psmmsms

MariaDB [testl]> select * from user;

e ———— + +

| 2022200123 | zhangSan | abcd1234 | S
F— + +
1 row in set (0.001 sec)

+ + + +

uid | name | password | role | -
NULL

NULL NULL
NULL NULL

+ - + +

2022200123 | ZhangSan | abcd1234 | S

+ + + -

|
I
| 2022200456 | LiSi | NULL | NuLL |
2

rows in set (0.000 sec)

rows in set (0.001 sec)



3.3.4 ZUEFRIZ1E

" EA: PPPS

1 DELETE FROM ##% WHERE #%ffkixz{
IR
s DELETE FROM user WHERE uid=2022200456;

MariaDB T»-;Tl| lect * from user;
—_ MariaDB [testl]> select * from user;

uid ; assword role
S —_—
Eﬂtt 3 abcd123 5
NULL il I : NULL NULL
7 NULL MULL

3 rows in set (0.000 sec)

MariaDB [testl]> DELETE FROM user;
Query OK, 3 rows affected (0.003 sec)

gl NULL | NULL MariaDB [testl1]> select * from user;
"= B 'R Empty set (0.001 sec)

+

3 rows in set (0.000 sec)




| 3.3.5 HUREHIRE
"B "X K

1 UPDATE %4 SET 44 = I WHERE ZfFRIERX
N K
= UPDATE user SET name="ZhangSan*" WHERE uid=2022200123;

NULL NULL
NULL NULL : 5 NULL
NULL 19088 Zhaoliu NULL NULL

rows in set (0.000 sec)

passw

abcdl

NULL

NULL NULL : iSi NULL

NULL NULL 90666 1 NULL
B W NULL

rows in set (0.000 sec) = & W =B ==
& rows in set (0.000 sec)
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3.4 BUEEERF

" PHPIRM T KERIMyYSQLEURERIEREL, BJLAS &b
SCIAIRIMYSQLEEERNSMFRE, NMERTHRWeb
N B A

N

EfFEMySQLAR %5 75

b

HATSQLIEH]

SISEEE S S

BT IR 5 K P 1%




SRR

PHP. #3% 5 X 4E & & HE=ftt H

-

=

$mysqli->close();

* M) & %

$mysqli =
new mysqli( . >
$servername, ﬁj—i‘ sudo mHSqL
$username,
$passwd, .
$database _@%&% /; use databaseName;
)
$res = $mysqli->query($sql); #LTJ Sq‘. @ sqLSentence;
$row = $res->fetch assoc(); iti_i ié‘} %% éé%ﬁ_%iiﬁ_%ﬂ‘%i
$res->free(); %%& ﬁj /}?‘
exit
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host

3.4.1 iEMySQLEEE

ET%TM’EMySQL%SZ..:.FE'Z%TJ, =S
MySQLE R FE R S ee 2 iz, Foll)

(Fd

username

password

dbname

port

socket

1 <?php
Smysgli = new mysqli("localhost","my_user","my_password","my_db");
if (Smysqli — connect_errno) {
echo "Failed to connect to MySQL: " . Smysqli — connect_error;
exit();

2
3
4
5
6

}

ERIXIRAV T

SR
Optional. BfREIZEREIE; 5 B PHIALE

Optional. HIEIEEEEERF S

Optional. EIAFF XTI AYZRS

Optional. SETEIERZM N #EZE

Optional. g EIEZhost g NE ], EAIA3306
Optional. #AE(E M socketgypipe

fmysqli =

new mysqgli(
$servername,
fusername,
$passwd,
$database

);



| 342 #135qliEE
" A B SRBRENTHsqEAREFEIZEH-> $sql

$res = $mysqli->query($sql);

211 SHRRE

connection Required. ifE BB MEREIN I TsaiER), XYMZ_EE]Sconn
query Required. BTEIAITHISANER, XIR ESsal
resultmode Optional. B2, TEM _i%—

*MYSQLI_USE_RESULT (BT 3XEN B A S HIE)
*MYSQLI_STORE_RESULT (BRIARETE)

® O
1
2 if (Sresult = Smysqli — query("SELECT = FROM Persons")) {
3 echo "Returned rows are: " . Sresult — num_rows;
4
5 Sresult — free_result();
6 }



| 343 RS
UBEREESMR, HRH | oo :

BREX YEFB IR [EIET AN
fetch_all —RISREVEREFNFR RE— _4E, §—
617, TE—FHA, e
Sdata = Sresult— ( ); .Pgrmy
print_r($data); [id] => 2
[name| => Jane
fetch_array IRINGEREFRIT—17, IRE—PEE, 85X

SUEMZRS [FERmZ I

while (Srow = Sresult— ( ))
{ echo Srow['id'] . " - " . Srow['name'] . "<br>"; }
fetch_assoc SREGEREFIT™—1T, IRE—PXEEEA,
while (Srow = Sresult— )
{ echo Srow['id'] . " - " . Srow['name'] . "<br>"; }
fetch_object RBGEREFINT~—1T, IRE—PMNNR, FREAE
NEME,
while ($row = Sresult— ())

{ echo Srow— =" Srow— . "<br>"; 3}



| 343 EERE
2TIXE, HIELeeENSUEEFEREISER T .

F
-

1 <?php

2 Smysqgli = new mysqli("localhost","my_user","my_password","my_db");
3 if (Smysqli — connect_errno) {

4 echo "Failed to connect to MySQL: " . Smysqli — connect_error;
5 exit();

6 1}

7 Ssgql = "SELECT Lastname, A€e FROM Persons ORDER BY Lastname";

8 Sresult = Smysqli — query(Ssql);

9 // Fetch all

10 Sresult — fetch_all(MYSQLI_ASSOC);



3.4.4 BN ERIRFIK AN ERE

s (FAHEANSAE, BFPHPASFHFAILIREIWHE,
FAAEEFIENERE, WRFBEFIER, TLUERE
BHEMfree()EREL

$res->free();

" B{RIVEIRERSSHINERERAN, (RETEEXRAAETE
HUERSRIR SR EIRSS 2rrY T, BRERRYClose()RRZL

$¢mysgli->close();



LI RAAKRIALER

&0

[ N
1 <?php
2 session_start();
3 Sservername = "localhost";
4 Susername = "clever";
5 Spasswd = "aStrongPasswd";
6 Sdatabase = "MyWall";
7
8 Smysqli = new mysqli(S$servername, Susername, Spasswd, Sdatabase);
9 if (Smysqli—connect_error) {
10 die("i&EBkM: " Sconn—connect_error);
11 3
12
13 foreach(S_POST as Skey=Sval) {
14 SSkey = Sval;
15 }
16
17 Scaptcha = [0="pupxr", 1="khrb", 2="huks",
18 3="egwb", 4="ekdv", 5="khns",
19 6="wuxe", 7="teyk"; 8="nupf",
20 9="brpk"1];
21
22 if (Scode == Scaptcha[$id]) {
23 S$sql = "SELECT % FROM user where name='Sname' and passwd='Spasswd'";
24 Sres = Smysqli—query(S$sql);
25
26 if (Sres—num_rows > 0) {
27 Srow = Sres—fetch_assoc();
28 S_SESSION["role"] = Srow["role"];
29 S_SESSION["name"] = Srow["name"];
30 } else {
2 echo "<script>alert('wrong username and password!');location.hre
32 die();
33 }
34 Sres—free_result();
35 Sconn—close();
36 echo "<script>location.href="'pannel.php'</script>";
37 } else {
38 echo "<script>location.href="../index.php'</script>";
39 die();
40 }

BIEEIE

f="'../index.php'</script>";
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= HTTPIMY SIBE
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3.5.1 HTTPIY SIER

s HTTP: @ AfEmitiY (HyperText Transfer Protocol), EF

TCP/IPz ERIN FatiY

1.
2% i 5 2
2.
1, B E———
2 K EHTTPI i ——
- 1
4T 3
—3. E[|HTTRIF 4
——
i
|
— A WA
4,

HTTPIMM BT I A2

ZEPN SRS SELIER. ARRRRMBEREEE,
HTTP |y T1EF 4R,

ZERNRE—MEKRGRSEE, BRODANRIA:
% — BIRFRIAR (URL) « IR AS, FEMIME
EREEBKREBRT. ZEFRIEREMATENRNE.

- BRSFEEEENEKE, AEFROMEES, HERIA

—PRET, BREENDIGRAS . — P BIhEEE
RMRH,FLEMNE%%@%%%%EE\$%%
BN AR

& PimiE RS 28 Frik M Py 5 SR b es B~ F
FHERREL, AT PISRSSHTEE,



| HTTPIY

ICMP IGMP




HT TP

" TR
» FREE RN NER
S EMIBREPNER, FUEISPHNERE, BUTREE

" BN
= YT T RS IRRBICIZAE
IIREEAMERERENES, WENMEE
ol VLAV
» REEFIHIIRS SRANENTAMEIEIRAS, (FERENEIRATATLL
BITHTTPA&E
" EPIRLUR RS SR E RIS AR E LR



HTTPER

=l

NS B

o= .
s 53K B> RS8N
= R BRSS28m->E i
" SEERER
= 53K/ AT T
L EISES
= JBEIR

=l



| HTTPiESR

=g =
7% | SP|  #RURI SP | HTTP/&A | CRLF
B2 Bk | BakME
1
=i

EAL, BEE

R RIAIEEER.




| HTTPiESR

/— OiFRT7ik /— @15 3KRURL F@HTTPWJ@ZZE’&J'&ZK

~ [POST /chapterl7/user. html HTTP/1.1
@rAccept: image/jpeg, application/x—ms—application, ..., */%
| Referer: http://localhost:8088/chapterl7/user/register. html?
¥ |lcode=100&time=123123
3.|Accept—-Language: zh—CN
L\User—Agent: Mozilla/4.0 (compatible: MSIE 8.0: Windows NT 6.1;:
Content—-Type: application/x—www—form—urlencoded
Host: localhost:8088
® Content—-Length: 112
iR Connection: Keep-%live
v Cache—Control: no—cache
' ie: JSESSIONID=24DF2688E37EE4F66D9669D2542AC17B

( Cookie
ZE{name=tom&password=1234&rea1Name=tomson

O Bi53KIE, HTTP/1.1 EXANEKG EZEsH, —ig=ArY=EGETAIPOST,

@ JNERIIMAJURLIEHE, EFIHRICELAIHostE 14 2B Al e ZEAYIB K URL

Q) RIMXBIREIRAS,

@ ZHTTPAYRSCEL, BEaT T ENE, BN BHER BHE", RBWEIKEEFRER.
® BRI, AEHIEKRSHAVFIREENE



| HTTPiEX

T4 &1
GET IREX—NURL3E € W VR, B B IR S
POST MNP i RS BimRIE—BEE REEAID
HEAD RERIBEHETEE, MASEIRHEHIANE
PUT MR S5 25 5] 25 7 i R IE — 5 B
DELETE 5 K AR 5523 M BR 95 5 KO TR TH
TRACE ML ERER, AR P WREEEBEVCEE (AT
CONNECT | 5PROXYZ /A HIEREE
OPTIONS | &EWEES), AT EInEE RSTEHHITERE




| GETIREPOST?
» 5 POST 1HtL, GET EFEMBER, BEKZPD BN FMlEe

w 2AM, FELATERA, BER POST iE3K:
- FNEFREENM (EHRSR IS EIRE)
- BIRSBERERBHIE (POST RELIREIRS)
- BEGESKRMFHNEFEMAR, POST LY GET EfaEthE 5

POST =
http://example php ﬁ
GET =
http://example.php?key=value %




| HTTPiESR

LR X
User-agent PRER R
Accept P v B 42 52 (R AR A X

Accept-charset

% 7 v B AL B ) AT AR

Accept-encoding

% ) i e ALk B ) G AL T

Accept-language BRI E S
Authorization P i EL A TR T
From FH P HR LT BB A2 s
Host 25 7 i EA) A LA S 15

If-modified-since

HE LR B H TS Is i A4 A3 I A SO

If-match WY 525 bmid ULHEC B 4 AR X AN SR
If-not-match W 525 hRid AN ULECE A R 26X A S0
If-range R IE S AR ER 43 SR

If-unmodified-since

AESRY H I R AR SR, a2 SO

Referrer 5 AR B B 2 1Y SCRS T URL
User-went b ER PR




| HTTPIBAL

HTTPHA | SP | Ihasis | SP

IRAS T IR FE

CRLF

[ [5

BakE

* |y
asit

B E NI EEEE A ARIERINIS

A EEE: 1ERPARSSsRRVBECEEEMNMERRE. KE. EH/hA.




| HTTPIBAL

O @REME
WRIR  RAHE

3 HTTP/1.1 200 OK
] Server: Apache-Coyote/1. 1
I ™ Content-Type: application/json
:“ Transfer-Encoding: chunked
* Date: Mon, 12 Sep 2011 12:41:24 GMT
@ 6f
1y {"password":"1234","userName":"tom","birthday":null,"salary":0,
W "realName":"tomson","userld":"1000","dept":null}
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URL
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B s =) SRR FN BE] Birs s
app.5ede2573bf4927e8764cc5ba3ce... 304 stylesheet  E=fib 2378 11 ms

) 20220429RUC 304 document  Eifi 2188 11 ms

© hm.gif?hca=925CCFO855A1AD74&cc... hm js:27 0B 1ms
app.5ede2573bf4927e8764cc5ba3ce?... 304 stylesheet  20220429RUC:88 2378 13 ms
manifest.2ae2e69a05c33dfc65f8js 304 script 20220429RUC:88 264 B 12 ms
vendor.9cb0a6379833f53e0dab.js 304 script 20220429RUC:88 2378 14 ms
app.852c8313fa3431cd05fd s 304 script 20220429RUC:88 2378 16 ms
single-file-hooks-frames.js 200 script 9.6 kB 41 ms

hm js?c97057c411e80c0163c3fbae88... 200 script 118 kB 17 ms

D hm.gif?hca=925CCFO855A1ADT4&cc... 200 gif hm.js:27 4998 17 ms

D hm.gif?hca=028DEED66B1FF3BD&cc... 200 gif hm.js:27 499 B 9ms
data:font/woff2;cha... 200 font app.bede257....c55 23.5kB 23 ms

D dataiimage/svg+xml;... 200 svg+xml vendor.9cb0a63....js:1 0B 0Oms (memory ...

(i} userStatus 200 xhr 3848 274 ms

{> getDirectinfo 200 xhr 1.8 kB 119 ms
font_3459336_anvg4913n0m.woff2?t... 200 font 20220429RUC:88 0B 1 ms (disk cache)

@ favicon.ico 304 Xx-icon Efib 264 B 20 ms

{i¥ getPostList 200 xhr 39kB 54 ms

{i} user-toplist 200 xhr 3448 15 ms
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&3 URL https://store.yunshangxiaoyuan.cn/resource-1739900388243-DMZZ7imageView?2/1/w/400
EHRAE GET

HEE @ 200 0K
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=z strict-origin-when-cross-origin
v Nafitnsk L =&

Accept-Ranges: bytes
Access-Control-Allow-Crigin: *
Access-Control-Expose-Headers: X-Log, X-Reqid
Access-Control-Max-Age: 2592000

Age: 1262

Cache-Control: public, max-age=31536000
Connection: keep-alive

Content-Length: 23230
Content-Transfer-Encoding: binary

Content-Type: image/jpeg

Date: Wed, 19 Feb 2025 00:04:58 GMT
Etag: "ABflzXkFDVEREnvEBNG6ghrmk1YyeH"
Last-Modified: Tue, 18 Feb 2025 17:39:48 GMT
Ohc-Cache-Hit: bj2ct67 [4], suzix176 [2]
Ohc-File-Size: 23230

Ohc-Global-Saved-Time: Tue, 18 Feb 2025 17:43:27 GMT

Server: JSP3/2.0.14
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£} getPostCommentList
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ERAE POST
PERE: @ 200 0K
Rk 120.48.47.220:443
Bl strict-origin-when-cross-origin

¥ ERTRSE R

HTTP/1.1 200 0K

Server: nginx/1.14.1

Date: Wed, 19 Feb 20825 10:42:16 GMT

Content-Type: application/json; charset=utf-8
Content-Length: 956

Connection: keep-alive

X-Powered-By: Express

Access-Control-Allow-Origin: https://ruc.yunshangxiaoyuan.cn
ETag: W/"3bc-jSXdY2L390Qdz1dF8B1zgn9wfQ"

¥ ERInk JEE

POST /xiaoyuanapi/treeholeuser/getPostInfo HTTP/1.1

Accept: application/json, text/plain, */*

Accept-Encoding: gzip, deflate, br, zstd

Accept-Language: zh-CN,zh;q=8.9,en;q=0.8,en-GB;q=0.7,en-U5;q=0.6,fr;q=0.5,cy;q=0.4,sv;q=0.3,pl;q=0.2
7.

Connection: keep-alive
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POST /xiaoyuanapi/treeholeuser/getPostInfo HTTP/1.1

Accept: application/json, text/plain, */*

Accept-Encoding: gzip, deflate, br, zstd

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8,en-GB;q=0.7,en-US;q=0.6,fr;q=0.5,cy;q=0.4,sv;q=0.3,pl;q=0.2
Connection: keep-alive

Content-Length: 209

Content-Type: application/json;charset=UTF-8

Cookie: Hm_lvt_e64b246d87369ea1e850122005104829=1739872487;
Hm_1lvt_c97057c411e80c0163c3fbae882ff468=1739864467,1739961668;
Hm_lpvt_c97057c411e80c0163c3fbae882f1468=1739961668; HMACCOUNT=925CCFO855A1AD74

Host: ruc.yunshangxiaoyuan.cn

Origin: https://ruc.yunshangxiaoyuan.cn

Referer: https://ruc.yunshangxiaoyuan.cn/treehole/post/20220429RUC/202502191837529323P1
Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (iPhone; CPU iPhone 0S 16 _6 like Mac 0OS X) AppleWebKit/605.1.15 (KHTML, like
Gecko) Version/16.6 Mobile/15E148 Safari/604.1 Edg/133.0.0.0
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= HEIBMMHoT
= XMLHttpRequest

= fetch (T #RRDA)

fetch("iFRkurl", {
method: "i&EXRKiFA",
body: "iEXK#EwHIZE"
})
then((res) = {
return res.json();
})
then((res) = {
console.log(res);

});

console.

log(xhr . response

| -

0fe) A

B




I XMLHttpRequest

T =

= BIEXMLHttpRequestxTZ

1 const xhr = new XMLHttpRequest()

= BCEIEKT5AFNBK url Hotr

1 xhr.open('GET', 'https://www.example.com/getapi') 1 xhr.open('POST', 'https://www.example.com/POSTapi')

R BIERSRERERITH: EX onloadendZB{4LMERREL

1 xhr.addEventListener('loadend', () = {
2 console.log(xhr.response)
5 1)

= )RS5 EEARIXIEK
* MRZEpostisik, FHBSEHIMIEsendh &)
- MRZBgetsiE, WEFS_LHEESHEUIF 1 xhr.send(postdata)



I XMLHttpRequest

m ElS  eoe
1 <script>
2 /%%
3 * At #/IXMLHttpReques t ¥/ R 5% a5 il I
4 * 1. #/# XMLHttpRequest X/
5 * 2. FEIERTHEAER url Hibf
6 * 3. KW loadend ZEff, #Zimfvitf
7 * 4. KEiEk
8 */
9 // 1. 6J# XMLHttpRequest W%
10 const xhr = new XMLHttpRequest()
11
12 /2. FEFKIZEAIGR url Hhf
13 xhr.open('GET', 'http://hmajax.itheima.net/api/province')
14
15 // 3. W07 loadend ZFHfE, s pyiE
16 xhr.addEventListener('loadend', () = {
17 console.log(xhr.response);
18 1)
19
20 /4. KEFER
21 xhr.send()
22 </script>
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17
18
19
20
21
22
23
24

@
<script>
const loginForm = document.getElementById('loginForm');
const loginBtn = document.getElementById('loginBtn');
[/ BRI i
loginBtn. aggEien{ttitener( click', function(e) { Fiﬁﬂﬁﬁf*jﬁ;} Xh_i__gii 3321|J1E§
e. preven efau Sat \uJ\ Ny,
Iy 1% fEimR A jsonEIEFT
3?nif¢;:;TE§Fa = new FormData(loginForm); I§1¢%§3jtjk]
const xhr = new XMLHttpRequest(); {"success": false, "message":
/! FEEER n 1 ii‘EJn
xhr. open( POST', 'php/login.php', true); FHF'%_JZ’Z EE_IJ EIBE
V= s
xhr.addEventLlstener('1oadend', () = {
const response = JSON.parse(xhr.responseText);
if (response.success) {
location.href="php/pannel.php'
} else {
document.getElementById('errorMessage').firstChild.innerText = response.message;
}
1)
[ RIXIER
xhr.send(formData) ;
1)

25 </script>
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1 foreach($S_POST as Skey=Sval) {

sy T EiHAE, EEEt
g Sresponse = [ POST ;Eﬁ EFE / ?jﬁ\}éﬁ
o peelo me HiEEPEE, FiR
8 'redirect' = null %Xﬂ'ﬁ_{zﬁgﬁ@{gl EE-Ii

9 1; NI TS
o | [R¥E AjsontE TR
11 if (Scode == Scaptchal[$id]) { N
12 §sql = "SELECT % FROM user where name='S$name' and passwd='S$passwd'"; 12§
13 $res = Sconn—query($sql);

14

15 if (Sres—num_rows > @) {

16 Srow = Sres—fetch_assoc();

17 S_SESSION["role"] = Srow["role"];

18 S_SESSION["name"] = Srow['"name"];

19 Sresponse[ 'success'] = true;

20 Sresponse[ 'message'] = 'ZFEY";

21 } else {

22 Sresponse[ 'message'] = 'HPBEEGEIZE";
23 echo json_encode($Sresponse);

24 die();

25 1

26 echo json_encode(Sresponse);

27 } else {

28 Sresponse[ 'message'] = 'wrong captcha';
29 echo json_encode(Sresponse);

30 die();

31}
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