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12.1 [ERsRES S A SET

" B ERmmR TR EIFS UL AIE (XSS) , XSSIHFERNFH AR EM L
HISFERRE, SEIGEENHANMELERZEMub EHIT

= AMAFER—MEFEANKE L N—BRBWMEARE (UXSS) |
RN, BESMUENRBESRELR, REFEZmE, (HTREEEES
2l

= UXSSENassEIYimilE.
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12.1 ERSRESEES R SE

" AP EAIESE SR LAER], AERXSSIEZUXSS,
B EEIBAEIEABZEMEARE R, AT AZRXAM?
XFAEMEN DR — T ERELEEE: BEiRRE (SOP) .

" [ERRESS AT IRE—NERI S i E S INFRIBI R e gE =
B—NENKIFEHITRE., FERREEEEE DR LB SRSk
FORERE. EAEXT NG AP EMRIAFIRZN, ELanpE e
WHERNARPFEN G PRIBURMLL (EbUNIRTT) BERE
= (KSZERE, cookiess) .
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12.1.1 )&

= FERRN, EEREBESHEARRIBNRE, FE—KIER FE
JJ:EE:)? E’Jb&ﬂw ﬂE %B/ZA'H_/ZAZEIE g ?

N R BETEANED, o3IE2mY. L (BHEFRAEE) |
im, FAIERTEXEasPIEEAurldlT:

® https.//www.google.com:80/...

Heh, https://, http://ZFHEFRAMY, www.google.comFR /g
FH, 80#FRAImH (FHTFWeblRGZHIE AR /980, FrlA80uRH
BEHEE, NRENMRSEMNWebRSimOAZ80, UAEEE
) REROGERN /" 2RSS AR, FIMNERZ

"Hth”

L\,_|-


https://www.google.com:80/

12.1.1 )&

" EEWA, AL — T urlf# AT

IR

X 41 2 it

» AZRIEANEEEEAER, RAIEROREAEN, SN, REE

A, TE
HEXAOTE.

Al

s —L5https://www.google.com/hello world.html

800 Bo%  hello _ worldJuml RATHE

Gk, BAH
X 80%% 2

;:E‘; aﬁ-ﬁ:

-80 hello _ world himl
(B B

CBOI# B e

B8O B

81



12.1.2 V85|22

" JavascriptE& A S RIWeb RS RImHNERIES, IWHEHXEBEY
WebREZIABZEEZNHRSER, FJavascript2F~rl R, EAR
IERBARIRISGEFCIBAsEEa L ? XE@idiEslJavascripts|Za91T
JI9SCINRY.,

= Chrome i FHBY Javascript 5|2 9V8, V82— & XX HYJavascript
WebAssemblyFFR5 |2, BreE{EHAIC++iZFseiEmJavascript{TiEaFE
CRIXNSFRE, FEHESNFRISIREIEIFZ2RE,

How ®
Q 708
O O
We take your JS Parse it Abstr ;lx. >t Syntax
Tree

Works () D ‘L
% i S 05 3¢

fe bd

MIZe
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FFX

» ETEEREIER, KIIEBEFREXEARIFEINAEEEERER, V8
R T —1 KB Acontext (LX) , 8 contextE{FA—Navascript
RERRITIEHBEERS.

" ftlavascriptZEH, AElcontext2HERER, BHMER, E—KRIERXT,
contextARYJSIBEAREEH A contextBHYJ SRT S E R ELY.

s £C++EmH, —B— 1 context#ilZE, FEIMAULUUEENHLE, FHE

— N UFHREIATC, HF(IMcontextA A\ contextB, B McontextBiE
AT, Ff1=[EEcontextA,

i& ¥ context @ N context
current context (0) current context (D)

| |
[ |

|
.
)

context C

context B

contex L
context C ] [ context C

Y Yy —Y )




TR
" f£chromedh, BNIREPXINEARRIcontext, EH—ZH, 81
windowliframe#BII N EAREHcontext, XEHREE(IEBEEIRFAY
Javascriptifi®g, minialkR 7 Haicontext Z /MY E Al contextEZB EERIA
PR, MAAEELFIcontextifalEfticontext, FEZEIGUEsecurity
tokensk & {EFEEIERRZL,

= EH—, chrome3|i#t T site isolation#lfl, BENAERNEREERK
BT AERHESR, HTFHEZBEEXRANES, FESNERNEERE
DOXELASR ELARIREN.,

m THEEZ: Chromium Docs - Process Model and Site Isolation



https://chromium.googlesource.com/chromium/src/+/main/docs/process_model_and_site_isolation.md

2R

= — P NIRESREAILAD A N E =% browser (ilZzs) , renderer
(iE3kes) , frame (i)

" SEAVTF—DNEERE, BPNNIEERHEZE— 1 browseri#iz,
browser#iE 2ATEEMMARNGHIE, TEREIN T — XS asERx

12.1.3 Chromerag

J:Eg;g*@ I renderer/| q.1.---» renderer?
o 1:
headbar !--.---—'x"hwm o . T
1:1 —>j(j'ramef)_
j S
ame

page/ —> main frame ——




12.1.3 ChromeTuEZ844

" B RERENNE —PNMEENERSIERE, M8—1
renderer&BXINE—MERFHIIR (page)

" pageFEERTFEE—{rendererHfERINEY, — N ISEE
HFRZA— 1 (frame)

= HEITREAINERFR Amain frame, LliframefZzUiAZIImE
FRVEMESERFR Ilocal frame, FrERYframe#BHpageEIE,

class Page {

Member<Frame> main _ frame _ ;

}



12.1.4 RRRESHYSChE

s AeRBPERR, ERERENCEFEFERANTMELT
X (context) , X—EbnEEHAIFEECchromiumF_ETRIE
WA ERAREFERSUEILIRENISREE ERS chromiumZ
a0{aTF EH contextiG I FRAY,




I DomWindow#[lExcutionContext

" BidchromellEZERWIEAITLAER], SRIREMEEEZR A
ZRERARERERIframe (11 main frame + N4 ~LocalFrame) ,

chromiumglliZ 7 —1N"C++38——DomWindow, F3¥XJhzJavascript
FRYBEOXISR (window),

" DomWindowB & 7T — 1 EHONMEREME, F#®REE— 1 XL
ExcutionContext, FIRE N, ExcutionContext2— MNHIAE{THIFR
5, ERHEWeb LHIARETRIENENE, MBSEAIZrIREEIN LT
(v8:context) RIXBIET, BEAREMNSNBETHIRE, MEED
DomWindowiz{THIIAIE,

Ry

/.




DomWindow#[JExcutionContext

® Fchromiume, BEEEFEDomWindow=3{ERZExcutionContext
FIEMSEIL, BHFDomWindowSframefB4fE, BiEHERE—4
J5 E EE ExcutionContext E R ik 1%, FrLAK BB o T 215 1%
ExcutionContext By it 5 & @B BI 3L fr £ 2 5 frame 48 & BY

DomWindow,

class DomWindow : public ExcutionContext |

Member<Frame> frame _ ;

}



SecurityOriginF1SecurityToken

= DomWindowB& 7T — 1M EONMERENE, SHEIRREGREREIF
2 "B XNEMT. fEchromiumesp, REEN T —MFHKIRS,
FRFAIME RS EMRAR, XMFIFRITRFIESecurityOrigin,
B XPMERFNMUAFRFEEAFEEXTDomWindowhYiR, 451%
RIRE T —RYIEE, HPHeEEm M p/REZE: universal_access
Fcross_agent cluster access, XLEEMHEHIRWAIRTIRZRIZIR
NMWHIERIZER, RN, WRALESIREILFIRE (FEIR)
BeiBIEIT) SHIARY 5 ih10) B SR SCREFIE M,

class DomWindow : public ExcutionContext {

Member<Frame> frame 5

Member<Object> security _ origin _ ;
Member<String> security _ token _ ;

)



SecurityOriginF1SecurityToken

SMATAHERENXEZEEREMEGE, chromium it £
DomWindow 1 i& & T — 1~ F T & 28 A SecurityToken , X /™
SecurityToken 2 HSecurityOrigin £y, 21, WERHAPX
&, BE RN framefViRER, BRAB{IBISecurityTokengitEE
IXBER DR ER S Z [EERIRT AT RAY DS, INREIRS
2 ERAaERE, TSR SecurityToken AMBERIRSASERTE
1haEs, chromiumBleH TENZENZ 2N, XSEEHIFH

15208, class SecurityOrigin {

bool universal _ access _ ;

bool cross _ agent _ cluster _ access _ ;

}



WindowProxy#[script state

» |PAChromiumLURSEIL Y DomWindowZERKE & — NS ASHIRT
BRE, BEERXITERHITREMNE T s, ATRAERE,
chromiumBgframesci 7 — 1 EIRE LIRELWindowProxy, &
I JAATFAbE contexttBRE|EEH. —1"WindowProxy5— 1 Mramelt
—4fE, FRET TN EITRHEFENESE (Bfhv8:.context,
ExcutionContext, DOMWrapperWorldZ%) , script statefl

s S VNEEE

class WindowProxy { script _ state — = ScriptState:Create(context, world,
GetFrame()—>DomWindow());

const Member<Frame> frame _ ;

Member<ScriptSatet> script _ state _ ;

)
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contextiVixE izt
B JJiat— Mframely, S5ECIEZEXINAIDomWindow, f£i1X
MO8, SecurityOriginfISecurityToken& /G188 ;

8 XI5 DomWindow il /gExcutionContextBY E{ARSCIL, MR
RBARApv8:context;

A R e E WindowProxy, XM I REF, KRS
DomWindow il /3 ExcutionContext, H I EflZ 8t ZE /Y
v8:contextEEMMATFEANEE—iCsidsitscript_statedh,

context = Extension_configuration 12
V8ContextSnapshot: : CreateContextFromSnapshot(isolate, (&M Do mWind owFNEth—

World(),&extension _ configuration,global _ proxy,document) IR E A4 R RS E
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" ARR—ARE, BRI 2 XMNBEGT0. Bl RERD
PRLAT LA BT :

1. SRERY SAASIEIR S RISAERIEE,

= 2 SRIMERYSRISRRIS— T EIR)AEEE.

" 3. SRISMERYSREBIRRIS — A EIRSGEREE.

» ETEIRREAER, ExERHRRERIRERT, BiIaILIFT
W IR RTH, S=MLASwEIRRISES. ERI6IE
nMRBRRRERNER T, S=MAERER RIS,




S STR I 4B STAS

" Echromium#, Z—NMpAEAEZE, 87568 UM
v8:.context2&HE, & /Av8:contexttHDomWindowlE—ifTE,
mDomWindowHi framelE—E, ATLARNSRIX M aEIERA
RENRKEEERE—Mrame, WEHRIV8:contextEHRE, 7t
XN AXTEREERZ D, AXKINRGEIEE,




=YL =1 E i EIN Y =
= BAllzriRREl, ATIERIEXEZERARE, chromiumigx& T
— N HSecurityToken Y B 1%, MANNXEAERE, WEAIRY
contexttBATHE, AEEEEE—LRIEN, chromiumZEEESE
— RSN T PN SCHERYSecurity Token, 1&g SecurityTokenfUig &
HERE, BAOENIRER, NWESecurityOrigintg@E, BFAH
SecurityOriginME—ffzERYSecurity TokenZiiEEl.




R D Py AT =3 s/
B EEIRS — A ERIE
s PSRN SRS AR, BRAHESecurityTokengiA~B]gEtERE, W5
X BB SecurityTokengJ#IEr, chromiumF&HI T — 1T ERY
CanAccesstaE, TEMESNEMBAVEIKIRE.

s — NG RURIRE T BESEME R WAL REVSHAEEE, 8B
2. Z 8RR EIAYSecurityToken®5Junivsersal accessgEF=HE
NE, NRXNMIERIRE TR BRdomainkYiR1EIE, ELa

https://source.chromium.orggéiz[ahttps://bugs.chromium.org,

AB4cross agent cluster accessStFiRENE,



SRR —AEIRME

s INRIL IR BERIRE, universal accessE2IIAE, N,
AFESHTH—ZRIEN, Btchromium& Eéﬁcﬂ%'ﬂ&wfi@
ZHRJdomain2%G1EE, WNRER, BFAMNZILRERRE 1 86
fHEldomainfyiFEiLE (tBRtEiSECcross agent cluster access)
ERNBERT, XMEAR, ATLABRK.

s RS EEHRIRE, ERIEIIRE R EERER domainilR
i5a], BBASE—universal_accessfVFIMTIASEIL, SHNE
EEEFIE; tEEGRNIRE g EIREE, BAEE—
universal_access¥Ir A ERT, FlEEEREAI], A*HEHNGEN
Al




SR AR B — AR

var coo =
document,getElementByldCiframe2”) contentwindow,document cookie

\4

#xAh

|

v8:context?

url = www test site
Security

iframe | : src = www.test.site
tokenZ.

J S~ > iframe2: src = www.diff.site

%] KM o8]

A A
¢ true false true
I | !

A full CanAccess Check —>universal _ access?—false—> isSameOriginDomainWith? ~—true» cross _ agent _ cluster—access? —false>» k L
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* GoogleFy& W T1te N FI 231 ER7
URLE R E + Logisticr ey + MITTE®R 7 2Ee

Logistic Regression

URL Black List Classifier Image Classifier Display to User

Browsing o

\Ar.eb page E" score = ljelcgadds

w

. http://aaabbb.cc - | - - <I>
https://phishy.com
“ee Ph hy form> b k
<for [..., ©.7825, ...

l §
A A

l

Warning Page Warning Page Warning Page



Logistic/r e

o A H Aoy 2K A A AR B R B T i P

(client-side classifier) , {HH 224 FH K15

BINA K EHEM (A Ethl’JI&gT)

o BSR4 B L 9 7 4 228
7 AN

Bin Liang, Miaoqgiang Su, Wei You, Wenchang Shi, Gang Yang. Cracking Classifiers for

Evasion: A Case Study on the Google’s Phishing Pages Filter. In Proceedings of the 25th
International World Wide Web Conference (WWW 2016). CCF-A

26



T A BB

iR Debugging

I 4% Disassembling

RAL 4 HT1 Code analysis
7575 £ HT Dynamic taint tracking

i & 2

Y

2
%
%0
B i

= v

~N

Client-side | L
Classifier ,': u &

| D -
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H b%: Googlef £ [ 7T 432 #%(GPPF)

Web 7 i | Blacklist
1. M TTURL Y 5 524N 44 it aCKISYS o R PLRR b AR I,
@ 1T EE (malware, phishing) - Fx FH 1F37 o) AH M T2
> -—-rl

3. G ARORVLHC U3 F GPPEXS I T AT 4T 7>

5. W% > 0.5, MHATHE— D&

ARFA B X TUARAT AT A7 ZRas R H ok

Google

4. 44y %< 0.5, FLYF I

'3

= Chrome/Chromium

* Google W 4E T i & 11 UL IH K )I 2R GPPF

o HRIL104ZF P (w8 it Googlelts Chrome/Chromiumix 1 %% H)

o BRI AEHLL LI HURL .
o BEJEBERSAS I H I 60,000 3T 44 A Y
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o Secunty erver

s <

Phishing attack ahead
Attackers on www. unitedgormanainwarys. o might Ury 1o tnck you 10 steal your

information Alor example, passwards, Messages, Of (edd casds).

(W] Automaticaly report detads of poible seamty NOSents to Googie. Prvacy pobey

Rack bo walety




BIEMT ) uRL e | BIACKISS o i g b, )

| |
i 17%F Ee (malware, phishing) i - x FH LE 75 1) AH B T TH]
PHISHING > :".I

1 3 : T ST 2N
g TR | | 3. sk LRe L I GPPRAT I UL T4T 9

HAM <05 i
i Ql 5. WS4 > 0.5, MIEATHE— b 4o 7
1
i | ko 0 TR A T S L ok
I 4 F
1
: 4. B4 #1< 0.5, VR Il
1
1
i Google . .
e Chrome/Chromium
| Legitimate page

IX{sE Chrome/Chromium ¥ — 4N 1

=
SHo
S
e
T
=
o
o
=
E{



W i GPPF

- SIz. o
o FHEUINEE J5 1oy SRR A

> 4r2RE1k Classification algorithm

> INE IR ARAE Encrypted model features

o il 4E LT
> R URLAH IS K HFAE
> fiR 2 TermAH ¢ R AEAE

228ec7d68a25ed51ed1498c2fcd6c3a3

oum

b147706a8f2fdb269263b8d35b0ded16 [
Y

bfdfebdda9b7f4c1b93e51850bc4fcaldb
5c2a46211f7dbc2dabfaf296f51724

IS

2130
» Logodds = T, + Z

i=2

REIA

i1

e

J1

|

UrlTld=ca

UrlDomain=ebay

E&

i

FFIE

31



KA vk
DA =R R

J/E@.%ﬂtﬂﬂ AN A TREHE AR, AT FNGPPF N —~Logistic[=l )
I

T2 (logistic regression classifier) :

2130

Logodds = W, + z [WH V. Jj (1)

Logodds
o &

score = T i (2)
e 2,130 #N] (Ri1~R2130)
> FESENAAE — A 1E B A AL (W1~Woaiso)
> BN AL B 1 B AR
« 1,009 HHF

ﬁg% score > 0.5, TUHPRAK 70 RN —MEERIEY B TUE, B Ny—&k
I

32



TSR

GoogleXt GPPFRFE S FH SHA256 M5 HLyk3k4T T I

FE YFIE$H THZBHF4E (SHA-256) WE
32ffbec120ed857f57f3d7bb37e66529
Rule1ss3 5 55b21da7a7efd81d9a9aa2865173eb35 1.26907706
ec92914c7db4483437¢c849758c45¢f8b
bc6dd0148cdb2f72bec0a728e8c91a7d
Rule050 . 760e98536a709d0fch9b717eb542ccha 5 5238471

f77bbabf60a501dbf7df81a111d1e807

XFFaE A I E 1T GDB A T A% il B H HASU AN Pl & R e H
AR R TS P BALAS D P A Hh ol B 3 Ak

33
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URL %F1IE

No. Page URL Features Model URL Features

1 The hostname is an IP address? UrlHostIsIpAddress

2 The ”””ﬁber of other host UrINumOtherHostTokens>1
components is greater than one?

3 The ”“f”ber of other host UrINumOtherHostTokens>3
components is greater than three?

4 Top level domain UrlTld=*

The first host component below

S : UrlDomain=*

top level domain
6 Other host components UrlOtherHostToken=*
7 Path token in URL UrlPathToken=*

b147706a8f2fdb269263b8d35b0ded16228ec7d68a25ed51ed1498c2fcd6e3a3

A

bfdfébddadb7f4c1b93e51850bc4fcald65c2a46211f7dbc2dabfaf296f51724




DOM #F1IE

—a

N Model DOM
Page DOM Features
0. Features

1 Page has <form> element? PageHasForms
2 Page has <input type=text> element? PageHasTextInputs
3 Page has <input type=password> element? PageHasPswdInputs
4 Page has <input type=radio> element? PageHasRadiolnputs
5 Page has <input type=checkbox> element? PageHasChecklInputs

The number of <script> elements in the page is :

>
6 greater than 17 PageNumScriptTags>1
<script> i I .

v The number of <script> elements in the page is PageNumScriptTags>6

greater than 6?

Token feature containing each external domain : N
81 thatis linked to PageLinkDomain=
9 Fraction of form elements whose action PageActionOtherDomainFr

attribution points to an external domain eq
10 Fraction of Im_ks in the page which point to an PageExternalLinksFreg

external domain c261059381c05a4627f2694735h 4686679
11| Fraction of page links that use https PageSecureLinksFreq dbd243519d38bab7712b0e71b40db0

Fraction of images whose src attribution points : 2762eee7f20d2061625c7634057422d3c
12 PagelmgOtherDomainFreq | |  oh7690dca2881228159¢6004c28734

to an external domain

35




Term $FAE

o 432 DARIE (Term) AHIHFME
* 4%?fﬁiﬁéiii:
“PageTerm=wordz1 ... wordi”

o  GPPFZ MM DT H ) ST AR i 3A],  FR4% FHmurmurhash3
SR R g2t i 34 1]

l

6ebe7e49487ceb89dd5c12b47010336¢
dd4046dc1277eb5664ad56230ecc3ab2

echc6dd7bd276c61c529¢ch99d2ae40a4
2386edc8fd578dcelc790f340c2a9085

36



b

fift 2 URLAH AFIE

domain names  phishing URLs thousands of top sites  domain names
s S———
Jouel LTI
domainS @D B cricinfo FIME T Y

smh derm - cm Qfiee '
p ek [TE8 - zuji howmes Az, @
NOGLE TIME @ maecaite (P

!

Encrypted
URL
features

[N

SHA
256

fR 2R IS RS E “ Url TId=com” .



fire s URLAHSRFFAIE

« 563 MM T BURLAH SHFIE
* 426 (75.7%) MHURINEE
o FEIF: 0.5 /N

!

B HRFAE (SHA256)

fREER

b147706a8f2fdbh269263b8d35b0ded16
228ec7d68a25ed51ed1498c2fcdbc3a3

UrlTld=ca

bfdfébdda9b7f4c1b93e51850bc4fcal
465c2a46211f7dbc2dabfaf296f51724

UrlDomain=ebay

38



(Ul

5

118 ] 2 R 22 TermAH S - 11E

“username” [ 2.3 ‘“‘-ﬂ_
B -+ | 4 R ""
g A

Terms

!

Several corpora in seven popular Candidate words
languages (English, French, German,

) . Terms:
Spanish, Dutch, Chinese, Japanese) “ pageTerm=username ”
“ PageTerm=password”
“ PageTerm=username password”

Encrypted
terms

PageTerm=username
0870B1B45AD7364951F2D82CEA1F8DB2 SHA
05B657D61A577EF2C1F5554886F956
PageTerm=password 256
26467A82A635C3800A02F

it 22 5 R IE “Page Term=password”
“PageTerm=username password”

39



fs

(Ul

VR

432 ANTermAH S4FAE
292 (69.7%) 7E8.8/NiF A M R T iR 2%
Language Decrypted Time
English 201 1.7 hours
French 6 2.3 hours
German 51 3.2 hours
Spanish 5 1.1 hours
Dutch 1 6 minutes
Chinese 27 20 minutes
Japanese 1 5 minutes
Sum 292 8.8 hours
I RFAIE (SHA256) BESR

26467a82a635c3800a02fab20e795085
789ea6b6033c8cc180e00a480db7e132

PageTerm=password

FcfcaB8eb6dbdbh3e49elcee8co6chchb6abh0
4849e6fda596830a716572310c5h2304

PageTerm=username password

b

!

40



S VALY

a aaaweaeb

c ¢cde é e ﬁ

é é fghi

11ijklm

noooecewop

gr s tud

Uguvwxy

Z

Alphabet CJK 1deographs
Murmur
hash3

!

Candidate words

2B TermAH S EF 1L

b

b

l

Decrypted terms

|
s

\
o/

SHA
256

Terms

iy,
B
é

i
i
—

G

ﬁ‘r

g—wﬁﬁ"ﬁ%‘iﬁ
Encry |ﬂ*‘,,”§!

crypted
Mk.Engygfgetl

Encrypted terms

41



= 77 R = o7

T TR R 25 Term A S RRE
e 281 (65.0%) #f I fiE
o« FERF KR 16 /N

Term Size C%Cgirgzte Decrypted Time 'I;ai;;n C%Cg:ﬂite Decrypted Time

1-word 1;ﬁg§;:o 186 1 minute 1-word 1;_?322;22;0 31 1 minute
2-word 13_63'23;:0 76 8.6 hours 2-word 1;_?322;22;0 7 < 1 minute
3-word 1;?'2&;:0 15 14 minutes 3-word 1;)?322;22;0 2 < 1 minute
4-word 1;1Iﬁt;ft;:o 4 7.4 hours 4-word 1;)?328;22;0 0 2 minute

sum 281 16.25 hours Sum 40 5 minutes

INZEREAE(SHA256) R R

041c20385f825daacacc60d71604ff23beb656dc990b8c9a523fc3cd4705eb78

PageTerm=>2ff %44

6526786532d03f01b2d48c32ed16a18f1d8c221abf7bf863cffd80c5d797060a

PageTerm=débito

b2fd98c71610ac72724aadc7f5d4ae7052240fal350eafef0323d48542660e56

PageTerm=h—FK

42




73 =5 /-
file 5 4 R
. TR
> 1009 MEAYRFIE (8O
Category Model Features Total | Decrypted %
UrlTld=* 69
UrlDomain=* 21
URL-related UrlOtherHostToken=* 563 28 | 426 75.7%
UrlPathToken=* 201
PageLinkeDomain=* 107
Term-related PageTerm=* 432 375 86.8%
Sum 995 801 80.5%

> 2130 /N HEE]

— 1807(84.8%) AL 7€ 4= iR
\

— 196 (9.296) MUNBER % TR R R 58S

YA Ry
H

— 127 (6.0%) ™ FH U A 4k it o

1|

=y

43



s

—IL /

- T

e FEN “UF” $H{F (Good Features Insertion) : 1

| D 3 N G5 RERE VR < 50T
WAHE SRR 50

« JHER “FR7 FFAE (Bac

H B X DL R BE 9 X

BR 7 HIHRFIE OO BRI

Features Elimination) :1
R ATE PR “ 1

L E

.
>
.

N1

[ -
A

44



N “UF” BE
s RN

PHISHING

Good features

o i A BUE AR SE AT A ZOR I A B R AE

o WRINHINEN T A % B PhishTank 110044 £ /X 172 (100%)

Feature MIN MAX Average
URL 10 2.5
DOM 6 2.2
Term 17 3.7
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[=] USAA Military Home, Life & Auto Insurance _ Banking & Investing_term htmlEd

1652 <a href="https://www.nsaa.com/inet/pages/anto_insurance main?offerName—pubHomePro PrdBokt 1 030512 PnC AutoIns learnmore">Auto Insurance</a> ~
1653 r </h2>
1654
1655 r </div>
1656
1657
1658 <p clazs="slider single content">Count on USAA for affordable auto insurance. Save an average of §450 a wyear.</p>
1659
1660 M
1662 r
1863
1662 H <div class="cta_arrow_block">
1665
1666
1667 <a class="primary" href="https:
1668
- </div>
= <div class="cta_arrow_block">
<a class="secondary" href="hittps://www.nsaa.com/inet/pages/anto insurance main?offerName=pubHomePro PrdBckt 1 030512 PnC Autolns learmmore>Learn More<span class="hid
- </fdiv>
= <div class="cta_arrow_block">
<a class="secondary" href="https:
- </fdiv>
- </div>
«div style="color:#FFF">
</divr

AL “Uf” 1]
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¥y USAA Military Home, Li X

= X

— Z = .

i Apps | WY Z24#i2 ¥y USAA Military Hor Yy USAA M i ubuntu14.04%%cu. £ GoogleSA®E-Lin

ilitary Hom: [ AX#2 [&] BE o 7% [ Neuralnetworksan (Q SFIAK G BFFIE-1

MEEIss BF+ 2 WindowsZFryth  [@ FEFIRFTE »

Online ID Password

B B 5 ojon  ForootiD or password? | Register

& Security & Privacy el

Our Products Advice Center Why Join USAA

Earn 1.5% cash back on all
purchases. It's that simple.

Get the USAA Preferred Cash Rewards World MasterCard®

=i

Auto Insurance Lifelong Benefits

Life Insurance

Count on USAA for affordable auto

insurance. Save an average of $450 a year.

B Getan Auto Insurance Quote
» Learn More

» Retrieve Quote

P4

Help Protect Your Family. It's not just life
insurance. It's your family's way of life, and
your peace of mind today.

& Get a Life Insurance Quote

« Best-in-class service
« Free financial advice and innovative
tools

« Exclusive savings and discounts

& Learn More
» Join USAA

0.264653
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o FIHHLIRBN T AT % B PhishTank 7210044 £ /X 17 (100%) ,
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ERAN

<hl class="headerUpdateHl prepend-2 prepend-top-pad-6">For anto insurance, free checking, coredit Joards

investments and more, let us serve you.</hl>

investments and more, let us serve you.</hl>

<hl class="headerUpdateHl prepend-2 prepend-top-pad-6">For anto insuorance, free checking, c'.t‘edit

PageTerm=cards — PageTerm=card

<div claszs="login container left">
<label class="label" for="unsaaNum"><span c'_a33=“hiddenMessage">USAA&nbsp;<;"3pa:1>0nlinelabel>
<input name="userid" id="usaallum" claszz="login input pie input rounded corners" size=" maxlength="20" onkeydown="jChangeFocus (event) ;" onkeypress="removeErroriMe

</div>

<div claszs="login container left":
<label class="label" for="nsaaNum"><span class="hiddenMessage">USAALnbsp;</span>0nling /label>
<input name="unserid" id="usaaNum" class="login input pie input rounded corners" size="25" maxlength="20" onkevdown="jChangeFocus (event) " onkeypress="removeErrorhe

PageTerm=ID —— PageTerm=ID

</div>

<span clazs="forgotten container ymimenubaritemlabel">
<dive

<div class="fl"><span clazz="left-aligned background divider"><a class="authentication link" href

</div>
</3pan>

<span claszs="forgotten container yuimenubaritemlabel">

<div>
<div class="fl"»<a class="authentication link asText" href

<div class="fl">orinbsp;<a c'_ass="authentication_link" href /www.nsaa.com/inet ent_proof}’proofianvent?acti011=Init&am]g ;event=forgotPassword&amp 'wa_ref:pub_auth_nav_

<div class="fl"»<span clasz="left-aligned background divider"»><a clazz="authentication link" '.'.:ef=| EE%;Elwww.usaa.c'.om.-finet.{ent_prooffproofingEvent?ac'.tion=Init&am1g;event.=t

</divy

</span» PagesecureLlnkSFreq
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¥y USAA Military Home, Liw X

€« C' | [) touesivenie

Yy —

N /5

H 7

— —

3 Apps WY =242 YY USAA Military Hon

Yy USAA Military Hom: [ AX#2 [&] EE o 7~ [J Neural networksan (@ BHIAX o #FFIS-AFE ubuntu14.04%%cu 1 Google¥ @ Lin (@] NEFI=g BF+ 2 WindowsZ& FPyt REFIRFTHE

Online ID Password & Securty & Privacy Search

Our Products Advice Center Why Join USAA

Earn 1.5% cash back on all
purchases. It's that simple.

Get the USAA Preferred Cash Rewards World MasterCard®

Auto Loans

-

Auto Insurance Life Insurance Lifelong Benefits

Count on USAA for affordable auto Help Protect Your Family. It's not just life
insurance. Save an average of $450 a year. insurance. It's your family’s way of life, and
your peace of mind today.

« Best-in-class service
« Free financial advice and innovative
tools
@ Get an Auto Insurance Quote « Exclusive savings and discounts
Get a Life Insurance Quote
» Learn More 8 & Leam More

» Join USAA

PP 0.056245

» Retrieve Quote

52




HoK: RIS >] (Deep Learning)

Google B2 5 IR EMHZL M2 (deep neural network) RHMISPAMIT H

Google Turns to Deep Learning
Classification to Fight Web Category

Scores
214
Spam
Category
09/24/2014 by Bill Slawski score vector
Resource
Classification
ater 111 o _coogie+ 2 i
representation
Deep
363 shares Network
206 Neural Network
Layers 210
In the past few years, Google has been busy building what )

Floating point
has become known as the Google Brain team, which started representations
out by having its deep learning approach watching videos EFTbnzﬁg:sg
until it learned to recognize cats. . -

Google has been hiring a number of people to add to the Features 220
abilities of their deep learning team, including a pricy acqui- Resource
Feature
hire in the UK earlier this year, as described in More on Data
. . . s Store
DeepMind: Al Startup to Work Directly With Google’s Search 202

Team
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Hr—1XGoogle#y £ N 11 73 R 4% KL iy

. %ﬁGoogleﬂ%TChromemE‘J%"]@Wﬁﬁj\?@%ﬁ, 5
ATffﬁ?%r 7%21%%%%gw%_w
ﬁo ﬁﬁbr]ﬁ}én%? ﬁ

Logistic
Regression
Classifier

Classifier

Browsing Displayed

web page

Changqging Miao, Jianan Feng, Wei You, Wenchang Shi, Jianjun Huang, and Bin Liang. A good
fishman knows all the angles: A critical evaluation of geogle’s phishing page classifier. In
Proceedings of the 2023 ACM SIGSAC Conference on Computer and Communications Security
(CCS 2023)
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Google i — AR LI T 73 2R 48 TAEIAE

| BT RE HA 1S TR A,

BET—RBEKHF (48*48 px);

AT RFRKH¥E (224%224 px)

EAN— N ERHAE MK (TF-Lite)

BRI KR D EED (18/\%’3’%HJ\ékc%'Hl/l\ft%Mﬁ*jé%lJ) ;
EEMBENTIRIINETBITRERE, NIREIHENTT

Downsampling Upsampling TF-Lite Classification Over
_ = _— Model Score Threshold e e

48 * 48 px

224 * 224 px Displayed

Full-size
Screenshot
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o JRUGHRAE! (TF-Lite) NEEFHITIERIIL,
« DRBFAPNEMAZE—TEREEHOMIIERE, BEEKESIXNIILED

JJ
==

FEBRIISWFERFEMENTTE, FERRIEATREIER,

* ANERTHHFANRRZEER, FERIETETT,
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REHEL : XSS aR SR PR 1SR R

REEN: FHERAEENLHER

E g BEERAERIEXN I EEAR (NRTER)
HERM: REERTHREER,

WEMI: FERTHXNMIEANB RN ITF, REFTMIT,

s ol

Extraction

TE-Lite Reconstruction

Model
e Downsampled
Adversarial

Screenshot ‘
TF Inverse : ‘ Webpage Adversarial
o2k Model : _~ | Downsampling — Construction.  Web Page
(4 == (5

Adversarial Screenshot Generation
(3]
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VeSS

Ul

X

o REHHE: 2ArChromium TR, ERIENSIITEMD KFHEAAE, ERENETHRFHIE

BUSERIEE, %1

—/NTF-Litet&#;

« EEEWN: TF-LiteR—FMERARTBHNRERER, HERE THTREEZEZIMIRBAIENE
Inee, EMZFERMELFITESREIE. BITBEEM I — 1 FRAENTensorFlowiRE (Pilotst
IS RAA/MERBRAE—E) -

o WFTF-Liteh S EEN (BEEZEERZIAECE) | BHER yERETensorFlowM48is
HE, HAEREARNDequantizationflQuantizationZ, F1EHITF-Lite R MEE, UAEiRE
TensorFlowIRE R # fTHEEITE

© A= PNWEMHEERE ST R,

Bilinear
Interpolation

] Resize Layer

S .S TF-Li
, _ D0y ) _ . _ -Lite Model
Y quantized = S ) ( uqmmn:ed Zu-) ) (" quantized Z.t )
Xgquantized v Yauantized
S
b
+ S ' (bmmm‘i:w! -Z)+ Zy
y
U Tensorflow Model
Y cwantized =
o quantized
= f =
’c:ﬁumli:w[ xdf"?m”"f:"ff Xdequantizec J dequantize d J":frqmmn':ud V )"l]lmuff:"u’
—> .. > Y dequantize d > .
(x quaniized Z)*S, W tequanized * X dequantized T bdm;immi:n'ﬁ' round ( + Z)’)
D Dequantization Layer |:| Original Layer |:| Quantization Layer
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‘IJ L —

Rl

LS‘ " S T3
y _“w Mx (W _ Z11 ) . (Y Z‘) TF-Lite Model

Y quantized — g quantized Nquantized
'\quanti:ed Sy yqunmi:ed

~Z)+7,

’ ( zed
S quantize,

u Tensorflow Model

v _ , _ yqnanﬁzed =
Xquantized " dequantized Xdequantized ¥ dequantized Ydequentized v Yquantized
) ’ dequantize d
(xquanﬁzed - Zt) * Sx wd@qnanﬁzed ’ xd@quann’ze(f + bdequm.'ri:ed }"Ollnd ( + Zy)
¥
[ ] Dequantization Layer [ ] Original Layer [ ] Quantization Layer
Sbit & 32bitVF A 32bitF A 8bitTE Y
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ENRRIL GRAETIRE N

« EyN: PBEXMHFEMTIEE (48+48 px)

- Hth: BERRSRITIE W ITER DR AW TTEE (48+48 px)

» Jik:

» ZEUREEENE (A—MHISGERTE) Mo EEREERR
HITHE (LEEFAREZMHREDETARSNEER) . UREAEAR
Sl Sas A ERAVESL TS AT,

A,I

- , mﬁasmﬁk %zﬂf%laﬁ%ﬁm W) Top kG E

Score (x) = contribution (x) — saliency (x)

BEEH
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- Hth: BERRSRITIE W ITER DR AW TTEE (48+48 px)

- Fik:

AT HE R A

o HN: BERMERIMNTIEE (4848 px) ;

- EARETHETERNERNL, IHEiEERE REDHXIER,

—> KB LETHRIHTE

ﬁ

A ——

HEREMENEE >

B BiREE <

R

LGSR EF.N
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bR

AT IR XS IUE

- MERKEY, HTEEREGRIRENTRRRBHNHE:
loss = cls,y, — Max(cls)

ﬁ%@%%ﬁ%ﬁ SOMERENR, HBELTHR (BEEMUEHS, Hah#ksz

ZR

fR) , BRXERENEESHENNEX (BELENEER, Hah#K) |
upper = min(i + 1, 255), lower = max(i — 2,0); D( ) _ Slgn(gx)*kg*| Ox |
if i e H; " max(max(gyg,).0)+ ¢
ettt oo G ={aIsion(@,) = sion(a, )}

upper = min(i + 3, 255), lower = max(i —6,0);
if i ¢ H and saliency[i] < 0.5;

- HERITE:
o HLEAYI, NEEER,
« HEBEEREE, NEHRE,
s EHIBRELERAWENR, NFIBRERE,
o BN, NMBREEHNEFREEERER.
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« BiIA:
« Wi

© ik

==
- TR
(13

bR

SRR

VAN ( 48+48 px )
s ERIXAR (1920+1080 px )
 ERERTHRER, BRETEHER, AERESSEATEINITTE

. HEMRIX—OIB, BifpE R o) SAL R o — B R MR R (8] 7oK
FGUROBI fift. 233K k) | S RINEZE:

© RRLZE: PEXHRANAERTHEMNITEERENGEE
- BRRE: AT TR, BUNERERFRGREEN RGN TR R R R

REMNES (ZHRTE/N) , AEGEEXFRRRSEERREMU
(ZFHBERAKRIT) |

o ZURFEM: OFEMAR REESEEAZE (0~255ME%) . RILEM

BERIFERIERH, O THMAR: I REZEXTNTMW, FERN
oo B A
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6 SR — — 5 i

- EFERES: ERINEEREFRE LNEH. ETRERINENERTE
PRERBEXED, EFRAVHEXEBANGRERIEABREE.

Pixel in
° 7/, . N 2 71N &
Dzzg\n;fslz‘l:;d Pixels in Full-size Pixels Selected %E ﬁj I\Z' it?ﬁ '/_ jj—j- ’g{ j:( ﬁ?\ﬁ‘ ,
Screenshot Screenshot As Variables «"§~ 21k X 55 2% F P % ﬂ'__':: £
OO .. OO 0Aa ... Aax =
00 . 00 ' e
e jﬁ N - WEXE: L5KRERE,
g A . A = 34y A . = . N
s |00 . OO |03 . 2R RN T AL F A
FEER, MARREL
RS B A
T F—' 2 < /n™N O
| -~ 7~ lm
- D_—‘h Ff
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min Z=Cl-(U+V)+Cl-(M+N)

s.t.

0<(U=-V)+ Pfullsized < 255
0<UV,M,N <255 U,V,M, N : Integer
(U-V)+ Porigin =(M-N)+ Phlurred
Piownsized = KT (U-V+ Pfullsized)

0< 2. U.+V,) c=r,90Db

e —

NS

|X_Porigin ‘+(X_Porigin)

U= 5
|X Por:glnl (X Porzgzn)

V =
M = |X beurredl"'(X beurrea')

‘X beurredl (X beurred)
N = 2
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c—— H R R AL

ERTHEAR (BE) PR 5REMITEBRNEERERRNERES

RAEEN (£HE) ;

* MHRERBENIEENNERE/RBENRERZERTERM ()

min(Dist;)

(1, 22.0,)| (73, 83, 5:)

(7 £4,05) (5. 85.b5) min(Dist,)

(7> 6> D |5 82, D) (7 €5 D)

Dist, s|lr—r'|+|g-g'|+]b-b'|

|xadv - xoriginl

min Z = Corigin ) |xadv -

13 e =
Dist, =|r'—r, | +| g'~g,|+|b'=b,| 1, :EZI‘,, g, :gzzg,-, b, :gzb,
i=l i=l i=l

|xadv — Xsurrounding |

Xorigin + Csurrounding ’ |xadv - xsurroundingl
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HR#owizs (BH) .

* MHBERSWARELRESZN, HENLHNBRREEBIMSVCHIZEH R, RF

APNGE F

o FIACSSHz-indexFM AN E:

s MAXOETEMEERLE, A NMHNPNGERFE A EES—FES
HFR@N,
« SVGERIFWEREE, FHEHEHE =T

. MAEENEMETEETEER.

S AT

© PTARENMNITAESIANLHERENER, TREFIEMEAE.

>Il I + |m:m-mm1
PNG Input Field

versarial Screenshot SVG (Other elements) Constructed Webpage
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] YT

Blocked!
Qutlook-Web App

@ B

81



More Case—3
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