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5.1 EXNHEE

s CPUEHIITIESHTY, WEIEN TS S MmERI T IR ETFHY
{15, REERBIEIFIES RPSREH T, XH2FRiH

o RERFGEFUIEKEIRY, PRV EREE: INERESERICPU,
CPUZEIAEBEE. SMECPUSE. LIRS VEH

1 471 )

BT R = A4 FT e &3 R A AL
CPU Fsb 2 fa5b3E
Shig vector 0 interrupt context .
= softirg
4 —_— vector 1 — |  hardir tasklet
(T 4 ) IPI A0 vector 2 -
— vector 3 | [T TTONN. T T T T T
crus® | threaded irg
Hiﬁ_’: 7 vector 254 FHLE
(o ) 524 th I — workqueue
L vector 255 REVEH o
process context
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SRR SMR, SNRFEAENPITESERSH, —RRIEIEEE T, 2
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o SEE2: FRURIES, EUEFICPUISSSFAEIRES, XTRhIIICPU
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R =R

] 5 | BhidfF X KR | HREY e &S
0 #DE Divide Error BV X DIV and IDIV instructions
1 #DB Debug Exception S/ e X |r.\su'uctmn. data, and [/0 breakpoints;
single-step: and others.
2 x MI Interrupt gy x Nonmaskable external interrupt.
3 #BP Breakpoint e o % INT3 instruction.
4 #OF Overflow i3 it % INTO instruction.
5 #BR BOUND Range Exceeded AR X BOUND instruction.
6 #D Invalid Opcode (Undefined Opcode) A x UD instruction or reserved opcode.
7 #NM No Math Coprocessor vl * Floating-point or WAIT/FWAIT instruction.
s - y Any instruction that can generate an
5 woF Double Fault ik fi exception, an NMI, or an INTR.
9 x Coprocessor Segment Overrun{reserved) Al B x Floating-point instruction.
10 215 Invalid TSS A i Task switch or TSS access.
= N o ? Loading segment registers or accessing
11 #NP Segment Not Present Al {3 Siatel Saaite.
12 #SS Stack-Segment Fault Fvdd fi Stack operations and SS register loads.
13 BGP General Protection g i Any Ry reference and other
protection checks.
14 #PF Page Fault v 1i Any memory reference.
15 x (Intel reserved, Do not use.) X
16 #MF %87 FPU Floating-Point Error A % |*87 FPU floating-point or VALT/FWATY
instruction.
17 #AC Alignment Check A fi Any data reference in memory
18 “C Machine Check i+ ¥ Error codes (if any) and source are
model dependent.
/S8 -?.,/". oL i > i
19 £#XM SIMD Floating—Point Exception bl * ssr" SSE ‘§§r3 floating-point
instructions
20 #VE Virtualization Exception Fvd i X EPT violations
21 &P Control Protection Exception Ve (] ?ET' IRET' RSTORSSP, and SETS.SBSY 3
instructions can generate this exception.
22-31 x Intel reserved. Do not use.
32-255 | X User Defined(Non-reserved) Interrupts el External interrupt or INT n instruction
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root@kernel:~# cat /proc/interrupts

(L

@ CPUO

0: 5
1: 10
2: 0
4: 1753
8: 1
9: 0
10: 0
11: 44
12: 125
24: 1157
25: 227
26: 33
27: 1
28: 0
29: 3
30: 0
31: 12
NMI: 0
LOC: 6119
SPU: 0
PMI: 0
IWI: 0
RTR: 0
RES: 0
CAL: 0
TLB: 0
TRM: 0
THR: 0
DFR: 0
MCE: 0
MCP: 0
ERR: 0
MIS: 0
PIN: 0
NPI: 0
| PTW: o

©

XT-PIC

XT-PIC

XT-PIC

XT-PIC

XT-PIC

XT-PIC

XT-PIC

XT-PIC

XT-PIC

PCI-MSI 512000-edge
PCI-MSI 32768-edge
PCI-MSI 32769-edge
PCI-MSI 32770-edge
PCI-MSI 49152-edge
PCI-MSI 49153-edge
PCI-MSI 65536-edge
PCI-MSI 65537-edge
Non-maskable interrupts
Local timer interrupts
Spurious interrupts
Performance monitoring interrupts
IRQ work interrupts

APIC ICR read retries
Rescheduling interrupts
[Function call interrupts
TLB shootdowns

Thermal event interrupts
Threshold APIC interrupts
Deferred Error APIC interrupts
[Machine check exceptions
Machine check polls

Posted-interrupt notification event
Nested posted-interrupt event

@

timer

18042

cascade

ttySo

rtco

acpi

uhci hcd:usb2, uhci_hcd:usbh3, 1801 smbus
ehci hcd:usbl, uhci hcd:usbd
18042

ahci[0000:00:1f.2]

ethO-rx-0

eth0-tx-0

ethoO

virtio@-config
virtio0@-requests
virtiol-config
virtiol-requests

ARl TS
EARRREL
= CcPU—7l
Rl EE

IRE AR
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e, BEHMACERSRI TS
s HENITISERYULIEAE. JLUAERRY, mPEiimassSf I LUEEART
FARERAY
» HRENTHSFRYLESHIESH, MEFEH TSR ERPRIE
=19
= GMESI
s FFMEIES R 1 SZBISE MR, 2. SZEDTRAME + BEERSAME; XJTF4t
IR RV BAERTRIRlT, SJUURBRE— A i T E
o Y7 RNSEEAME” 7O IZBDTRAME RAFEFRT (hardirg) AU, BENIRER
P RTAY
s THETEAIE MBI BRERTIES, 185 7 RKENHRRIGELE,
A LAD AR BEiEFWEIEEIERT (softirg) . f{ES (tasklet) ;
AR EAIEE TIEBAYI (workqueue) . HlfEki2 (threaded_irg)
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Call Gate Interrupt Gate Trap Gate

Called by the

. . . . Called by the

instruction CALL and Called by the instruction INT . )
instruction INT

JMP

Storedin GDLand LDT  Stored in IDT Storedin IDT

Has a special feature of A special feature is these gates
transferring the all additionally prohibit future No special feature

parameters interrupt acceptance

. Flexibility is more as
o Flexibility is more as compared
Flexibility is very less compared to Interrupt
to trap gate

gate

RN SREEE 31..16

o . Mare portability
Very less portable Moare portability options as

options as compared

options compared to trap gate to Interrupt gate

HEANOSREE 15..0

m G NifERBAST MK

PIDFL |0 O 1 0 1

1615

P - BfFElRE DPL - b FrHL 8t ‘#ﬁﬂ
(BHHIRE)

BrrpiwisE
Offset in Segment 31..16

AR
(MATRHRER)

B fms(E

Offset in Segment 15..0

MFFRAER

1-22 FAINEEFER



5.2 B4R

= REERTE X S1EH
= MR RRTE S MRS N R R BIIIT EES% (30 CPU A9 IRQ 5
[ CPU &IXRY BZ1E3K, AT B0 CPU BT S,
= SCRPIE: 8 CPU BITNIMORT, MATIMA SRS (AL,
EREEHIEIZE)
. ?g? ﬁ: FoUF CPU ESSEMHR(E (WEEES) IHTEMESS, Rb=

R TRl NpaES

= IR 2
- SNEBERMT: ELTENIANG (MR, TERYRE. (GRIRR) WBIYIBESHR, M GPIO
5| IR A S ERT BRI .
- P\]EEEPI%'E: M CPU R EAR, FIILEEER (BT, L) | NENEEIars
B,

BTS2
- OJ/FiET (Maskable Interrupt) : alE@IIFRTFRE 728 (40 EFLAGS.IF {) IImRd
ZXF, PIanEBIMZ AR,
« ROJEE#RFET (NMI, Non-Maskable Interrupt) : {5z, TiABIGEFik, A
FIEEREIE (NAERKNTE. BIRES) .



5.2 B4R

= BB A T
" EBARR (Level Trigger) : ISEERNPIESLBT (WSBFH
), ERTHRERNEMLES (40 DMA £45) .
“ IDGfRA (Edge Trigger) © {RFEESHE (LFHOSUTRG) AIARA,
ERTRNES ZRET) .

» BTN IE AR

1 mRlmEsk (IRQ) - IME@EIT AhlriEEIZE (a0 8259A g NVIC) (4]
CPU KIXIBEKES,

2. WAL CPU TpZHpiie<E, MMPMMIttd, aRERUFN
R o [ HA

3. RFLETFX: CPU B BFRitEes (PCO) | RESFEsE (W
EFLAGS) RN,

4. HRTARSSHIRE (ISR) B AHim=3x (IVT) BEEREIXIL ISR ANO
ik, ISR FEFRRIMDINSANE (AZEEEE) FHBbRFPETRS.

5. RE LT B IRET 159 REFFEINT, REREZEFHEINIT,
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PIC (Programmable Interrupt Controller)

ETET—__ 8259 Master

EEE— R/
8259 Slave

(a) Single PIC (b) Dual PIC

ISA Device ==
PCl Device ISA Devi IRQ .
- ISA device WaeS

PCl Device ISA Device TR . IRQ1
PCl Device PIRQA IRQ11 ISA Device

IRQ2

PCl Device

" IRQ3
PCI Device | ISA Device 8259

PCI Device Master

IRQ15

ISA Device

PCI Device

ISA Device wou

(c) Dual PIC with PIRQ Lines (PIRQ: Programmable Interrupt Request)



APIC (Advanced PIC)
= APIC £3BFER%>: LAPIC T84 CPU MEB, I0APIC S4hgigiE

s HMNEEHEHRTEE429D I0APIC 4MEZ EAREENTZ S LAPIC,
BH LAPIC (REEE3CH CPU #H17CRAY T A

ISA device —
ISA Device =

ISA Device s

APIC bus

) ;i

)

PCI Device

) [RQ22
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AR P BT ERRE T
o BN EBIE R RIRATE R RLARS.
o IRENERHBLIA FREEMIHEE— A
BiALIETRFS.

Int request_irqg (unsigned int irq,
Irgreturn_t (*handler) (int, void *, struct pt_regs *),
unsigned long irgflags,
const char *devname,
void *dev_id)

19



_
request_irg( )lE#

o BINESHirq: BREAIPERS.
o FE2/MSHhandler: —MEST, IEEAEX/
ETAYSCRRRETA IREE R,

o FB3NMBS#irgflags: BJLAA0, BRILIE
SA INTERRUPT, SA SAMPLE RANDOM,

SA_SHIRQEFRI— AN KB METHIRLIEHI.

o FANMESEdevname: SHEHXANEZFZAIASCII
NABFTE.

o 51 S dev_id: EEMTFHERIE,

20
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request irq( )AYIR[EME

o ARKUIAIT, IR[EIO;
MFREHEOE, RRBRIEAE, EX
g’I%PR'F, feERRELIRiEFEA ST

o i¥E: request irg()EBETIRESHEIR, &
itt, AEEERET LT ERESARITIEE
RIS iR 2.

21
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{SEHrequest irq( )eR#

If (request_irg (irgn, my_interrupt,
SA SHIRQ, “my device”, dev) )

{
printk(KERN ERR “my_device:

cannot register IRQ %.d, \n”, irqn);
return —El1O;

22
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B R BT AL EEAE FF

o HIEIRZNIZEREAY, FT=RiTtHEMRIPERL
iR, FHENPiEZ:.

o HJLAIEAvoid free irg (unsigned int irq,
void *dev_id)SEFERIREZE.

o WMREENPEIEZARHER, A, ZHENH
PRCIBEEFRIE IS AR S HRETZ.
MRPEEEIEER, N(XRIBRdev_idFRXIRIAY

WILER, mXFERhEsSRAEERRT &E
— MR FRI A SHEER.

23
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W5 hETAL IR T

o HBIRIRIRAMBIZERRFEA:

struct pt_regs *regs)

static irqreturn_t intr_handler (int irqg, void *dev_id,

o HLR[EIEirgreturn_t8, SCfRERintBY,
o HIETAMIETE Rl EEIRBIFEMSTRRYE

IRQ_NONE: HARritBizrta iz — 4Rl (Biz

FF%E?UF" Hﬂtﬁ%#*zs&&t Tk IR R ZTHR Bl

IRQ_HANDLED: %iﬂlﬂliﬁ%ﬂ*ifiwmﬁﬂﬂﬂi

BAERYE
=t

SEE EMIMAYSE~E T PR, iR[ElIZ(E.

24
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e {Einclude/linux/interrupt. nFRBEINITJLTT,
EX 7 R AR EIE

typedef int irgreturn_t;

#define IRQ NONE  (0)
#define IRQ_HANDLED (1)
#define IRQ _RETVAL(X) ((x) 1= 0)

25
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A P BT R IE S R AR

o irq: BXMIEBIEEFREINMNAPRETRIRERZES.
ME, ZsHSFEAKBL.

e dev_id: —MERAIEET, BSEES
request_irq( )AYS&dev_idssn—31. MNRi%{E
BIE—REE, BBACMEIF—1 1 cookie, T
VAKX = R—AR R IERERFRIZMEE.

o regs: —MEMEGIEARYIETT, ZEEEFLIEP
I%HEZJ%LIE seISF RS, IRT R, B

z)

26
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PECEIEFMEA

o H—NMEERIRETIBIERFIEENITRY,
tEN YRR EFR B A 1B RS LﬂAmﬁﬁ
12, LIBhLETER—HRERZ: IRl 55—
FhaYhir, i, H—A¢MQEEF@
WA EEERREBLA B ERIRER.

o l;);l?l, LinuxBYRETLIBTER R SEEAN
XA HEE T RETLIBIE R RS

27
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HERPETALIRIERF

o HERIMPIERFSIFHZRNIBEEFR{TTE
ﬂﬂ*ﬂtﬁﬁ N LA, (BEREER

—l\

request_irq( )B&&irgflagsihimsz &
SA_SHIRQ#RZE.
WENMERAIPECIRIERERR, dev idSE]
WmlE—, IEEME—IRREISREH R TILARA
BX—EK,

FRERCIRIE RV EEE X T BRNEEEE ERY
=47 i

28



————————————————
T L EE 2 FF SE

o f§l: 3REBRTC (real _time clock)3RENFEF/Y
— /R PERNIREER, BTE
drivers/char/rtc.cARTEMN.,

o ERTCIRGNIERZRFRNI, S rtc_init()
EREL, HITIRL.

o fErtc_init()ERENHR, 1SEMAETLIRIZER,
KB Tm:

29
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If (request_irqg(rtc_irq, rtc_interrupt, SA_INTERRUPT,
rtc”', (void *)&rtc_port))
{
printk( KERN_ERR "rtc:
cannot register IRQ %d\n"', rtc_irq);
return -EIQ;
}

o B2 SRR IEIER
rtc_interrupt, BB TR,

30
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RETALIRFERFric_interrupt()

static unsigned long rtc_irg_data = 0;

Irgreturn_t rtc_interrupt (int irqg, void *dev _id,
struct pt_regs *regs)
{

spin_lock (&rtc_lock);
rtc_irg_data += 0x100;
rtc_irg_data &= ~Oxff;
rtc_irg_data |= (CMOS_READ(RTC_INTR_FLAGS) & 0xF0);
If (rtc_status & RTC_TIMER_ON)
mod_timer(&rtc_irg_timer,
Jiffies + HZ/rtc_freq + 2*HZ/100);

31



I ——————
rtc_interrupt() (££)

spin_unlock (&rtc_lock);

/* Now do the rest of the actions */

spin_lock(&rtc_task lock);

If (rtc_callback)
rtc_callback->func(rtc_callback->private data);

spin_unlock(&rtc_task_lock);

wake _up_interruptible(&rtc_wait);

Kill_fasync (&rtc_async_queue, SIGIO, POLL_IN);

return IRQ_HANDLED;

32



R BT M\ 188 - 2l S #% Y B ER

5 handle IRQ event()
e
':F'l’—l‘ﬁ rh |7_|‘ﬁ|7§|¢? :'|7_|<ﬁ WIEFER
il [ FE%LL (TR
l %EJH‘E FEEEF%_
dO |RQ()
Q-1EEE REINEES ret_from_intr()

s IiﬁE’Jﬁﬁ%
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o A, HEMRIRIEFIRFFRENX AL
=R, WFERhkhsZ, LIEzRapsHEI
BR—ME—AE, X, PEEVR LA
B FEILRBRAYIRQS Y,

o Rla, MZERdo_IRQ()HE.

34
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do_IRQ( )&

unsigned int do_IRQ(struct pt_regs *regs)
{

int irq = regs->orig_eax & Oxff;

return 1;

o 1Eidorig eaxiEMEIEHRANE, FISS(L
Fitle, SEIIRQS,

35
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#FE: pt regsLE

struct pt_regs {

long ebx; long ecx;

long edx; long esi;

long edi; long ebp;

long eax; int xds;

int xes; long orig_eax;
long eip; int Xcs;

long eflags; long esp;
Int Xss;

36
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do IRQ() »> handle IRQ event()

int handle IRQ _event (unsigned int irg, struct pt_regs * regs,
struct irgaction * action) {
Int status= 1,
Int retval = 0;
If (!(action->flags & SA INTERRUPT))
local _irq_enable();

do {
status |= action->flags;
retval |= action->handler(irq, action->dev _id, regs);
action = action->next;
} while (action);
If (status & SA_ SAMPLE_RANDOM)
add_interrupt_randomness(irq);
local_irg_disable();
return status;




- ..,
#MFE: irqactionBIES

struct irgaction {
irgreturn_t (*handler)(int, void *, struct pt_regs *);
unsigned long flags;
cpumask_t mask;
const char *name;
void *dev id;
struct irgaction *next;
int irq;
struct proc_dir_entry *dir;

38
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/proc/interrupts

o procfs@— P ERIMERSR, BREETF
RzRE, —iRTETFprocHRTF.

o /proc/interrupts¥ftt: FHZEFHRS T
HEHXBRAITHEE. WTRA,

39



e
/proc/interrupts3Z Y |7~]ﬁ

] rooti@localhost: = 'H‘
LfHE  wWEE #fHNV S0 3G #ENH
[root@localhost root]# cat /proc/interrupts B
CPUO
0: 110567 XT-PIC timer
1: 73 XT-PIC keyboard
2: 0 XT-PIC cascade
8: 1 XT-PIC rtc
9 0 XT-PIC wusb-uhci )
10: 127 XT-PIC PCnet/PCI II 79C970A |
11: 8120 XT-PIC BusLogic BT-958
12 : 578 XT-PIC PS/2 Mouse
15: 6201 XT-PIC idel
NMI : 0
ERR: 0
Enntlﬁlncalhnst root ] # I EI 20
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L 1 TR R

o AFZFEIESEINIERE FRIBIERER, BEfS
NHEEIaERA:

local_irg_disable() ;
[*EE ) Fohf. L */

local_irg_enable();

o XA NHRHBEELIBENCRESSEM, H
{XEB37Einclude/asm-i386/system.nff, BT
n:

42
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#define local irg_disable() \

asm volatile_ ("cli": : :"memory")
#define local_irg_enable() \
asm volatile_ ("sti": : :"memory")

o WNERTEAHHIocal irg disable( )ZBIB&EE
IET R, BBAIZBIEEESTHREERN
E%o [Blfflocal _irq_enable( )ﬂﬁ&;ﬁ&
AT

o ELbFEE—FNEICHREIRSEZILARIRIIA
S ARt EE LT ElE.
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o ERIERTZBIMZEFFREIRFIVINS,
m{EHEEHEPRER, JEZIERERIRE
FEREIAS. WTHPA:

unsigned long flags;
local_irg_save(flags);
% %k

local_irq_restore(flags);

o Ylocal irq_save( )BUERFIXSIocal irq restore()
AR B RER—1 B &R T,

44
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o EREERT, RELEENRFP—FIT
ERIPETZERRTZ 7. XA EFTBRY il
— <R,

o LinuxiE# syl M EO:

void disable_irg(unsigned int irq);

void disable_irq_nosync(unsigned int irq);
void enable_irqg(unsigned int irq);

void synchronize irg(unsigned int irq);

45
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PET R GRS

o Zirgs_disabled(): WNRASHAIE=E ERYA
ErRFEEEIE, MBiREIHE0, F[NR(BI0,

e Zin_interrupt(): WRAIZLFHEFLT
XH, iR[OHE0, iRBEAZILASIEERITHR
rﬁﬁﬂﬂ&f?. oy & IEEIT PSR IR
Fo

o Zin_irq(): RBEENZIBEEIEENITHRER
W IRIE R AR BIEEO,
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5.3 B4Rl

* CPURE: CPUEHRITIESHILIETIER] F REMSEECKIE
Hi(ES, CPURESDALAT3:
= [@ff(trap): PFEAAHAEER, MEEEMANESRIIT—LER0E, Sl
WIBTER IR R ST BIRY F—58<
« i (fault) . IEFIERI T HRFRIEZE, ErEi2E, NMETHE=EH
HPATZRINNES, ELAEEIEER, SRIHEREWARL
= hiF(abort): RGEBEI TRTERIER, TXEN, —RER=FHR
" IR FUTRIERE L T AR’
» CPURBERERTELSESTENINTRER, MIE<SHENZEERIT
R SIT AR ERY
s 15SINT nEJLAFAEEE T, LinuxFBint Ox8OE A RSN AARRIIES
s CPUIBTES TS/ F b Sk IE




5.3 B4Rl

(1) i syscal1y (2 Elfsamstma

v

}?’}j{fﬁ'—&?‘x Inext ( 3 ) F‘ﬁﬁ#&t
5D BRERFET
(4) AbFEFRFF R [ ]
syscallZ 5354

(1) s L (2) ERfEasmEE

% curr | P
RN (3) Hiepikb
HERIFEIT
» abort

(4) BBFEAEY
v PATHAES, BAKIE

() s, 4 (2) HORENGAER

curr

RS (3) #1E4b
| mEEET

(4) ZhPERR PR A3
abortfi|FE

A 4

» abort




WU W bl Ll

0B

IDT_ENTRIES 256

typedef struct gate struct {
ulé of fset_low;
ule6 segment;
struct idt bits bits;
ulé offset middle;

} gate desc;

gate desc idt table[IDT_ENTRIES] _ page aligned bss;
void __init idt setup early traps(void)

idt setup from table(idt table, early idts, ARRAY SIZE(early idts), true);
load idt(Zidt_descr);
}

void __init idt setup_traps(void)

idt setup from table(idt table, def idts, ARRAY SIZE(def idts), true);

void

idt_setup from table(gate desc *idt, struct idt_data “t, int size, bool sys)

gate desc desc;

(; size > ©; t++, size--) {
idt_init_desc(%desc, t);
write idt entry(idt, t
(sys)
set bit(t->vector, system_vectors);

vector, fdesc);

vold idt_init desc(gate desc “gate, struct idt_data “d)

unsigned Long addr = (unsigned long) d->addr;
gate
gate
gate

gate

offset_low
segment

bits
offset_middle

(ule) addr;
(ule) d->segment;
d->bits;

(uls) (addr 16);

vold write idt entry(gate desc “idt, int entry, gate desc “gate)

memcpy (Zidt[entry], gate, (“gate));

G(_vector, _addr,

.vector

.bits.ist
.bits.type = _type,
.bits.dpl ~dpl,
.bits.p =1,
.addr _addr,
.segment

_ist,

INTG(_vector, _addr)

G(_vector, addr, DEFAULT STACK, GATE INTERRUPT, DPL®,  KERNEL CS)

SYSG(_wvector, _addr)

G(_vector, addr, DEFAULT STACK, GATE INTERRUPT, DPL3,  KERNEL CS)

TSKG(_vector, _gdt)

_ist, _type,
\

_dpl, _segment) \

_vector,

_segment,

\

\

\

G(_vector, NULL, DEFAULT STACK, GATE TASK, DPL@, gdt << 3)

__initconst struct idt_data early_idts[]

INTG(X86_TRAP_DB,
SYSG(X86_TRAP_BP,
INTG(X86_TRAP_PF,

debug),
int3),
page_fault),

initconst struct idt_data def_idts[]

INTG(X86_TRAP_DE,
INTG(X86_TRAP_NMI,
INTG(X86 TRAP BR,
INTG(X86_TRAP_UD,
INTG(X86_TRAP_NM,
INTG(X86_TRAP_OLD_MF,
INTG(X86_TRAP_TS,
INTG(X86_TRAP_NP,
INTG(X86_TRAP_SS,
INTG(X86_TRAP_GP,
INTG(X86_TRAP_SPURTOUS,
INTG(X86_TRAP_MF,
INTG(X86_TRAP_AC,
INTG(X86_TRAP_XF,
TSKG(X86_TRAP_DF,
INTG(X86_TRAP_DB,
INTG(X86_TRAP_MC,
SYSG(X86_TRAP_OF,

SYSG(IA32_SYSCALL_VECTOR,

divide_error),

nmi),

bounds),

invalid_op),

device not_available),
coprocessor_segment_overrun),

invalid_Tss),

segment_not_present),

stack_segment),

general protection),
spurious_interrupt_bug),

COprocessor_error),

alignment_check),

simd coprocessor error),

GDT_ENTRY_DOUBLEFAULT_TSS),

debug),

machine_check),

overflow),

entry_INT86 32),




void do_error_trap(struct pt regs “regs, long error_code, char
unsigned Long trapnr, int signr, int sicode, void _ user “addr)

str,

(trapnr X86_ TRAP DE)

printk("(%d) divide error\n", current->pid);

RCU_LOCKDEP WARN('!'rcu is watching(), "entry code didn't wake RCU");

fixup bug(regs, trapnr))

( 'user_mode(regs)

¥

(notify_die(DIE_TRAP, str, regs, error_code, trapnr, signr)
NOTIFY STOP) {

cond local _irq_enable(regs);

do_trap(trapnr, signr, str, regs, error_code, sicode, addr);

IP ((void _ user
DO_ERROR(trapnr, signr, sicode, addr, str, name) \
dotraplinkage void do_##name(struct pt _regs *regs, long error_code)

*Juprobe_get trap_addr(regs))

do_error_trap(regs, error_code, ignr, sicode, addr);

}

DO_ERROR(X86_TRAP_DE, SIGFPE, FPE_INTDIV, IP, "divide error", divide_error)

ENTRY(divide error)
ASM_CLAC
pushl %0
pushl  $do divide error
jmp common_exception
END(divide error)

common_exception:

pushl fs

pushl es

pushl ds

pushl eax

mov1 $(__ USER DS), “e

mov1 eax, ds

mov1 eax, /es

mov1 $(__KERNEL_PERCP

mov1 eax, /fs

pushl ebp

pushl edi

pushl esi

pushl edx

pushl ecx

pushl ebx

SWITCH TO_KERNEL_STACK

ENCODE_FRAME_POINTER

cld

UNWIND_ ESPFIX STACK

GS_TO REG “ecx

mov1 PT_GS(%esp), “ed

mov1 PT_ORIG_EAX(“esp

mov1l

REG_TO PTGS “ecx

SET_KERNEL_GS Y%ecx

TRACE_IRQS OFF

mov1 esp, “eax

CALL NOSPEC “edi

jmp ret from exception
END( common exception

$-1, PT ORIG EAX(Zesp)

# no error code

ax

U), “eax

i # get the function address
), “edx # get the error code
# no syscall to restart

# pt regs pointer




ENTRY(page fault)
ASM CLAC
pushl  $do page fault
ALIGN
jmp common_exception
END(page tfault)

dotraplinkage void notrace
do_page fault(struct pt_regs “regs, unsigned long error_code)

unsigned Long address - read cr2();
enum ctx state prev_state;
(strcmp(current->comm, “page fault™) 0)

printk("( page falt\n", current->pid, address);

prev_state - exception enter();
(trace pagefault enabled())
trace page fault entries(address, regs, error code);

__do _page fault(regs, error_code, address);

exception exit(prev_state);

noinline void
__do _page fault(struct pt regs
unsigned Long address)

prefetchw(&current->mm->mmap_sem);

(unlikely(kmmio fault(regs, address)))

¥

(unlikely(fault in kernel space(address)))
do_kern_addr fault(regs, hw_error code, address);

do user addr fault(regs, hw error code, address);

regs, unsigned Long hw_error_code,

R AR B
225 (Bl ik ?
Pt B PR
=
£ &
% L ’
[ wEEm? | | ZEE
SEETEES = &
| a=wEx | | =#E |
REALSE, RX
eetug Ll

MENEHTERRE, BETSEEE, FRLUXEZ unlikely",

do_kern_addr_fault()
--> vmalloc fault()

NFBPEE, EEXRSEMER, page faultfMEREEREZY,

do_user_addr fault()
--> handle mm_fault()
--> handle_pte_fault()
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1Rt E el E I . Bl i printf

o ZEUnixtHFA T, APIZFEPOSIXFRHE

* POSIX (Portable Operating System Interface of Unix)

=—H5 TM‘E fi?FE Kb E, W N ZAT71H,
APIF)—E M R P EER AR




APl. POSIXFICSE

o Linuxf1 KZHUnix—FE, 7

UnixH] 3

JZE ANlibc

C)

25 1

IS T

= AP (TEI/\TQ@;(&%(POSIX
AP1) , Linux_EC

call to printi)”

1| —
“ -printf() in the C library *

- write() in the C library

writel) system call

Application -

» C library -

» Kernel




KRG A

. g{%ﬁ TPARRE A2, 3R (B R Y long B
» RGN sys_ KRGt 44

File: v4.10/source/kernel/sys.c

SYSCALL_DEFINEO (getpid) asmlinkage long sys_getpid(void) {
L return task tgid vnr(current); g ceeee
SYSCALL_DEFINEL (umask, int, mask) asmlinkage long sys_umask(int mask) {

mask = xchg(&current->fs—>umask, mask & S IRWXUGO) ; » ------
return mask; }
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1T x86-64H
arch/x86/entry/syscall_64.cH
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177

R4

* arch/x86/entry/syscall 64.c

asmlinkage const sys call ptr t sys call tablel NR syscall max+l] = |

Rty

« when the & below 1s removed.
'0 ... _NR syscall max' = &sys ni syscall,

#include <asm/syscalls 64.h

* arch/x86/include/generated/asm/syscalls 64.h

___SYSCALL_64(0, sys_read, )
___SYSCALL_64(1, sys_write, )
___SYSCALL_64(2, sys_open, )
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lint T8N RS

i 1.1 fs

o Intie B IMAE-TCIs 1T S| V)

If no stack switch occurs, the processor does the following when calling an interrupt
or exception handler (see Figure 6-5):

1.

Pushes the current contents of the EFLAGS, CS, and EIP registers (in that order)
on the stack.

Pushes an error code (if appropriate) on the stack.

Loads the segment selector for the new code segment and the new instruction

pointer (from the interrupt gate or trap gate) into the CS and EIP registers,
respectively.

If the call is through an interrupt gate, clears the IF flag in the EFLAGS register.
Begins execution of the handler procedure.

AK/INT5 275 ?Intel 64 and IA-32 Architectures Software Developer Manua?
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i 1.1 fs

o Int¥e M IMAE - 817 2o V)

If a stack switch does occur, the processor does the following:

1.

Temporarily saves (internally) the current contents of the SS, ESP, EFLAGS, CS,
and EIP registers.

Loads the segment selector and stack pointer for the new stack (that is, the stack

for the privilege level being called) from the TSS into the SS and ESP registers
and switches to the new stack.

Pushes the temporarily saved SS, ESP, EFLAGS, CS, and EIP values for the
interrupted procedure’s stack onto the new stack.

Pushes an error code on the new stack (if appropriate).

Loads the segment selector for the new code segment and the new instruction

pointer (from the interrupt gate or trap gate) into the CS and EIP registers,
respectively.

If the call is through an interrupt gate, clears the IF flag in the EFLAGS reqister.

Begins execution of the handler procedure at the new privilege level.
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E\

s 2. MTSSHL 3 B ik 351 M 25 SSHFNESPAF Al 23 A'E A HT e HE
% Ot A2 $ 8 P PR R 9 O HEAR), I35 21387 B HE AR

w 3. R T TR e HEAR A AR AT
SS,ESP,EFLAGS, CSHIEIP{H [+ 21— N5 R HE AR

o 4 AEEE RACAE R — AN 8 ) HERR H (U B IE 2 ).

s SAEBGE BT MR 25 CSHIEIPAE BB AE g ARG B
FHT e 2 Fa% (AW 18 FalBET) .

o %ﬁn%iﬁﬁﬁ‘ﬁﬁ%ﬁ 1, IR A B AEEFLAGS i 28 1
‘IF /]?1@.




3 18

I'O Map Base Address Reserved T|100
Reserved LDT Segment Selector 96
Reserved GS 92
Reserved FS 88
Reserved DS 84
R'aserved 35 80
Reserved CS 76
] TSS Reserved ES 72
EDI 68
= Task State Segment Es .
»y A —fF . A
o Intel & i A RAF TSR cer gj
» »
ERC SEHME S D) i
ECX 44
EAX 40
EFLAGS 36
EIP 32
CR3 (PDBR) 28
Reserved sS52 24
ESP2 20
Reserved SS1 16
ESP1 12
Reserved SSo
ESPO
Reserved Previous Task Link 0

|:| Reserved bits. Setto 0.



Stack Usage with No
Privilege-Level Change
Interrupted Procedure’s
and Handler's Stack

~«—— ESP Before

EELAGS Transfer to Handler
)
EIP

Error Code -——ESP After
Transfer to Handler

Stack Usage with
Privilege-Level Change

Interrupted Procedure’s Handler's Stack

Stack
~«—ESP Before
Transfer to Handler SS
ESP
EFLAGS
)
EIP

ESP After ——» Error Code
Transfer to Handler

Figure 6-5. Stack Usage on Transfers to Interrupt and Exception Handling Routines
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1. Restores the CS and EIP registers to their values prior to the interrupt or
exception.

2. Restores the EFLAGS register.

3. Increments the stack pointer appropriately.

(Ul

S

4

4, Resumis execution of the interrupted procedure.
: ﬁ SATE VI IR E W R
Performs a privilege check.

2. Restores the CS and EIP registers to their values prior to the interrupt or
exception.

3. Restores the EFLAGS register.

4. Restores the SS and ESP registers to their values prior to the interrupt or
exception, resulting in a stack switch back to the stack of the interrupted
procedure.

5. Resumes execution of the interrupted procedure.
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= PR
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Athlon XP 1600+ 277 169
A00MHz mode 1 athlon 274 170

2. 8GHz p4 northwood ht 1152 442
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Linux’s GDT
null

reserved

reserved

reserved

not used

not used

TI5#1

TiS#2

TIS#3

reserved

reserved

reserved

kernel code

kernel data

user code.

user data

Segment Selectors
0x0

0x33
0x3b
0x43

0x60 (__KERNEL_CS)
0x68 (__KERNEL DS)
0x73 (__USER_CS)
0x7b (__USER_DS)

Linux’s GDT
155

LDT

PNPBIOS 32-bit code

PNPBIOS 16-bit code

PNPBIOS 16-bit data

PNPBIOS 16-bit data

PNPBIOS 16-bit data

APMBIOS 32-bit code

APMBIOS 16-bit code

APMBIOS data

not used

not used

not used

not used

not used

double fault TSS

Segment Selectors
0x80
0x88
0x90
0x98
0xa0
0xa8
0xbo
0xb8
0xco

| 0xc8

0xf8
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asmlinkage long =sys =2illy copy(unsigned long *src,
unsigned long *dst,
un=igned long len)

unsigned long buf:

J* fail if the kernel wordsize and user wordsize do not match */
if (len '= =zizeof(buf))
return -EINVAL:

f* copy src, which is in the user's address space, into buf =/
if (copy from user(&buf, =rc, len))
return -EFAULT;

F* copy buf into dst, which iz in the user's address space =/
if (copy to user(dst, &buf, len))
return -EFAULT;

fS* return amount of data copied */
return len;
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asmlinkage long =sy= am i popular (wvoid)
/* check whether the user posseszes the CAP 3Y5
if ('capable (CAF 5¥Y5 HNICE))

R4

SEHL—AN RS FH I

I

E%Eﬁj’}fﬁﬂﬂfhf%%ﬁﬁﬂlﬁo H.F
capable() & 2 FH KA & 29 Y

return EPEERM;

f* return zero for success */f
return 0;
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_NICE capability */
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ENTRY (sy=s call table)
.long sys_resatart syscall f = 0 ®f
-long sys exit
-long sys fork
-long sys read
.long sys write
.long sys_open f#% 5 *f

-long sys mg unlink

-long sys mg timedsend

.long sys _mg timedreceive S 280 =/
-long sys mg notify

-long sys mg getsetattr

The new system call is then appended to the tail of this list:

-long sys_ foo



* Thi=s file contains the aystem call numbers.

Fdefine MR restart syscall 0O
#define HNR exit 1
#define NR fork 2
#define NE read 3
#define NR write 4
#define NR open 5
#define NR mg unlink 278
#define NR mg timedsend 273
#define NR mg timedreceive 280
#define NR mg notify 281
#define NR mg getsetattr 282

The following is then added to the end of the list:

#define  NR foo 283



¥include {asmfthread_infu.h}

_l.-"':-:'
* sys foo everyone's favorite system call.

-

* Returns the =ize of the per-process kernel stack.
wf

asmlinkage long sys foo(void)

return THREAD_SIEE;
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long open(const char *filename, int flags,

#define NR open 5

int mode)

_s8yscalli(long, open, const char *, filename, int, flags, int, mode)

#define NR foo 283
__=syscalll({long, foo)

int main ()
long stack size;

stack size = foo ()
rintf ("The kernel stack =ize

return O

iz %¥1d\n", stack size):
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