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28 ==FA 1 (media_id, pass, openid)
REIEBEE

EfHEAZ S (media_id)

1%?"F¢R(Appld, AppSecret)*

2 L e BB open dRETIINSH ilvd
Hﬁ _ & Z=b=(media_id, openid, vid, message)
5 IRl ISR F ) cid . &=
BENLF(media_id, cid)
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"true”>»
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ver/images/noavatar small.gif'">
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| 6.1 Webgiinzeia
" =fES: HTML + + JavaScript

s FMLE: DOM (IEXTsRIERY) + Event (544)

JavaScript

(179)




I Webgijim7~5]

@ @ <form id="login-form" > @
BSIAE document <input id="username" ... />
<input id="password" ... />

; <button id="submit" ... />

1
|
2 BTEFHS/MME m
orm ------
. (login-form) | & 77 </form>
g =m !

I 1 1
ey s t : input input button
RIS PJ k (username) (password) (submit) | & 77

WIFBREEFE ARDKNG

©)
=2

button onclick login() function login() {
(submit) result = check_verification();
@O TEER @ HML y
@ DOM button=getElementById("submit");
3 Event ® JavaScript button.onclick = login;
</script>




| 6.1.1 RxISIER (DOM)

" FEANHTMLUSOS IR —RN, MEPRIE MREXI M DOM
*X:I-E,J_ | -Ij/\\\ Input:

Value:| =3
<body onload="onload handler () ">
<div id="input'"> N Output:
<p>Input:</p> . 1
Value: <input type="text" id="value" />
<input id="submit" type="submit" /> Average: 1
</div>

document

<div id="output'">
<p>Output:</p> head body
<1li>1</1i>

</div>

|
.

div
(id: output)

hr

<hr />

<div id="avg">

<p>Average: 1</p> 5 text
</div>
</body>

input input

(id: submit)

(id: value)




DOMi2{E

= Hif
s 1Zid&18: node = document.getElementByld(id)

s IRELZEIE: node = document.getElementsByClass(class)
s IR B E1E: node = document.getklementsByTagName(tag)

" {25
s BT ERIEM: node{attrName} = {attrValue}
s RETEHIRS: node.innerHTML = {HTML Code}

" N0

o SRINRFEENE: parentNode.appendChild(newNode);
parentNode.insertBefore(newNode, targetNode);

= fHBR
s MIFRT = parentNode.removeChild(childNode)
= JIFREME: node.removeAttribute(attrName)

iR



| DOMIZ(ERFA

Input: Input:
Value: 3 123 Value: 152
Output: Output:
>
o 1 e 3
Average: 1 Average: 2

E<script>
“function onsubmit handler() {

1

2

3 value |= document.getElementById("value") ;

4 output = document.getElementsByTagName ("div") [1];
5 11 = document.createElement ("11") ;
6

7

8

9

0

1li.innerHTML = value.value;
output.appendChild(1li) ;

value.value = "";

'}

</script>

1
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| 6.1.2 = (Event) H4l

R MRS RSl AN, B—MMEEERERWLIHE, 79
WebizFigfit ¥ BEalit

=5

o ST AR ERISSREL

s FEHEROR I T ENSFHRIOR
o SHAMEREL ALIBERT R E SRR R

dlinl

il

SRR
XIR

FirRE = MR ER




| I/— = AH
We b |J E'fer'f a
SRR SHER E =Ll [nl) 2
load TUENNE SR BT At A
p U=
B nload BECERARE
click TR A AR A HEAT AR A
FRATNE {4 mousedown fErtE I RN AR A
mouseup EroE R AR A
keydown LR IEREE MR
£
RESH eyup L R
focus HERBEITTERESERIAA
wEBE e ST
F— oncopy FRAFENTTEA S A
-7 onpaste R/ TTERSE LA
DOME A DOMNodelnserted | BDOMITEHANINRTAb A
DOMNodeRemoved | BDOMITZE LI PRAT S A




HESHFLIERRZL

 (TPE: <ATE EIMFIE TEE GMNRRE />
<body onload="onload handler() ">

. ERSUNE: S B - AR

Jinl

submit = document.getElementById("submit");
submit.onclick = onsubmit handler;

s NI Birxdse.addEventlistener( "SB{4EEY" | QMERERED

output = document.getElementById("output")
Value: 3 $Ezx output.addEventListener ("DOMNodeInserted",
onDOMNodeInserted handler);

Input:

Output:
o 1

Average: 1
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| 6.2.1 M558

)\ 4

LHY:

~xE1H

Elements || Console Sources Network Performance Memory  Application Security Audits

: §§\ ~\\~\1\\ ======= ___________

| \:\ \\\‘\\N\ ~===== ~~~~~~~~~

I AN R T TSS==o_ . TTem=~__

1 \\\\ N\N\\\\\ ‘*::: ~~~~~~~~~~

I S S TSI~ --===-_______  O0O0OoOo-=-=-=__
ElementsJCZMER ;| | Consoletzdl &SR : | | Sources) R CADER : Network:}JZS HEx :
WEMPENE | |@idaesciot, & | | BRERE, 2 || SEMEER, 7

=, FEipom,
AL CSS

EHT, REIN
AEfEal,

B, WlEEE,
BN,

MRE SRS,
o DAUMERE ke




TG

[x ﬂ Elements Console

<html>
» <head>..</head> @

¥ <body onload="onload handler()

P <div id="input”>..</div>
<hr>
P <div id="output”>..</div>
<hr>
P <div id="avg">..</div>
</body>
</html>

html body div#output

D DOMZEFS]

(@ CSSHFTL

® REME

@ S alresylz=

Sources

%0

>

Network

Add attribute
Edit as HTML

Delete element

Copy

Hide element
Force state

Break on

Expand recursively

& (Elements)

Performance  Memgry  Application > : X

Styles  Computed  Event Listeners >

C [ Ancestors All ¥ [ Framework listeners

» DOMNodeInserted




il I=}

[ ﬂ Elements
P @ | top

1

>Sum®
> @

>

(D ConsolelgiH
@ mHA

Console

v

Sources

104

Network

Filter

X (Console)

Performance Memory

Default levels ¥

Application

»

index.html:19

X
e




JECHSETR (Sources)

[x EI Elements  Console  Sources Network Performance Memory  Application  »

» : | [€ indexhtml X Bl o ¥t o v @ @
18| value.value = ""; “ » Watch
T D e )

C:/Usersf/youwe/L 13 function calculate_avgval(lis) {
14, sum = @;

}Ie:ﬁ 12 b Call Stack @

i index.html 15| for (i = @; i < lis.length; i++)  » Breakpoints @
16 val = parseFloat(lis[i].innerT I
17 if (isNanN(val)) throw "Non int ¥ index.html:19
18 sum += parseInt(val); console.log(sum);
; Bconsole. B log(sum); » XHR/fetch Breakpoints
21 return sum / lis.length; » DOM Breakpoints @
g } . » Global Listeners
. X {} Line33, Column3 Coverage:n/a " Event Listener Breakpoints @

@ RICA ® TR R

@ EhiR(E ® DOMIifTFIER

@ TEMT @ S mrssitr=21%=
@ R A




3]
A

2 (Network)

X ® 6 ¥ Q. | [ Preservelog [ Disable cache = Online v o 4
Aa .* |yzm C O | 200 ms 400 ms 600 ms 800 ms I
¥ login — v.ruc.edu.cn/auth/login?8.... —— —_—
464 ..n/Index/getimg" id="codel... ®
597 function checkYzm() {
614 getYzm(); Name X Headers Preview Response Initiator »
625 function getYzm() { || footer,js * v General -

639 get¥Yzm(); « 4 months,
B R T - P9 Request URL: https://v.ruc.edu.cn/login/Inde

| | jquery.min,js x/getImg

@ Bl getimg - Request Method: GET @

Search fin... Found 6 matching lin... 21requests | 233kBtrf =~ - . -~ » &-oe o B

O HEMEE LT
@ P RRE RIS
O FERRIE R
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» (CRETTw . SREFITEREE B TR Sk
» TR SEES I RERT TR
» DOMIi: SFEENIETTEA B REZWIT TR

s IRIEETMESHRE:
= [0 BIAIRT =
= WIS ERT R




A=l il

l document

1. function check_verification() { . : .
2 codel = get_user_input_code(); m
3 code2 = get_sys_gen_code(); I R
4.  return compare_code(codel, code2); “°g'|"'f°r m)
5. } | 1 1 1
. . input input button
g ﬂ'ltnCtlo_n ralse_errorp;: . (username) (password) (submit) | & 77
ext = createText("IUERSAIER");
8. form = getElementById(“form");
10.
D> 1 i tion login() { button onclick login()
. function login :
12. result = check_verification(); I> (submit)
13. if (result == 1) raise_error(); | .. . ..
14. else do_login();
15. }

I» 16. button=getElementById("submit");
17. button.onclick = login;

> (CrE7Tl= > =i > DOMUfT =



BT

" S —— IR THIRIE

\\/.
ol a3

[> 1. function check_verification() {
: R E SRR A 2. codel = get_user_input_code();
= . Step OVGI’. Tﬂ{j%ﬁlﬂmyﬁ#@@ 3. code2 = get_sys_gen_code();
v . Step Into: ﬂ)\%ﬁﬁ%@éﬁ 451 }return compare_code(codel, code2);
T = Step Out: Bk a2 6. function raise_error() {
7.  text = createText("WIFFBAIEHE");
L — 8. form = getElementById(“form");
b *EEE*ZR{E%E%ZFE 9. form.appendChild(text);
10. }
14+ 4=
. {E}Eﬁ'ﬁjﬂ]%y?ﬂ{j |:| 11. function login() {
L4 = - 12. result = check_verification();
. ﬁymﬁﬁﬁﬂ?ﬂi B 13. if (result == 1) raise_error();
14. else do_login();
15. }
16. button=getElementById("submit");
[> 17. button.onclick = login;




BE/ZZEE

= S
. EESBIE(THE
M BIETHIOE
" TRIEBRMESHE:

T TEEXETS

. function check_verification() {

codel = get_user_input_code();
code2 = get_sys_gen_code();

return compare_code(codel, code2);

function raise_error() {

1
2
3
4.
5. }
6
7 text = createText("MiFRSAIERE");
8
9

5 /X\%{EE{]/E\M form = getElementById(“form");
. form.appendChild(text);
. _1 U 10. }
AR ﬁ . 11. function login() {

A2 TRE 12. _ result _—_Qb_e_ClS__V_GILfLC_a_tLQflOJ ________

" result@— P XiET=E 13. if (result == 1) raise_error();
N . \ | 14. else do_login

« (BB S oo

16. button=getElementById("submit");
17. button.onclick = login;




ANFFRBERREEE E

ol
" FHEIRHERHT S
" (ZECRHER MRS
" RIERRMESTRE:
= [ E R KR REEE
= (ZRCRHERR AR E’\J?EFEU

. function check_verification() {

codel = get_user_input_code();
code2 = get_sys_gen_code();

return compare_code(codel, code2);

function raise_error() {
text = createText("MiFRSAIERE");
form = getElementById(“form");

1
2
3
4,
5 3}
6
7
8
9 form.appendChild(text);

- 10. 3
h 1] :
7_]T1§J . 11. function login() {
, . N 12. result = check_verification();
L bUttOﬂ.OﬂdICk%_A%%@@éﬁxi 13. if (result == 1) raise_error();
14. else do_login();
s L FHISMdo loginERiZL 15. }

16. button=getElementById("submit");
17. button.onclick = login;
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| 6.3.1 BEINEIME(E

= filF: CSDN, EfABFHEREINMRINER

(https://blog.csdn.net/weixin_41943811/article/details/111

93 3295) @cspn sm mE EFRYRE TE ORE AE B BB WEONE SR BEY s =
Q TrustHarry Ubuntu1 804;&5’;

il

iy WgE e ARl

U ERNE
TrustHarry
8 9375+ 678+ 608 1~
Bol BHE R ubun L=
80 0 0 0 0 1. BN REIE my letc/apt/sources list /etc/apt/sourses.list.backup

2. HEEIETER sudo su

( FAE ) Xt 3. vi letc/apt/sources list
4. LA TR ER
EeEvE o, deb http://mirrors.aliyun.com/ubuntu/ bionic main restricted universe multiverse

deb http://mirrors.aliyun.com/ubuntu/ bicnic-security main restricted universe multiverse
TS deb http://mirrors.aliyun.com/ubuntu/ bionic-updates main restricted universe multiverse
deb http://mirrors.aliyun.com/ubuntu/ bionic-proposed main restricted universe multiverse

Ubuntu180435 deb http://mirrors.aliyun.com/ubuntu/ bionic-backports main restricted universe multiverse
docker F&Egerrit deb-sre http://mirrors.aliyun.com/ubuntu/ bionic main restricted universe multiverse
GitLabTt4s deb-src http://mirrors.aliyun.com/ubuntu/ bionic-security main restricted universe multiverse
Ubuntuz:2docker SIEE deb-src http://mirrors.aliyun.com/ubuntu/ bionic-updates main restricted universe multiverse

deb-src http://mirrors.aliyun.com/ubuntu/ bionic-proposed main restricted universe multiverse

=k bk £t
CentosZeHEVNG ServerfSiiR deb-src http://mirrors.aliyun.com/ubuntu/ bionic-backports main restricted universe multiverse

W

EBET apt update
e repe
apt upgrade
CentosZ2£VNC Serverf&@hi
Bz frog

UbuntuZZEdocker SigiR =

=
X
a9

-
it
b=
“rmj



https://blog.csdn.net/weixin_41943811/article/details/111933295

| CSDN, s5Ins

ERIENNMINIEE

l

gy e, e,

23 blog.csdn.net/weixin_50886514/article/details/119045154?0ps_request misc=%257B%2522request%255Fid%2522%253A%2522171067574016800180642742%2522%252C%25225cm%2522%253A%252220140713.130102334..%25...

* 8]0 @ :

@cspbn #= F® FI4 HK CHE GitCode

mO_74029116: S2IESE6T

FOKHEFEDE: HAHIE, ZRHEE,
mO_54258821: tRHEAE

ANAHEEE: BAHE, ERHEE, &
2301_78455654: RIFHFFAAIERE

AAHEESE: BANE. BAEHE B
I8 RENSTERSER, HENS

FAHEE BAHE., BREE. &
FEs RAEEERAOE

BEZERES "BEFER 13?2

S 3! .. = >
~ - - -
BIREE NEE BB EE 2ES
BNiXE
RLEXIA&ET Fis(web-gobang) R E

BERIO: DHEMIOER, SEEE
(select, poll, epoll)

FESTHRARAT

20214 878/ 20205 26

InsCode

& Ei8Hs, RESE, E/UES, s FEmvias=E

6 Over!

3 4 5

1 | void InsertSort(int* arr, int n)

2 ({

{
1

MERZE:

e W21

for (int i =0; 1 < n - 1; ++i)

1/ IEREFFPIRE— TR T
int end =

1/ FHEABITTR

int tem = arrfend + 1];
/1B

while (end >= @)

I

NSRS

if (tem < arrfend])

f
4

arr[end + 1] = arr[end];
end--;

1
i

1/ HAEABIELD,
else

f
t

BT

break;

//temESEIHAEAN AT NGER IS E

arrfend + 1] = tem;
1/ CBRITRI A E AR IE1:

/71 . FHBEATRHEIENUE (breakBEHEREIL)
112 FHBA TR B 5P PRI B TTRAR N (while EFRERISEIIL)

RIMERTHONN), WREHRFIAYRE, RERELNNE

XE il 4877

| ¥ 28003

B 209

TE=ER

) emeou e me amwo
B
1 BN
2 IR
3
A EE
5 s @
6 REHEE =
5.1 hoarehRA(EHGiEEHE) =
52 5 L]
B ;Q
5.2.1 313 [ff“
52235873
Beta
53 mEEEHE 5
TDBERIE 63
gt Rl EE R =

1248 + xX %% CDN BBs5 + %3 VPS
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" flF: BENE, IFERIELEIE
(https://wenku.baidu.com/view/0fbeaObef66527d3240c84
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6.4 Noaasi =

s BIDEANEESRERT B AP K RXlmaaatieert—FrEM, THF
ENLSEEEm, 88/ HTML + JavaScript + CSSFFA&

" XoaEsy RAILIERE— 1A ERIWeb A, HELEERIWebMA,
A LA BN R FeiRHINFERO, RESENEEAVERE, H#HITE
INEZRATERE

" (ERNEERY R LUESINSERs, #1T: REEH. PEEG. T
. BOES, R Iﬂéﬁlazk}:ﬁ:tﬂ FREMRIT. BEXNR
EKER. STERBEIE......
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Chrome¥

IET=PA]
(background page)

SERE TUH

(popup)

ZE=H
(override pages)

M=04cts

(manifest.json)

REH

(content script)

[FERZA

(background script)

ENRIZS

(injected script)




| 6.4.1 Chromel EBlYIZ X4
" manifestjson: AT BREXNECE, YWIINERER

"manifest wversion": 2,

"name": "yzm cleaner",
"yersion": "1.0",
"description": "remove yzm in micro ruc",
"author": "guo",
"icons":
] {
"48": "icon.png",
"128": "icon.png"

by
"browser action":
{
"default_icon": "icon.png",
"default popup": "popup.html"
by
"content scripts™:
] [
] {

"matches": ["<all urls>"],
"js": ["content-script.ijs"],
"run at": "document end"
}
]!
"background":
] {
"page": "background.html"
by
"permissions":
[
"contextMenus",
"tabs",

"notifications",

"webRequest",

"webRequestBlocking",

"storage",
"https://v.ruc.edu.cn/account/login"

] r

"web accessible resources": ["inject.js"]



6.4.1 Chrome¥ BRYZ( )5

" HERE: RdXEssiYalERRESF I — 1 NE ORI,
%,\\\%_F:Mﬁﬁtﬁﬂﬂ%l‘ﬂ

N 72
// manifest.json b - 2%
1 "browser action": .ruc.edu.cn%2Foauth2%2Fauthorize%3Fclient id%3Daccountstiupc.. & =2 v (@ * O e
2. 1 , , AR
3. "default icon": "icon.png", X
4 "default popup": "popup.html" FEAT? #iE? SiSITAIAER? Bl
5. },
// popup.html
1. <html>
2. <head> o
3 <meta charset="utf-8"/> SN
4 <title>popup</title> ERTEEES RRElL
[ e = = ok
5. </head> , , , R TSFSmiE MBFNTARELMAE S, Wi
6 <body style="width:200px;min-height:100px;"> —‘
7 <p>iBMRISIERS</p> 8 =m + FINSATRET
8 <button id="pojie">BJIHEE</button>
9 <script type="text/javascript" src="popup.]js"
></script> maAk | PYK'
10. </body>
11.</html> BIFBREAFE FRSAN
5
// popup.js
1. var pojie = document.getElementById("pojie"):;
- PoJ . getElementByld ("pojie™) O] eamsks  siomme
2. pojie.addEventListener("click", pojie submit);
3. function pojie submit () {
4. console.log("click pojie");
5. }




6.4.1 Chrome¥ BRYZ( )5

" EENE: 2 1L

BERIKH, BEENEasaIFTH
AmxiE, FrLABSEEEE—Bi= T BREbackgroundE

HYTRE, BHYER/EE
mFJF,

// manifest.json

1.

Sw N

"background":
{

llpagell H
by

"background.html"

W == - TEARLE
C  ® yzm_cleaner

x | # yEES

=R EE S

// background.html

O J o g W

10.
11.

12

13.

<!DOCTYPE html>

<html>
<head>
<meta charset="utf-8"/>
<title>background</title>
</head>
<body>

<script type="text/javascript"
src="background.js"></script>

<p>TEMANEIEFH: </p>
<textarea id="ddd"></textarea></br>
<button id="submit">#@3</button>
. </body>
</html>

| chrome-extens

= EHER

L= S

X (@ background
ion://fllhjglcmalofkmnne

iokjdimeilgmjm/background.htm



6.4.1 Chrome¥

RAOKHE

= content-script: Chrome¥ BRTREIENHAHN—FZ, &
Bficontent-scriptsEf{i JRJ LASCIEIS Fe &RV 5 VRIS E TRH

ENISFOCSS

77 T DLTIE TS

function injectCustomds ()

H
jsPath = "inject.js';
var temp = document.createElement('script');
temp.setAttribute('type', 'text/javascript'):
// IS HTHEE Sl chrome-extension://ihcokhadfifchaeagdoclpnidiokfakg/js/inject.is
temp.src = chrome.extension.getURL(jsPath) ;
temp.onload = function()
|
/) TAETR A E, AT B ERE
this.parentNode.removeChild (this) ;
— i
var iframe = document.getElementById("login-iframe")
J iframe.onload = funection() {

iframe.contentWindow.document.body.appendChild (temp) ;

. }
i1

injectCustomJds () ;

content-script.js




6.4.1 Chrome¥ EBAIZ/ ) x5

® inject script: RIBRGELENANEE, content-script&—™
BRE "Rfg" , BMELRZBAREEIS, BACALUEFE
DOM, {BZE DOM:EDT cEAE, BHETEEDOMPETSE

BHIAER, NRBRFEFRENSKED, LEBLEN

BRI TURSEE

function bruteforce () inject.js

{

}

var form = document.getElementById("login-form") ;
var dict = ["123456", "abcdl234", "xxxyyy"]l;
for (1 = 0; 1 < dict.length; i++)
{
form.password.value = dictl[i];
login without yzm() ;
sleep (L000);
alert(dictl[i]) ;
}

document.getElementById("login—-submit") .onclick = bruteforce;



| 6423

¢«

https://c|

& Chrome Web Store - Extensic

X

+

C & chrome.google.com/webstore/category/extensions

google.c

& chrome web store

| [Search the store ‘

o Themes

Categories

All

Recommended for you
Accessibility

Blogging

Developer Tools

Fun

News & Weather
Photos

Productivity

Search Tools
Shopping

Social & Communication

Sports

Privacy Policy

Terms of Service JINEIES]

About Chrome Web Store

= SLA

ﬂ TextBlaze

< Automate repetitive typing
with keyboard shortcuts

Q Signin

Hi! My name is John. How are you doing?

0000

Recommended For You ©

Google Translate

Google Translate
Y %k ok 42,088

Roblox+

* ok K kK 7145

Favorites of 2022 ©®

)

Volume Master

Volume Master

sk ok kK 24,879

TebMeneger Plus

Tab Manager Plus for Chrome

ok ok ok 727

View all

Shimeji Browser Extension TinySketch

ek ok A 2,354 ok ok ok 282

chrome v

Chrome Web Store Launcher (...  Fidget Spinner
ok kok 1373 ok kK k54

View all



AdBlock

" XFPURL &—ig2kNiaPdivocE=ir AN\ ¥ —iframe/imagestzs=, A
JEInE— T SHEHEEEGIFE A

s AdBlockXFREABH SHIRERHET MG (S5 HFEIERY

filter, BOEMN) , XSdomain==fFeRAYiH THSHEITED

s H{EEAJavaScriptiBXLeURLITECHLNIBRES 9 T IENIZFRIXTL, AEH
FHIERZRAZ0RT B imURLE T ILECIS e

XK TFIERE—F, ELECRIRR, RERHERIBVSIEKGURL, 58k

—Lkeyword, PAfEEITkeywordE# IR AYfilter, ER/aFILECECEIRY

filter, XEFEMATERAAMNIZR, KAXUIRES T ILEARTE




TamperMonkey

® A & j& — Chromed &, Eieft | —Mis &0 vl ) g =0,
FOVFH P ) R i JavaScriptf S ) 7 20, AR AL R DL ) e AR 56

w BT RN B

https://chrome.google.com/webstore/detail/tampermonkey/dhdgffkkebhmkfjoje
Jmpbldmpobfkfo (Google)

https://addons.mozilla.org/zh-CN/firefox/addon/tampermonkey (Firefox)
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)=

" S ERAT ATERYANRNTS IR N FSCHH T2 S SES
o BEE FIANASAZRS, NAMIXIIeIEZEH TIEE
" FZAE

Finding Client-side Business Flow Tampering Vulnerabilities

| Luk Kim, Yunhui Zheng, Hogun Park, Weihang Wang, Wei You, Yousra Aafer, Xiangyu Zhang
Proceedings of the 42nd ACM/IEEE Internatinoal Conference on Software Engineering (ICSE 2020)
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= WebBlinZety: =FiES (HTML+CSS+JavaScript) + P14 (DOM+Event)
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